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| PREFACE

| About this Guide

This guide describes how to configure System Management in OcNOS.

| Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

| Conventions

The Table 1 table shows the conventions used in this guide.

Table 1. Conventions

Convention Description
Italics Emphasized terms; titles of books
_=/ Note: Special instructions, suggestions, or warnings
monospaced type Code elements such as commands, parameters, files, and directories
IP Infusion Product Release Version

Each integer in release numbers indicates Major, Minor, and Maintenance release versions. Build numbers that
follow the release numbers are for internal tracking and verification of the software build process and are visible to

customers as part of the software version number.
6 ] 6 L] 1

a v q
Minor Maintenance

Product Name: IP Infusion Product Family

Major Version: New customer-facing functionality that represents a significant change to the code base; including
a significant marketing change or direction in the product.
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Minor Version: Enhancements or extensions to existing features, changes to address external needs, or internal
improvements to satisfy new sales regions or marketing initiatives.

Maintenance Version: A collection of product bugs or issues usually scheduled every 30 or 60 days, based on the
number of issues.

| Related Documentation

For information about installing OcNOS, see the Installation Guide for your platform.

| Feature Availability

Each OcNOS SKU contains a set of supported features. For a list of available features based on the SKU that you
purchased, refer to the Feature Matrix .

| Migration Guide

Check the Migration Guide for necessary configuration changes before migrating from one version of OcNOS to
another.

| IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

| Technical Support

IP Infusion maintains an online technical support site that provides a variety of technical support programs for
licensed OcNOS customers at the Technical Assistance Center.

Customers and partners enjoy full access to the support website. The site allows customers and partners to open
technical support calls, update open calls with new information, and review the status of open or closed calls. The
password-protected site includes technical documentation, Release Notes, and descriptions of service offerings.

Technical Sales

Contact the IP Infusion sales representative for more information about the OcNOS solution.

Technical Documentation

For core commands and configuration procedures, visit: Product Documentation.

For training videos, visit: OcNOS Free Training Videos.

For a list of supported platforms and SKUs of OcNOS features, refer to the OcNOS Feature Matrix.
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Documentation Disclaimer

The global documentation site is evolving to provide an enhanced website user experience for select topics included
in this release. Some guides are now available outside the existing documentation library and can be accessed
directly from custom documentation landing pages. These guides offer robust in-built search functionality.

For the latest documentation, visit the product-specific documentation landing page and select the relevant guide.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or
remotely from a terminal emulator such as putty or xterm. You can also use the commands in scripts to automate
configuration tasks.

Chapter Organization

The chapters in command references are organized as described in Command Description Format (page 140).

The chapters in configuration guides are organized into these major sections:

« Anoverview that explains a configuration in words
e Topology with a diagram that shows the devices and connections used in the configuration

« Configuration steps in a table for each device where the left-hand side shows the commands you enter and
the right-hand side explains the actions that the commands perform

« Validation which shows commands and their output that verify the configuration

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?

The CLI displays this keyword list with short descriptions for each keyword:

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bidirectional Forwarding Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi-directional 1lsp status and configuration
bridge Bridge group commands
ce-vlan COS Preservation for Customer Edge VLAN
class-map Class map entry
cli Show CLI tree of current mode
clns Connectionless-Mode Network Service (CLNS)

control-adjacency
control-channel

Control Adjacency status and configuration
Control Channel status and configuration

cspf CSPF Information

customer Display Customer spanning-tree
cvlan Display CVLAN information
debugging Debugging functions
etherchannel LACP etherchannel
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ethernet Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debugging Debugging functions

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show 1? (CLI does not display the question mark).
interface Interface status and configuration

ip IP information

isis ISIS information

Command Completion
The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh

Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation.
Type show i and press the tab key. The CLI displays:
> show i

interface ip ipv6 isis
> show i

The CLI displays the interface and ip keywords. Type n to select interface and press the tab key. The CLI
displays:

> show in
> show interface

Type ? and the CLI displays the list of parameters for the show interface command.

> show interface
IFNAME Interface name
| Output modifiers
> Output redirection
<cr>

The CLI displays the only parameter associated with this command, the IFNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh int xe0

is an abbreviation for:

> show interface xe0
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Command Line Errors
Any unknown spelling causes the CLI to display the error Unrecognized command inresponse to the ?. The CLI
displays the command again as last entered.

> show ddz

% Unrecognized command
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:
(config) #router ospf here

% Invalid input detected at '”~' marker.

where the # points to the first character in error in the command.
If a command is incomplete, the CLI displays the following message:

> show
% Incomplete command.

Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below.
This does not cause an error and the command performs as expected:

area 10.10.0.18 virtual-link 10.10.0.19 authentication-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:

e The ip address command assigns an IPv4 address to an interface

e Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table 2 describes the conventions used to represent command syntax in this reference.

Table 2. Syntax conventions

Convention Description Example

monospaced Command strings entered on a command

font line show ip ospf

Keywords that you enter exactly as shown ,
lowercase show ip ospf

in the command syntax.

UPPERCASE See Variable Placeholders (page 139) IFNAME

Optional parameters, from which you must
0 select.one. Vertical bars delimit the (B.B.C.D|<0-42949672955)
selections. Do not enter the parentheses or

vertical bars as part of the command.

Optional parameters, from which you select

0 one or none. Vertical bars delimit the

(A.B.C.D[<0-4294967295>])
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Variable Placeholders

Table 2. Syntax conventions (continued)

vertical bar as part of the command.

Convention Description Example
selections. Do not enter the parentheses or
vertical bars as part of the command.
Optional parameter which you can specify
0 or omit. Do not enter the parentheses or (IFNAME|)

{}

Optional parameters, from which you must
select one or more. Vertical bars delimit the
selections. Do not enter the braces or
vertical bars as part of the command.

{intra-area <1-255>|inter-area
<1-255>|external <1-255>}

[1

Optional parameters, from which you select
zero or more. Vertical bars delimit the
selections. Do not enter the brackets or
vertical bars as part of the command.

[<1-65535>|AA:NN|internet|local-AS|
no-advertise|no-export]

Nonrepeatable parameter. The parameter
that follows a question mark can only
appear once in a command string. Do not
enter the question mark as part of the
command.

?route-map WORD

Repeatable parameter. The parameter that
follows a period can be repeated more than
once. Do not enter the period as part of the
command.

set as-path prepend .<1-65535>

Variable Placeholders

Table 3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table 3. Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LINE A text string, including spaces; no other parameters can follow this parameter

TFNAME Interface name whose format varies depending on the platform; examples are: eth0,
Ethernet0, ethernetO, xe0

A.B.C.D IPv4 address

A.B.C.D/M IPv4 address and mask/prefix

X:X::X:X IPv6 address

X:X::X:X/M IPv6 address and mask/prefix

HH:MM:SS Time format

AR:NN BGP community value
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Table 3. Variable placeholders (continued)

Token Description

XX XX 1 XX XX 1 XX : XX MAC address

<1-5>
<1-65535> .
Numeric range
<0-2147483647>

<0-4294967295>

Command Description Format

The Table 4 table explains the sections used to describe each command in this reference.

Table 4. Command descriptions

Section Description

The name of the command, followed by what the command does and when should
Command Name

it be used

Command Syntax The syntax of the command

Parameters Parameters and options for the command

Default The state before the command is executed

Command Mode The mode in which the command runs; see Command Modes (page 143)

Applicability The command in.troduced in a specific release version and modified or updated in
subsequent versions.

Example An example of the command being executed

Keyboard Operations

The Table 5 table lists the operations you can perform from the keyboard.

Table 5. Keyboard operations

Key combination Operation

Moves one character to the left. When a command extends beyond a single line, you
Left arrow or Ctrl+b can press left arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you
can press Ctrl+a to go directly to the beginning of the line.

Moves one character to the right. When a command extends beyond a single line, you
Right arrow or Ctrl-f can press right arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can
press Ctrl+e to go directly to the end of the line.

Esc, b Moves back one word
Esc, f Moves forward one word
Ctrl+e Moves to end of the line
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Table 5. Keyboard operations (continued)

Key combination Operation

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n | Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?
| Output modifiers
> Output redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show rsvp | ?
begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match
last Last few lines
redirect Redirect output

Begin Modifier

The begin modifier displays the output beginning with the first line that contains the input string (everything typed
after the begin keyword). For example:

# show running-config | begin xel
...skipping

interface xel

ipv6 address fe80::204:75ff:fee6:5393/64
!

interface xe2

ipv6 address fe80::20d:56ff:fe96:725a/64
!

line con O
login
|

end

You can specify a regular expression after the begin keyword, This example begins the output at a line with either
“xe2” or “xed”:
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# show running-config | begin xe[2-4]

...skipping

interface xe2

shutdown

|

interface xe4

shutdown

|

interface svlan0O.1

no shutdown

|

route-map myroute permit 2
|

route-map mymapl permit 10
|

route-map rmapl permit 2
|

line con 0

login

line vty 0 4

login

|

end

Include Modifier

The include modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

# show interface xel | include input
input packets 80434552, bytes 2147483647, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1, missed 0

You can specify a regular expression after the include keyword. This examples includes all lines with “input” or
“output”:

#show interface xe0 | include (in]|out)put
input packets 597058, bytes 338081476, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 613147, bytes 126055987, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O

Exclude Modifier

The exclude modifier excludes all lines of output that contain the input string. In the following output example, all
lines containing the word “input” are excluded:

# show interface xel | exclude input
Interface xel
Scope: both
Hardware is Ethernet, address is 0004.75e6.5393
index 3 metric 1 mtu 1500 <UP,BROADCAST, RUNNING,MULTICAST>
VRF Binding: Not bound
Administrative Group(s): None
DSTE Bandwidth Constraint Mode is MAM
inet6 fe80::204:75ff:fee6:5393/64
output packets 4438, bytes 394940, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O
collisions O

You can specify a regular expression after the exclude keyword. This example excludes lines with “output” or
“input”:
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show interface xe0 | exclude (in]|out)put
Interface xe0
Scope: both
Hardware is Ethernet Current HW addr: 001b.2139.6c4da
Physical:001b.2139.6c4a Logical: (not set)
index 2 metric 1 mtu 1500 duplex-full arp ageing timeout 3000
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b:21ff:fe39:6cd4a/64
collisions O

Redirect Modifier

The redirect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frame.txt

The output redirection token (>) does the same thing:

# show cli history >/var/frame.txt

Last Modifier

The 1ast modifier displays the output of last few number of lines (As per the user input). The last number ranges
from 1 to 9999.

For example:

#show running-config | last 10

String Parameters

The restrictions in Table 6 apply for all string parameters used in OcNOS commands, unless some other restrictions
are noted for a particular command.

Table 6. String parameter restrictions

Restriction Description
Input length 1965 characters or less
“?”, A"H, t£>”, (‘l”, and “=H

Restricted special characters | The “|” character is allowed only for the description command in interface
mode.

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. The table
below lists the command modes common to all protocols.
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Command Modes

Table 7. Common Command Modes

Name Description
Execution Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode
mode from where you can perform basic commands such as show, exit, quit, help, and enable.
Privileged L - .
execution Also called enable mode, in this mode you can run additional basic commands such as debug,
write, and show.
mode
Also called configure terminal mode, in this mode you can run configuration commands and go
Configure into other modes such as interface, router, route map, key chain, and address family.
mode
Configure mode is single user. Only one user at a time can be in configure mode.
Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting
mode you configure in this mode overrides a setting configured in router mode.

Router mode

This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.
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Command Mode Tree
The diagram below shows the common command mode hierarchy.

Figure 1. Common command modes

Start in
executive
mode

¢ enable (password)

Privileged
executive
mode
¢ configure terminal
Configure
mode
interface xel router ospt
Interface Router
mode mode

To change modes:

1. Enter privileged executive mode by entering enable in Executive mode.

2. Enter configure mode by entering configure terminal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally
to router mode:

> enable mypassword

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config) # router ospf

(config-router) #

_:I Note: Each protocol can have modes in addition to the common command modes. See the command
reference for the respective protocol for details.

Transaction-based Command-line Interface
The OcNOS command line interface is transaction based:

« Any changes done in configure mode are stored in a separate candidate configuration that you can view with
the show transaction current command.

* When a configuration is complete, apply the candidate configuration to the running configuration with the
command.
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« Ifa commi t fails, no configuration is applied as the entire transaction is considered failed. You can continue
to change the candidate configuration and then retry the commi t.

» Discard the candidate configuration with the abort transaction command.
» Check the last aborted transaction with the show transaction last-abortedcommand.

» Multiple configurations cannot be removed with a single . You must remove each configuration followed by a

commit.

_=’ Note: All commands MUST be executed only in the default CML shell (em1sh). If you log in as root and
start imish, then the system configurations will go out of sync. The imish shell is not supported and
should not be started manually.
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AAA Configuration for Console Connection

Overview

OcNOS uses the Accounting, Authentication, Authorization (AAA) protocol to authenticate the user through
RADIUS or TACACS+ remote servers or Local authentication server to gives access to the device. The console port
of the OcNOS is accessible (ssh or Telnet) only through the default VRF or VRF management port only. If the user
attempts to access the device using the non VRF interface the access is denied.

The AAA authentication from console port via default VRF or VRF management is enhanced to reach the remote
authentication servers through the non VRF interface.

Feature Characteristics
TACACS/RADIUS client can reach the OcNOS in both default and management VRF or non VRF interface for
authentication.

Following are the features supported:

» Default VRF to reach the remote authentication (TACACS/RADIUS) server in Management VRF
» Management VRF to reach the loopback interface in Default VRF
* The AAA using servers are defined in default and management VRF

* When AAA server is not reachable, the authentication, authorization and accounting is performed via the
local authentication server.

¢ AAA solution is performed based on the configuration only, not on the source of VRF.

Configuration

The following configuration uses the TACACS+ remote server for authentication. The same configurations are holds
good for RADIUS authentication server.

Perform the following configurations on host.

1. Configure TACACS client using the configuration provided in TACACS Client Configuration (page 171) or
RADIUS Client Configuration (page 156) section.

2. Inthe above configuration, configure the TACACS or RADIUS server in both management and default VRF.

A sample configuration is provided below:
feature tacacs+ vrf management
tacacs-server login host 10.12.97.208 vrf management seg-num 1 key 7
0x67efdb4ad9d771c3ed8312b2bc74cedb
feature tacacs+
tacacs-server login host 40.40.40.1 seg-num 1 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb
tacacs-server login host 30.30.30.1 seg-num 2 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb

3. Create server group for management VRF using the following CLI. This command changes the configure
mode to server group (config-tacacs#.

aaa group server tacacs+ TACACS VRF MGMT vrf management
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_:d Note: An AAA server group name configured in a VRF cannot be used to configure another
VRF. For example, if the TACACS_VRF_MGMT server group is configured in the VRF
management, you cannot configure an AAA server with the same name in any other VRFs.

4. Make the TACAC+S server 10.12.30.86 part of the group TACACS_VRF_MGMT for default VRF.

server 10.12.30.86

5. Configure the authentication behavior for TACACS+ server with default VRF management, non VRF and fall-
back to local authentication server if none configured for management VRF.

aaa authentication login default vrf management group TACACS_VRF MGMT TACACS_ NON_VRF MGMT local

6. Configure AAA behavior for management VRF using the following CLlIs.

aaa accounting default vrf management group TACACS VRF_MGMT TACACS NON_VRF MGMT local
aaa authorization default vrf management group TACACS VRF MGMT TACACS NON VRF MGMT local
aaa authentication login default fallback error local non-existent-user vrf management

7. Create a server group for non VRF management using the following CLI. This command changes the
configure mode to server group (config-tacacs)#.

aaa group server tacacs+ TACACS_NON_VRF MGMT
server 40.40.40.1
server 30.30.30.1

8. Configure the authentication behavior for TACACS+ server with console VRF management, non VRF and
fall-back to local authentication server if none configured for management VRF.

9. Configure AAA behavior for non management VRF using the following CLlIs.

aaa authentication login console group TACACS VRF MGMT TACACS NON VRF MGMT local
aaa accounting console group TACACS VRF MGMT TACACS NON_VRF MGMT local

aaa authorization console group TACACS_VRF_MGMT TACACS_NON_VRF_MGMT local

aaa authentication login console fallback error local non-existent-user

_l Note: If both management and default VRF is configured, then the default VRF is used to reach the
TACACS/RADIUS server. If it is not reachable, then the management VRF is used.

Validation

Following is the sample validation show output for TACACS server with default management VRF and non VRF
interface.

Following output shows the interface configured for server group.

OcNOS# sh tacacs-server groups
VRF: default
group tacacs+:
server: all configured tacacs servers

group TACACS NON_VRF_ MGMT:
server 40.40.40.1
seg-num 1
port is 49
key iS KAk KKK KKK

server 30.30.30.1
seg-num 2
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port is 49
key iS KKk KkK KKK K

Following output shows the TACACS+ server configurations:
OcNOS#sh tacacs-server vrf management
VRF: management

total number of servers:1

Tacacs+ Server : 10.12.97.208/49
Sequence Number g i1
Failed Auth Attempts : 0
Success Auth Attempts 3 ©
Failed Connect Attempts 0

Last Successful authentication:
(*) indicates last active.

OcNOS#sh tacacs-server
VRF: default

total number of servers:2

Tacacs+ Server : 40.40.40.1/49
Sequence Number g 1
Failed Auth Attempts : 0
Success Auth Attempts : 0
Failed Connect Attempts 0

Last Successful authentication:

Tacacs+ Server : 30.30.30.1/49
Sequence Number 3 2
Failed Auth Attempts : 0
Success Auth Attempts : 0
Failed Connect Attempts 0

Last Successful authentication:

(*) indicates last active.
OcNOS#

OcNOS#show running-config tacacs+

feature tacacs+ vrf management

tacacs-server login host 10.12.97.208 vrf management seg-num 1 key 7
0x67efdb4ad9d771c3ed8312b2bc74cedb

feature tacacs+

tacacs-server login host 40.40.40.1 seg-num 1 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb
tacacs-server login host 30.30.30.1 seg-num 2 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb
Following output shows the AAA configurations:

OcNOS#show running-config aaa
aaa group server tacacs+ TACACS_VRF MGMT vrf management
server 10.12.97.208

aaa authentication login default vrf management group TACACS_VRF MGMT TACACS NON_VRF MGMT local
aaa accounting default vrf management group TACACS VRF MGMT TACACS NON VRF MGMT local
aaa authorization default vrf management group TACACS VRF MGMT TACACS NON_VRF MGMT local
aaa authentication login default fallback error local non-existent-user vrf management
aaa group server tacacs+ TACACS NON_VRF MGMT
server 40.40.40.1
server 30.30.30.1

aaa authentication login console group TACACS_VRF MGMT TACACS NON_VRF MGMT local
aaa accounting console group TACACS VRF MGMT TACACS NON VRF MGMT local

aaa authorization console group TACACS VRF MGMT TACACS NON VRF MGMT local

aaa authentication login console fallback error local non-existent-user
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Key Terms/Acronym Description
TACACS Terminal Access Controller Access Control System
© 2025 IP Infusion Inc. Proprietary 152




OcNOS DC System Management Restricted Access to Privilege Mode based on User Role

Restricted Access to Privilege Mode based on User Role

Overview

The Remote Authentication server is enhanced to provide access to execute mode or privilege level execute mode
based on the network user’s role. The authentication server can be Remote Authentication Dial-In User Service
(RADIUS) or the Terminal Access Controller Access Control System (TACACS) server.

This authorization behavior is enhanced to enable privilege level mode based on the user role specified in the
RADIUS/TACACS server. Anew CLIdisable default auto-enable isintroduced to implement it. Executing
this CLI removes the default access to the privilege execute mode to any user.

Feature Characteristics
Removed the default login behavior of network-admin role and authenticate the user based on difference privilege
level defined in the remote authentication

The authentications assumes the following:.

« If no privilege-level is specified in the authentication server, the default user role is “network-user”.
» All the user logged into the privilege exec mode by default.

e Executingthe disable default auto-enable CLI decides the execution mode only for “network-user”
role based on the privilege level.

¢ The userrole is deter

Prerequisites

The following is mandatory before issuing the disable default auto-enable CLI:

» Specify the RADIUS/TACACS server to authenticate the remote user login and enable the
RADIUS/TACACS authentication.

radius-server login host 1.2.7.4 vrf management seg-num 1 key 7
0x67efdb4ad9d771c3ed8312b2bc74cedb
aaa authentication login default vrf management group radius

Configuration

Perform the following configurations on host to disable the privilege execute mode based the user role.

1. Configure RADIUS/TACACS server using the configuration provided in RADIUS Authorization Configuration
(page 156) or TACACS Server Authentication (page 171) section.

2. Inthe above configuration after enabling the authentication, execute disable default auto-enable
CLI to get into network user executive mode based on user role.
(config) #radius-server login host 10.12.97.42 vrf management seg-num 1 key 0 testingl23

OcNOS (config) #aaa authentication login default vrf management group radius
OcNOS (config) #disable default auto-enable
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Configuration

— Note: By default this command is disabled.

—2

Validation

Without configuring the disable default auto-enable CLI, if you login as remote user, user will be entered into
privileged exec-mode.

radius-server login host 10.12.97.42 vrf management seg-num 1 key 7 0x67efdb4ad9

d771c3ed8312b2bc74cedb

root@instance-00000759:/home/ZebOS8NG# ssh ipil@10.12.159.128
ipil@10.12.159.128's password:

Linux OcNOS 4.19.91-ga6f5ae56f #1 SMP Sun Feb 11 13:19:33 UTC 2024 x86_ 64

Last login: Thu Feb 14 11:43:28 2019 from 10.12.43.197
OcNOS version UFI_S9500-30XS-XP-6.5.0 02/28/2024 07:28:24

OcNOS#show users

Current user : (*). Lock acquired by user : (#).
CLI user : [C]. Netconf users : [N].

Location : Applicable to CLI users.

Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(#)
(*)

0 con 0 [Clroot 0d00hOlm ttySO 5093 Local network-admin
130 vty 0 [Clipil 0d0OhOOm pts/0 5168 Remote network-user

After configuring the disable default auto-enable CLlI, if you login as remote user with privilege level 0,
user will be entered into exec-mode.

root@instance-00000759:/home/ZebOS8NG# ssh ipil@10.12.159.128
ipil@10.12.159.128's password:

Linux OcNOS 4.19.91-ga6f5ae56f #1 SMP Sun Feb 11 13:19:33 UTC 2024 x86_64

Last login: Thu Feb 14 14:02:48 2019 from 10.12.43.197
OcNOS version UFI_S9500-30XS-XP-6.5.0 02/28/2024 07:28:24

OcNOS>en

OcNOS#show users

Current user : (*). Lock acquired by user : (#).
CLI user : [C]. Netconf users : [N].

Location : Applicable to CLI users.
Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(#)
(*)

0 con 0 [Clroot 0dOOhOOm ttySO 5093 Local network-admin
130 vty O[C]ipil 0d0OhOOm pts/0O 5207 Remote network-user

After configuring the disable default auto-enable CLI, if you login as remote user with privilege level 1-15,
the user will be entered into privileged execution mode.

root@instance-00000759:/home/ZebOS8NG# ssh ipi@10.12.159.128
ipi@10.12.159.128"'s password:

Linux OcNOS 4.19.91-ga6f5ae56f #1 SMP Sun Feb 11 13:19:33 UTC 2024 x86_ 64

OcNOS version UFI _S9500-30XS-XP-6.5.0 02/28/2024 07:28:24

OcNOS#show users

Current user : (*). Lock acquired by user : (#).
CLI user : [C]. Netconf users : [N].

Location : Applicable to CLI users.

Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(#)
(*)

0 con 0 [C]lroot 0dOOhOlm ttySO 5093 Local network-admin

130 vty O [C]lipi 0dOOhOOm pts/0O 5239 Remote network-engineer
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CLI Commands

RADIUS authentication introduces the following configuration commands starting from OcNOS version 6.5.1. For
more details, refer to the disable default auto-enable (page 229) topic.

Glossary
Key Terms/Acronym Description
RADIUS Remote Authentication Dial-In User Service
TACACS Terminal Access Controller Access Control System server
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RADIUS Client Configuration

Overview

Remote Authentication Dial In User Service (RADIUS) is a remote authentication protocol that is used to
communicate with an authentication server. A RADIUS server is responsible for receiving user connection requests,
authenticating the user, and then returning all configuration information necessary for the client to deliver service to
the user.

The OcNOS device, acting as a RADIUS client, sends the user’s credentials to the RADIUS server requesting
authentication. The RADIUS server validates the received user’s credentials and authenticates it. After the
authentication, it authorizes the user’s privilege level and shares it with the OcNOS. Thus, the user role is decided
based on the received privilege level.

The key points for RADIUS authentication are:

» Transactions between client and server are authenticated through the use of a shared key and this key is
never sent over the network.

¢ The password is encrypted before sending it over the network.

¢ A maximum of eight RADIUS servers can be configured.
Limitation

« Ifthe privilege level is not specified in the radius server’s user config file, the default role is considered
“network-user.”

¢ By default, the Privileged Exec mode is given to all the users

In OcNOS version 6.4.1, the RADIUS is not present on radius server or authentication fails from RADIUS server

To implement the above requirements, the existing CLI Authentication, Authorization and Accounting (page 217) is
used to enable fallback to local authentication server. This is disabled by default.

By default, the fallback to local authentication is applied when the Radius server is unreachable. For other
scenarios, enable the fallback using the CLI.

__d Note: For invalid secret key there is no fallback local authentication. Console authentication is not
supported for Radius.

In OcNOS version 6.4.2, the RADIUS Authorization is supported.

RADIUS Authorization Configuration

Benefits

Based on the privilege level received from the RADIUS server user role is determined.

Prerequisites

RADIUS server process must be up and running.
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Configuration

Topology
Following is the RADIUS client and server network topology.
Figure 2. RADIUS Server Client Configuration
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IPv4 Address
RADIUS server address is configured in IPv4 address format.

RADIUS Client (Host)

Specify the radius server ipv4 address to be

(config) #radius-server login host 10.12.33.211 vrf configured with shared local key for management vrf.
management seq-num 1 key 0 testingl23 The same key should be present on the server config
file.

Specify the radius server ipv4 address to be
configured with shared local key for default vrf. The
same key should be present on the server config file.

(config) #radius-server login host 1.1.1.2 seg-num 1
key 0 testingl23

Enable authentication for radius server configured for

config) #aaa authentication login default vrf . .
(contig) N jooe 9t e management VRF. Authorization is also enabled by

management group radius

default.
(config) #aaa authentication login console group Enable authentication for radius server .
radius Authorization is also enabled by console

Enable authentication for radius server and fallback
to local configured for management VRF.
Authorization is also enabled by default

(config) #aaa authentication login default vrf
management group radius local

Enable authentication for radius server and fallback
to local configured for default vrf. Authorization is also
enabled by default

(config) #aaa authentication login console group
radius local

Specifies privilege level in radius server configuration file. The RADIUS client fetch the network operator
privilege level from this file. The Privilege level range is between 0-15.
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Table 8. Role/privilege level mapping

Role Privilege level

Network-admin 15

Network engineer 14

RBAC-customized-role 13

Network operator 1t012

Network user 0 or any other values (>15 or negative values or any character)

Validation

To verify the RADIUS authorization process, login from the host machine to Host IP with the authenticating user
credentials and provide a RADIUS server password.

Execute following show commands to verify the Radius authorization status.

OcNOS#sh running-config aaa

aaa
aaa

authentication
authentication

login
login

default vrf management group radius
console group radius

aaa authentication login default vrf management group radius local
aaa authentication login console group radius local

OcNOS#sh running-config radius

radius-server login host 10.12.33.211 vrf management seg-num 1 key 7

0x67efdb4ad9d771c3ed8312b2bc74cedb
radius-server login host 1.1.1.1

OcNOS#sh radius-server vrf management
timeout value: 5

Total number of servers:1

VRF: management

Following RADIUS servers are configured:

Radius Server
Sequence Number
available for authentication on port
available for accounting on port
RADIUS shared secret
Failed Authentication count
Successful Authentication count
Failed Connection Request
Last Successful authentication

OcNOS#sh radius-server vrf management
timeout value: 5

Total number of servers:1

VRF: management

Following RADIUS servers are configured:

Radius Server
Sequence Number
available for authentication on port
available for accounting on port
RADIUS shared secret
Failed Authentication count
Successful Authentication count
Failed Connection Request
Last Successful authentication

10.12.33.211 (*)
1

1812

1813

* ok kkk ok ok ok

3

13

3

2023 November 30,

1.1.1.1 (*)

1

1812

1813

* Kk ok ok ok ok ok

3

10

0

2023 November 30,

seg-num 1 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb

06:25:07

06:28:07
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OcNOS#sh users

Current user : (*). Lock acquired by user : (#).

CLI user : [C]. Netconf users ¢ [N].

Location : Applicable to CLI users.

Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(*) 0 con 0 [Clocnos 0d00h00m ttySo 5251 Local network-admin

130 vty O [Clocnos 0d00h00m pts/0 5288 Remote network-user

131 vty 1 [Clabc 0d400h00m pts/1 5340 Remote network-engineer

132 vty 2 [Clipi 0d00h00m pts/2 5350 Remote network-operator
IPv6 Address

RADIUS server address is configured in IPv6 address.

RADIUS Client (Host)

OcNOS(config)#radius-server login host
2001:db8:100::2 vrf management seg-num 1 key 0 Configure radius server with IPv6 address
testing123

OcNOS(config)#aaa authentication login default vrf

. Configure AAA authentication
management group radius local

(config)#interface ethO Navigate to the interface mode
(config-if)#ipv6 address 2001:db8:100::5/64 Configure IPv6 address on the ethQ interface
(config-if)#exit Exit interface configure mode
(config)#commit Commit the configuration
(config)#exit Exit configure mode

Validation

To verify the RADIUS authorization process, login from the host machine to Host IP with the authenticating user
credentials and provide a RADIUS server password.

Execute following show commands to verify the Radius authorization status.
#show running-config radius
radius-server login host 2001:db8:100::2 vrf management seg-num 1 key 7

0x67efdb4ad9d771c3ed8312b2bc74cedb

#show running-config aaa
aaa authentication login default vrf management group radius

#show ipv6 interface eth0 brief
Interface IPv6-Address Admin-Status
ethO 2001 :db8:100::5fe80::218:23ff:fe30:e6ba [up/up]

Implementation Examples

Following is an example for radius-server configuration file:

ipi Cleartext-Password := "ipil23"
Management-Privilege-Level := 12

ocnos Cleartext-Password := "ocnos"
Management-Privilege-Level := 0
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abc Cleartext-password :="AC123"
Management-Privilege-Level := 14

RADIUS Server Authentication Configuration

IPv4 Address

Radius server address is configured as IPv4 address.

Figure 3. RADIUS Server Host Configuration

RADIUS Server

Topology
Authenticating
client
PE—
Host

#configure terminal

Enter configure mode.

(config) #radius-server login key testinglOl vrf
management

Specify the global key for radius servers that are not
configured with their respective keys for management
vrf. This key should match the one presentin the
config file of tacacs server.

(config) #radius-server login key testinglOl

Specify the global key for radius servers that are not
configured with their respective keys for default vrf.
This key should match the one present in the config
file of tacacs server

(config) #radius-server login host 10.12.17.13 vrf
management seg-num 1 key testingl23

Specify the radius server ipv4 address to be
configured with shared local key for management vrf.
The same key should be present on the server config
file.

(config) #radius-server login host 10.12.17.13 seg-

num 2 key testingl23

Specify the radius server ipv4 address to be
configured with shared local key for default vrf. The
same key should be present on the server config file.

(config) #radius-server login host 10.12.17.11 vrf
management seg-num 1 auth-port 1045

Specify the radius server ipv4 address to be
configured with port number for management vrf. The
radius server should be started with same port
number.

(config) #radius-server login host 10.12.17.11 seg-

num 1 auth-port 1045

Specify the radius server ipv4 address to be
configured with port number for default vrf. The radius
server should be started with same port number
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(config) #radius-server login host 10.12.17.11 vrf
management seg-num 1 key 7 wawyanbl23 auth-port
60000 acct-port 60000 timeout 6

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for management
vrf. The radius server should be started with same
port number.

(config) #radius-server login host 10.12.17.11 seg-
num 1 key 7 wawyanbl23 auth-port 60000 acct-port
60000 timeout 6

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for default vrf.
The radius server should be started with same port
number. The radius server should be started with
same port number

(config) #radius-server login host Radius-Server-1
vrf management seg-num 2 key 7 wawyanbl23 auth-port
60000 acct-port 60000 timeout 2

Specify the radius server configured with hostname,
key authentication port number, accounting port
number, for management VRF. The radius server
should be started with same port number

(config) #radius-server login host Radius-Server-1
seg-num 2 key 7 wawyanbl23 auth-port 60000 acct-
port 60000 timeout 2

Specify the radius server configured with hostname
sequence number, key and port number for default
VREF. The radius server should be started with same
port number.

(config) #aaa authentication login default vrf
management group radius

Enable authentication for radius server configured for
management VRF. Authorization is also enabled by
default

(config) #aaa authentication login default group
radius

Enable authentication for radius server configured for
default vrf. Authorization is also enabled by default.

(config) #aaa authentication login default vrf
management group radius local

Enable authentication for radius server and fallback
to local configured for management VRF.
Authorization is also enabled by default

(config) #aaa authentication login default group
radius local

Enable authentication for radius server and fallback
to local configured for default vrf. Authorization is also
enabled by default

(config) #aaa authentication login default vrf
management group radius local none

Enable authentication for radius server, fallback to
local followed by fallback to none, configured for
management VRF. Authorization is also enabled by
default

(config) #aaa authentication login default radius
local none

Enable authentication for radius server, fallback to
local followed by fallback to none, configured for
default vrf. Authorization is also enabled by default

(config) #aaa authentication login default vrf
management group radius none

Enable authentication for radius, fallback to none,
configured for management VRF. Authorization is
also enabled by default

(config) #aaa authentication login default group
radius none

Enable authentication for radius, fallback to none,
configured for default VRF. Authorization is also
enabled by default
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(config) #aaa group server radius Gl vrf management

Create aaa radius group G1 for management vrf

(config) #aaa group server radius Gl

Create AAA radius group G1 for default VRF

(config-radius) #server 10.12.17.11

Make the radius server 10.12.30.86 a part of this
group G1 for default VRF

(config-radius) #server Radius-Server-1

Make Radius-Server-1 a part of this group G1

(config-radius) fexit

Exit radius mode

(config) #commit

Commit the configuration

(config) #aaa group server radius G1

Enter radius mode

(config-radius) #server 10.12.17.11

Make the radius server 10.12.30.86 a part of this
group G1 for default vrf

(config-radius) #server Radius-Server-1

Make Radius-Server-1 a part of this group G1

(config-radius) fexit

Exit radius mode.

(config) #commit

Commit the configuration

(config) #aaa authentication login default vrf
management group Gl

Authenticate the tacacs+ group G1 with aaa
authentication for management vrf

(config) #aaa authentication login default group Gl

Authenticate the tacacs+ group G1 with aaa
authentication for default vrf

(config) #commit

Commit the configuration

Validation

To verify the RADIUS authentication process, use SSH or Telnet from the host machine to Host IP with the
authenticating user created, and provide a RADIUS server password and check whether the client validates the

user with the corresponding username and password.

#show radius-server vrf management
VRF: management
timeout value: 5

Total number of servers:2

Following RADIUS servers are configured:

Radius Server
Sequence Number

available for authentication on port :

available for accounting on port

timeout

RADIUS shared secret

Failed Authentication count

Successful Authentication count

Failed Connection Request

Last Successful authentication
Radius Server

Sequence Number

available for authentication on port

available for accounting on port

timeout

RADIUS shared secret

Failed Authentication count

Successful Authentication count

Failed Connection Request

Last Successful authentication

10.12.17.13

1

60000

60000

2

* ok k ok ok ok ok ok

0

2

2

2000 January 05, 20:55:44
10.12.17.11 (*)

2

60000

60000

2

* Kk k ok ok ok ok ok

1

1

0

2000 January 05, 20:58:33
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#show radius-server
VRF: default
timeout value: 5

Total number of servers:4

Following RADIUS servers are configured:

Radius Server : 192.168.1.1
Sequence Number g il
available for authentication on port : 60000
available for accounting on port : 60000
timeout 2
RADIUS shared secret 3 WWUWHWWL
Failed Authentication count : 0
Successful Authentication count HE
Failed Connection Request 3 2
Last Successful authentication : 2000 January 05, 20:45:09
Radius Server : 100.0.0.1 (*)
Sequence Number 2
available for authentication on port : 60000
available for accounting on port : 60000
timeout 2
Radius Server : 100.0.0.1 (*)
Sequence Number 3 2
available for authentication on port : 60000
available for accounting on port : 60000
timeout 3 2
RADIUS shared secret R EEIRIIIIEIEY
Failed Authentication count HE
Successful Authentication count g 1
Failed Connection Request 3 ©
Last Successful authentication : 2000 January 05, 20:46:36

#show radius-server vrf management
VRF: management
timeout value: 5

Total number of servers:2

Following RADIUS servers are configured:

Radius Server : 10.12.17.13

Sequence Number g i

available for authentication on port : 60000

available for accounting on port : 60000

timeout HE

RADIUS shared secret g EIEIRIWILWLY

Failed Authentication count : 0

Successful Authentication count 2

Failed Connection Request )

Last Successful authentication : 2000 January 05, 20:55:44
Radius Server : 10.12.17.11 (*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout HE

RADIUS shared secret R

Failed Authentication count 1

Successful Authentication count 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:58:33

#show radius-server
VRF: default
timeout value: 5

Total number of servers:4
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Following RADIUS servers are configured:

Radius Server : 192.168.1.1
Sequence Number g i
available for authentication on port : 60000
available for accounting on port : 60000
timeout HE
RADIUS shared secret g EIEIRIWILWLY
Failed Authentication count : 0
Successful Authentication count HE
Failed Connection Request )
Last Successful authentication : 2000 January 05, 20:45:09
Radius Server : 100.0.0.1 (*)
Sequence Number 3 2
available for authentication on port : 60000
available for accounting on port : 60000
timeout HE
Radius Server : 100.0.0.1 (*)
Sequence Number 3 2
available for authentication on port : 60000
available for accounting on port : 60000
timeout 3 2
RADIUS shared secret HER R
Failed Authentication count g 1
Successful Authentication count 1
Failed Connection Request 3 ©
Last Successful authentication : 2000 January 05, 20:46:36

#show radius-server vrf all
VRF: management
timeout value: 5

Total number of servers:2

Following RADIUS servers are configured:

Radius Server : 10.12.17.13

Sequence Number 01

available for authentication on port : 60000

available for accounting on port : 60000

timeout HE

RADIUS shared secret R EYEIRIRITILITIEY

Failed Authentication count : 0

Successful Authentication count 3 2

Failed Connection Request : 2

Last Successful authentication : 2000 January 05, 20:55:44
Radius Server : 10.12.17.11 (*)

Sequence Number )

available for authentication on port : 60000

available for accounting on port : 60000

timeout 2

RADIUS shared secret 3 WWUWHWWL

Failed Authentication count A

Successful Authentication count HE

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:58:33

VRF: default
timeout value: 5

Total number of servers:4

Following RADIUS servers are configured:

Radius Server : 192.168.1.1
Sequence Number 3 1
available for authentication on port : 60000
available for accounting on port : 60000
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timeout HE

RADIUS shared secret R R

Failed Authentication count : 0

Successful Authentication count 01

Failed Connection Request 3 2

Last Successful authentication : 2000 January 05, 20:45:09
Radius Server : 100.0.0.1 (*)

Sequence Number )

available for authentication on port : 60000

available for accounting on port : 60000

timeout 2

RADIUS shared secret 3 WWUWHWWL

Failed Authentication count 1

Successful Authentication count HE

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:46:36

#show running-config radius

radius-server login key 7 0x6£f32ba3f9%e05a3db vrf management
radius-server login host 10.12.17.13 vrf management seg-num 1 key 7
0x67efdb4ad9d771c3ed8312b2bc74cedb

#show running-config aaa
aaa authentication login default vrf management group radius
aaa group server radius radl vrf management

server Radius-Server-1 vrf management

server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa group server radius radl

server Radius-Server-1

server 100.0.0.1

#show running-config aaa all
aaa authentication login default vrf management group radius
aaa authentication login console local
aaa accounting default vrf management local
no aaa authentication login default fallback error local vrf management
no aaa authentication login console fallback error local
no aaa authentication login error-enable vrf management
aaa local authentication attempts max-fail 3
aaa local authentication unlock-timeout 1200
aaa group server radius radl vrf management
server Radius-Server-1 vrf management
server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa authentication login console local
aaa accounting default local
no aaa authentication login default fallback error local
no aaa authentication login console fallback error local
no aaa authentication login error-enable
aaa local authentication attempts max-fail 3
aaa local authentication unlock-timeout 1200
aaa group server radius radl
server Radius-Server-1
server 100.0.0.1

IPv6 Address

Radius server address is configured as IPv6 address. Authentication messages are transmitted to radius server
from the Router using IPv6 address.
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Topology

Figure 4. RADIUS topology (page 166) shows the sample configuration of Radius server.

Figure 4. RADIUS topology

o
R1 RADIUS Server
R1
#configure terminal Enter configure mode.
(config) #radius-server login host 2001:db8:100::2 X . .
vrf management seqonum 1 key 0 testingl23 Configure radius server with IPv6 address
(config) #aaa authentication login default vrf X . .
management group radius Configure AAA authentication
(config) #aaa authentication login error-enable X . . .
VEf management Configure AAA authentication login error-enable
(config) #interface eth0 Navigate to the interface mode
(config-if) #ipv6 address 2001:do8:100::5/64 Configure IPv6 address on the ethQ interface
(config-if)#exit Exit interface configure mode
(config) #commit Commit the configuration
(config) #exit Exit configure mode
Validation

Perform TELNET to the Router R1. Provide the username mentioned in the radius server "users" file as telnet
username. Check that R1 sends radius request to the radius server using IPv6 address.
#show running-config radius

radius-server login host 2001:db8:100::2 vrf management seg-num 1 key 7 0x67efdb
4ad9d771c3ed8312b2bc74cedb

#show running-config aaa
aaa authentication login default vrf management group radius

aaa authentication login error-enable vrf management

#show ipv6 interface ethO brief

Interface IPv6-Address Admin-Sta
tus
ethO0 2001:db8:100::5

fe80::218:23ff:fe30:e6bba [up/up]
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RADIUS Server Accounting

You can configure accounting to measure the resources that another user consumes during access.

User

#configure terminal Enter configure mode.

Specify the radius server ipv4 address to be

(config) #radius-server login host 10.12.17.11 vrf Conﬂgured\NnrlaUthenﬂcahon portnun1ber

management key 7 segq-num 1 wawyanbl23 auth-port accounting port number, shared key for management
60000 t-port 60000 ti t 6 . .
aeckTpor Hmeod vrf. The radius server should be started with same
port number.

(config) #radius-server login host 10.12.17.11 seg- SpeCIfy the radius server IpV4 address to be
num 2 key 7 wawyanbl23 auth-port 60000 acct-port configured with port number for default vrf.The radius
60000 timeout 6

server should be started with same port number

(config) #aaa accounting default vrf management Enable accounting for radius server configured for vrf
group radius management

Enable accounting for radius server configured for
default vrf

Commit the candidate configuration to the running
configuration

(config) #aaa accounting default group radius

(config) #commit

Validation

#show aaa accounting vrf management
VRF: management
default: group radius

#show aaa accounting vrf all
VRF: management
default: group radius

VRF: default
default: group radius

#show aaa accounting
VRF: default
default: group radius

#
#show running-config aaa
aaa authentication login default vrf management group radius
aaa accounting default vrf management group radius
aaa group server radius radl vrf management

server Radius-Server-1 vrf management

server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa accounting default group radius
aaa group server radius radl

server Radius-Server-1

server 100.0.0.1
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Sample Radius Clients.conf File

client 10.12.58.20
testingl23

secret

{

shortname = localhost

}

client 192.168.1.2

{

secret = testingl23
shortname = localhost

}

client 10.12.37.196 {
secret = testingl23

}
client 100.0.0.2

secret = testingl23
shortname = localhost

}

# IPv6 Client
#client ::1 {

# secret

# shortname
#}

#

= testingl23
localhost

# All IPv6 Site-local clients

#client fe80::/16
# secret
# shortname

{
= testingl23
localhost

Sample Radius Users Configuration File

i
#DEFAULT

# Service-Type = Login-User,
# Login-Service = Rlogin,
# Login-IP-Host = shellbox.ispdomain.com

#

# Last default:
i

DEFAULT

HH H H e H

£

shell on the local terminal server.

Service-Type = Administrative-User

On no match, the user is denied access.

selftest Cleartext-Password := "password"

testuserl Cleartext-Password := "userl@1lOl"
testuser2 Cleartext-Password := "user2@202"
testuser3 Cleartext-Password := "user3@303"

Fall Back Option for RADIUS Authentication

Overview

Currently, the Remote Authentication Dial-In User Service (RADIUS) server authentication fallback to the local

authentication server only when the RADIUS server is not reachable.

This behavior is modified to forward the authentication request to the local authentication server when the RADIUS
authentication is failed or not reachable.
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Feature Characteristics
The RADIUS authentication mechanism is enhanced to fallback to local authentication server when the user

* is not present on RADIUS server or

« authentication fails from RADIUS server

To implement the above requirements, the existing CLI aaa authentication login default fallback error local non-
existent-user vrf management is used to enable fallback to local authentication server. This is disabled by default.

_:d Note: Forinvalid secret key there is no fallback local authentication. Console authentication is not
supported for RADIUS.

Benefits

By default, the fallback to local authentication is applied when the RADIUS server is unreachable. For other
scenarios, enable the fallback using the CLI.

Configuration
Below is the existing CLI used to enable the fallback local authentication server.
aaa authentication login default fallback error local non-existent-user vrf management

Refer to Authentication, Authorization and Accounting (page 217) section in the OcNOS System Management
Configuration Guide.

Validation

Configure aaa authentication console and verify console authentication:

OcNOS#con t

Enter configuration commands, one per line. End with CNTL/Z.

OcNOS (config) #radius-server login host 1.1.1.2 seg-num 1 key 0 kumar
OcNOS (config) #commit

OcNOS (config) #aaa authentication login console group radius

OcNOS (config) #commit

OcNOS (config) #exit

OcNOS#exit

OcNOS#show users

Current user : (*). Lock acquired by user : (#).

CLI user : [C]. Netconf users : [N].

Location : Applicable to CLI users.

Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(*) 0 con 0O [C]locnos 0d00h00m ttySO 5531 Remote network-admin

Enabled RADIUS local fallback and verify the authentication:

OcNOS (config) #aaa authentication login console group radius local
OcNOS (config) #commit

OcNOS (config) #exit

OcNOS#exit

OcNOS>exit

OcNOS>enable
OcNOS#show users
Current user : (*). Lock acquired by user : (#).
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CLI user : [C]. Netconf users : [N].

Location : Applicable to CLI users.

Session : Applicable to NETCONF users.

Line User Idle Location/Session PID TYPE Role

(*) 0 con O [Cltest 0d00hO00m ttySO 5713 Local network-engineer
130 vty O [Cltest 0d00h01m pts/0 5688 Local network-engineer
OcNOS#
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TACACS Client Configuration

Overview

Terminal Access Controller Access Control System (TACACS) is a remote authentication protocol that is used to
communicate with an authentication server. With TACACS, a network device communicates to an authentication
server to determine whether a particular user should be allowed access to the device. TACACS+ listens at port 49.

TACACS Server Authentication

IPv4 Address Configuration

This section shows a TACACS+ server is configured with an IPv4 address. Authentication messages are
transmitted to TACACS+ server from the device using an IPv4 address.

Topology
Figure 5 shows the sample configuration of TACACS+ server.

Figure 5. TACACS Server Host Configuration

A
I -

Authenticating D D

client Laalle ]

TACACS
Server
Authenticating Client
#configure terminal Enter configure mode.
(config) #feature tacacs+ vrf management Enable the feature TACACS+ for management vrf
(config) #feature tacacs+ Enable the feature TACACS+. for default vrf

Specify the global key for tacacs servers that are not
(config) #tacacs-server login key 0 testing10l vrf | configured with their respective keys for management
management vrf This key should match the one present in the config
file of tacacs server

Specify the global key for tacacs servers that are not
configured with their respective keys for default vrf This
key should match the one present in the config file of
tacacs server

(config) #tacacs-server login key 0 testinglOl

(config) #tacacs-server login host 10.16.19.2 vrf

management seq-num 1 key 0 testingl2s Specify the tacacs server ipv4 address to be configured
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with shared key. The same key should be present on
the server config file

(config) #tacacs-server login host 10.16.19.2 seqg-
num 3 key 0 testingl23

Specify the tacacs server ipv4 address to be configured
with shared local key for default vrf The same key
should be present on the server config file.

(config) #tacacs-server login host 10.12.30.86 vrf
management seg-num 4 port 1045

Specify the tacacs server ipv4 address to be configured
with the sequence and port number.The tacacs server
should be started with same port number

config) #tacacs-server login host 10.12.30.86 seg-
num 2 port 1045

Specify the tacacs server ipv4 address to be configured
with the sequence and port number for default vrf. The
tacacs server should be started with same port number

(config) #tacacs-server login host 10.12.17.11 vrf
management seg-num 8 key 7 65535 port 65535

Specify the tacacs server ipv4 address to be configured
with the sequence, key and port number for
management vrf. The tacacs server should be started
with same port number.

(config) #tacacs-server login host 10.12.17.11
seg-num 8 key 7 65535 port 65535

Specify the tacacs server ipv4 address to be configured
with the sequence, key and port number for default vrf.
The tacacs server should be started with same port
number.

(config) #tacacs-server login host Tacacs-Server-1
vrf management seg-num 7 key 7 65535 port 65535

Specify the tacacs server configured with host-name
sequence number key and port number for
management vrf. The tacacs server should be started
with same port number

(config) #tacacs-server login host Tacacs-Server-1
seg-num 7 key 7 65535 port 65535

Specify the tacacs server configured with host-name
sequence number key and port number for default vrf.
The tacacs server should be started with same port
number

(config) #aaa authentication login default vrf
management group tacacs+

Enable authentication for TACACS+ server configured
for management vrf. Authorization is also enabled by
default

(config) #aaa authentication login default group
tacacs+

Enable authentication for TACACS+ server configured
for default vrf. Authorization is also enabled by default.

(config) #aaa authentication login default vrf
management group tacacs+ local

Enable authentication for TACACS+ and fall-back to
local configured for management vrf. Authorization is
also enabled by default

(config) #aaa authentication login default vrf
management group tacacs+ local none

Enable authentication for TACACS+ fall-back to local
followed by fall-back to none configured for
management vrf. Authorization is also enabled by
default

(config) #aaa authentication login default vrf
management group tacacs+ none

Enable authentication for TACACS+ fall-back to none
configured for management vrf. Authorization is also
enabled by default

(config) #aaa authentication login default group
tacacs+ none

Enable authentication for TACACS+ fall-back to none ,
configured for default vrf. Authorization is also enabled
by default
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(config) #aaa group server tacacs+ Gl vrf
management

Create aaa group G1 for management vrf

(config-tacacs) #server 10.12.30.86 vrf management

Make the tacacs-server 10.12.30.86 a part of this group
G1 for default vrf

(config-tacacs) #server Tacacs-Server-1

Make the tacacs-server Tacacs-Server-1 a part of this
group G1 for management vrf

(config-tacas) #exit

Exit the tacacs-config

(config) #commit

Commit the configuration

(config) #aaa group server tacacs+ Gl

Create aaa group G1 for default vrf

(config-tacacs)server 10.12.30.86

Make the tacacs-server 10.12.30.86 a part of this group
G1 for

default vrf

(config-tacacs) #server Tacacs-Server-1

Make the tacacs-server Tacacs-Server-1 a part of this
group G1

for management vrf

(config-tacacs) fexit

Exit the tacacs-config mode

(config) #commit

Commit the configuration

(config) #aaa authentication login default vrf
management group G1

Authenticate the tacacs+ group G1 with aaa
authentication for management vrf

(config) #aaa authentication login default group
Gl

Authenticate the tacacs+ group G1 with aaa
authentication for default vrf

(config) #commit

Commit the configuration

Users are mapped as shown in Table 9:

Table 9. Role/privilege level mapping

Role Privilege level
Network administrator 15

Network engineer 14

Network operator 11012

RBAC-customized-role 13

Network user

0 or any other values (>15 or negative values or any character)

Validation

Leafl#show tacacs-server vrf management
VRF: management
total number of servers:4

Tacacs+ Server 10.16.19.2/49

Sequence Number g i

Failed Auth Attempts : 0
Success Auth Attempts HEN0)
Failed Connect Attempts 0

Last Successful authentication:
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Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts 3
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts B
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts :
Last Successful authentication:

Leafl#show tacacs-server
VRF: default
total number of servers:4

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts :
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts 3
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts B
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts :
Last Successful authentication:

(*) indicates last active.

#show tacacs-server vrf all
VRF: management
total number of servers:2
Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts :
Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts

10.12.30.86/1045
2

0

0

0
Tacacs-Server—-1/65535
7

0

0

0

10.12.17.11/65535

8

0
0
0

10.16.19.2/49
1

0
0
0

10.12.30.86/1045
2

0
0
0

Tacacs-Server—-1/65535
7

0
0
0

10.12.17.11/65535
8

0
0
0

Tacacs—-Server-1/65535 (*)
7

0

1

0

2018 October 30, 10:10:22

10.12.17.11/65535
8
0
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Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

#show tacacs-server
VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

Tacacs—-Server-1/2222
7

0
0
0
100.0.0.1/2222

8

0
0
0

Tacacs-Server—-1/2222
7

0
0
0
100.0.0.1/2222

8

0
0
0

#show tacacs-server vrf management groups Gl

VRF: management

group Gl:

server Tacacs-Server-1:

seg-num 7
port is 65535
key iS * ok kkkkkk

server 10.12.17.11:

seg-num 8
port is 65535
key iS KKKk K KKK K

#show tacacs-server vrf all groups Gl

VRF: management

group Gl:

server Tacacs-Server-1:

seg-num 7
port is 65535
key iS *kkkkkkk
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server 10.12.17.11:
seg-num 8

port is 65535

key iS KKK KK KKK

VRF: default

group Gl:
server Tacacs-Server-1:
seg-num 7
port is 2222
key iS * ok kkkkkk

server 100.0.0.1:
seg-num 8

port is 2222

key iS KKk KkK KKK K

#show tacacs-server groups Gl
VRF: default
group Gl:
server Tacacs-Server-1l:
seg-num 7
port is 2222
key iS KKk Kk KKK KK

server 100.0.0.1:
seg-num 8
port is 2222
key iS KAk KKK KKK
#show tacacs vrf management
VRF: management
total number of servers:2

Tacacs+ Server : Tacacs-Server-1/65535(*)
Sequence Number 3 7
Failed Auth Attempts : 0
Success Auth Attempts g 1
Failed Connect Attempts : 0

Last Successful authentication: 2018 October 30, 10:10:22

Tacacs+ Server : 10.12.17.11/65535
Sequence Number : 8
Failed Auth Attempts : 0
Success Auth Attempts 3 @
Failed Connect Attempts 0

Last Successful authentication:
(*) indicates last active.
#show tacacs vrf all

VRF: management
total number of servers:2

Tacacs+ Server : Tacacs-Server-1/65535(*)
Sequence Number g 7
Failed Auth Attempts : 0
Success Auth Attempts g 1
Failed Connect Attempts : 0

Last Successful authentication: 2018 October 30, 10:10:22

Tacacs+ Server : 10.12.17.11/65535
Sequence Number : 8
Failed Auth Attempts : 0
Success Auth Attempts HEN0)
Failed Connect Attempts 0

Last Successful authentication:
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VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

#show tacacs
VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

#show tacacs vrf management
VRF: management
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

#show tacacs vrf all
VRF: management
total number of servers:2

Tacacs+ Server
Sequence Number

Tacacs—Server-1/2222 (%)

7

0

1

0

2018 October 30, 10:32:52

100.0.0.1/2222
8

0
0
0

Tacacs—Server-1/2222 (%)

7

0

1

0

2018 October 30, 10:32:52

100.0.0.1/2222
8

0
0
0

Tacacs-Server—-1/65535 (*)
7

0

1

0

2018 October 30, 10:10:22

10.12.17.11/65535
8

0
0
0

Tacacs—-Server-1/65535 (*)
7
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Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

#show tacacs
VRF: default
total number of servers:2

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

Tacacs+ Server
Sequence Number
Failed Auth Attempts
Success Auth Attempts
Failed Connect Attempts

Last Successful authentication:

(*) indicates last active.

N O O

018 October 30, 10:10:22

10.12.17.11/65535
8

0
0
0

Tacacs—-Server-1/2222 (*)

7

0

1

0

2018 October 30, 10:32:52

100.0.0.1/2222
8

0
0
0

Tacacs—Server-1/2222 (%)

7

0

1

0

2018 October 30, 10:32:52

100.0.0.1/2222
8

0
0
0

#show aaa authentication vrf management

VRF: management

default: group G1
console: local

#show aaa authentication vrf all
VRF: management

default: group G1
console: local

VRF: default

default: group tacacs+
console: local

#show aaa authentication
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VRF: default

default: group tacacs+
console: local

# show aaa groups vrf management
VRF: management

radius
tacacs+
Gl

# show aaa groups vrf all

VRF: management

radius
tacacs+
Gl

VRF: default

radius
tacacs+
Gl

#show aaa groups

VRF: default

radius
tacacs+
Gl

#show running-config tacacs+
feature tacacs+ vrf management
tacacs-server login host Tacacs-Server-1 vrf management seg-num 7 key 7 65535 po

rt 65535
tacacs-server login host
5535

feature tacacs+
tacacs-server login host
tacacs-server login host

#show running-config aaa
aaa authentication login
aaa group server tacacs+

server Tacacs-Server-

10.12.17.11 vrf management seg-num 8 key 7 65535 port 6

Tacacs-Server-1 seg-num 7 key 7 65535 port 2222
100.0.0.1 seg-num 8 key 7 65535 port 2222

default vrf management group Gl
Gl vrf management
1 vrf management

server 10.12.17.11 vrf management

aaa authentication login
aaa group server tacacs+

server Tacacs-Server-—

server 100.0.0.1

#show running-config aaa
aaa authentication login
aaa authentication login

default group tacacs+
Gl
1

all
default vrf management group Gl
console local

aaa accounting default vrf management local

no aaa authentication login default fallback error local vrf management

no aaa authentication login console fallback error local
no aaa authentication login error-enable vrf management

aaa local authentication
aaa local authentication
aaa group server tacacs+

server Tacacs-Server-—

attempts max-fail 3
unlock-timeout 1200
Gl vrf management
1 vrf management

server 10.12.17.11 vrf management

aaa authentication login
aaa authentication login

default group tacacs+
console local

aaa accounting default local

no aaa authentication login default fallback error local
no aaa authentication login console fallback error local

no aaa authentication login error-enable
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aaa local authentication attempts max-fail 3
aaa local authentication unlock-timeout 1200
aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

TACACS Server Accounting

After authentication, the user can configure accounting to measure the resources that the user consumes during
access.

Authenticating Device

#configure terminal Enter configure mode.

(config) #feature tacacs+ vrf management

Enable the feature TACACS+ for vrf management
Enable the feature TACACS+ for default vrf

Specify the TACACS server IPv4 address to be
configured with shared key for vif management. The
same key should be present in the server configuration
file.

Specify the TACACS server IPv4 address to be
configured with shared key default vrf. The same key
should be present in the server configuration file.

(config) #feature tacacs+

(config) #tacacs-server login host 10.16.19.2 vrf
management seg-num 1 key 0 testingl23

(config) #tacacs-server login host 10.16.19.2 seg-
num 3 key 0 testingl23

(config) #aaa accounting default vrf management
group tacacs+

Enable accounting for TACACS server configured for
vrf management.

(config) #aaa accounting default group tacacs+

Enable accounting for TACACS server configured for
default vrf

(config) #commit

Commit the configuration

(config) #exit

Exit configure mode

#clear tacacs-server counters vrf management

Clear tacacs server counters for management vrf

#clear tacacs-server counters vrf all

Clear tacacs server counters for management and
default vrf

#clear tacacs-server counters

Clear tacacs server counters for default vrf

To verify the TACACS accounting process, connect using SSH or Telnet from the host to the client with the user
created and provided TACACS server password, and check whether the client validates the user with
corresponding username and password.

Validation Commands

show tacacs-server, show aaa accounting, show aaa accounting

#show aaa accounting vrf management
VRF: management
default: group tacacs+

#

#show aaa accounting vrf all
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VRF: management
default: group tacacs+

VRF: default
default: group tacacs+

#show aaa accounting
VRF: default
default: group tacacs+

#

#show running-config aaa
aaa authentication login default vrf management group Gl
aaa accounting default vrf management group tacacs+
aaa group server tacacs+ Gl vrf management
server Tacacs-Server-1 vrf management
server 10.12.17.11 vrf management

aaa authentication login default group tacacs+
aaa accounting default group tacacs+
aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

Sample TACACS Config File Contents

#tacacs configuration file
#set the key

key = "testingl23"
accounting file = /var/log/tac_acc.log

user = testl {
default service = permit
login = cleartext "12345"

group = netadmin {
service = ppp protocol = ip {
priv-1lvl =1
}

user = test2 {
default service = permit
login = cleartext "12345"
member = netadmin

user = test3 {
default service = permit
login = cleartext "12345"
service = ppp protocol = ip {
priv-1lvl = 15

TACACS Server Authorization
Authorization is realized by mapping the authenticated users to one of the existing predefined roles as shown in
Table 9.

The privilege information from the TACACS+ server is retrieved for the authenticated users and is mapped onto one
of the roles as shown in Table 9.
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Each authenticated user is mapped to one of the pre-defined privilege level.

Users with priv-level <=0 and priv-level > 15 are treated as read-only user mapped onto the pre-defined network-
user role.

There is no command to enable authorization. Authorization functionality is enabled by default when remote
authentication is enabled with TACACS+.

Authorization is “auto-enabled”. After successful authentication, a user can enter into privilege exec mode,
irrespective of its privilege level and such user is not prompted with enable mode password, if configured. However
based on their role, commands are rejected if not allowed to perform certain operations.

Example

A network-user has read-only access and can only execute show commands. A network-user cannot enter
configure mode. An error message is displayed upon executing any command which is not allowed.

#write
% Access restricted for user %
#configure terminal

) [

% Access restricted for user %

The following attribute value pairin TACACS+ server is used to fetch user privilege information.

service = ppp protocol = ip {
priv-1lvl = <0..15>

Sample TACACS+ Configuration File

w

#tacacs configuration file from “tac plus version F4.0.3.alpha
#set the key

key = "testingl23"
accounting file = /var/log/tac_acc.log

#Read only user “testl”, without any priv-1lvl, mapped to role “network-user”
user = testl {

default service = permit

login = cleartext "12345"

}

#We can create a group of users mapped to a privilege
group = netadmin {

service = ppp protocol = ip {

priv-1lvl = 15

}

}

#User “test2” with highest priv-1lvl=15, mapped to role “network-admin”
user = test2 {

default service = permit

login = cleartext "12345"

member = netadmin

}

#User “test3” with priv-1vl= 1..13, mapped to role “network-operator”
user = test3 {

default service = permit

login = cleartext "12345"

service = ppp protocol = ip {

priv-1lvl = 10

}

}
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#User “testd4” with priv-1vl=14, mapped to role “network-engineer” user

default service = permit
login = cleartext "12345"
service = ppp protocol = ip {
priv-1lvl = 14

}

}

= testd {
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Role-Based Access Control

Overview

The Role-Based Access Control (RBAC) feature in OcNOS allows the creation of custom user roles locally. This
provides administrators with the flexibility to define specific groups of commands that can be allowed or denied for
each role. Users can then be assigned to these user roles on a per-switch basis or by utilizing a TACACS+ server.

Feature Characteristics

RBAC offers the capability to restrict or permit users from executing CLI commands in OcNOS and command
authorization is entirely handled within OcNOS. With Role-Based Command Authorization, administrators can
create the following entities:

¢ Policy
¢ UserRole

¢ User Name
Policy

A policy is a collection of rules that determine which commands are permitted or denied. The maximum number of
policies that can be configured is 20.

User Role

User roles group users together, allowing restrictions to be applied based on the policies associated with the role.
When creating a User Role, a default policy should be specified. This default policy determines whether all
commands are permitted or denied by default. One or more policies can be attached to a User Role. The maximum
number of roles that can be configured is 14.

User Name

Users can be assigned to predefined user roles or customized roles. Some predefined roles include:

¢ Network-Administrator
* Network-Operator
¢ Network-Engineer

¢ Network-User

Multiple users can be assigned the same User Role.

RBAC user accounts will not be deleted when a corresponding RBAC-role is deleted or when the dynamic-RBAC
feature is disabled. If an RBAC-user is authenticated but the associated role is not present, the user privilege will
default to network-user privilege, and the role will be displayed as RBAC-customized-role in the show users
command.

Benefits

RBAC ensures secure and controlled access to CLI commands, streamlining network management.
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Prerequisites

Ensure there is a supported OcNOS router with management interface access.

RBAC Configuration

Here is the example configurations for the RBAC feature. For TACACS+ configurations, see the TACACS Client
Configuration (page 171) chapter in the System Management guide.

_:d Note: When implemented, users will have visibility into the imposed restrictions through the show
running-config command. Additionally, both the configured policy and role specifics can be
observed using the show running-configcommand.

Example 1

In the provided example, RBAC is employed to define user roles and policies that restrict command access for
enhanced security and control. Here is the configuration steps:

OcNOS#show running-config rbac
feature dynamic-rbac
policy pl

permit "enable"

permit "configure terminal"
Permit "snmp-server .*"

role custom

default deny-all

add policy pl

OcNOS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
OcNOS (config) #username test password Test@123

OcNOS (config) #username test role custom

OcNOS (config) #commit

OcNOS#sh user-account
User:ocnos
roles: network-admin
User:test
roles: custom

+ The RBAC feature is enabled with the feature dynamic-rbac command.

* Apolicy named p1 is created, allowing specific commands such as enable, configure terminal, and
SNMP-related commands.

» A custom role called custom is established, with a default action to deny all commands (default deny-
all). The previously defined policy p1 is added to this role.

¢ Anew user account named test is created with the password Test@123, and the role custom is assigned
to this user.

¢ The configuration changes are committed using the commi t command.The output indicates that the user
test has the custom role, granting specific permissions.
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root@debian:~# ssh test@10.12.29.130
test@10.12.29.130's password:
Last login: Tue Aug 23 01:06:31 2022 from 10.12.17.153

OcNOS version DELL S3048-ON-OcNOS-1.3.9.364-ENT IPBASE-SO-PO 01/21/2022 15:03:56
OcNOS>en

OcNOS#conf t

Enter configuration commands, one per line. End with CNTL/Z.

OcNOS (config) #snmp-server community test vrf management -->Allowed

OcNOS (config) #ntp server 1.1.1.1 vrf management -->Not Allowed

[ [

% Access restricted for user %

» The user test logs into the system via SSH and demonstrates RBAC enforcement by successfully executing
permitted SNMP-related commands but encountering an access restriction when attempting an
unauthorized command (ntp server).

¢ This example showcases RBAC in action, illustrating how user roles and policies can control command
access based on predefined configurations.

Example 2

In the below example, the user test1 establishes an SSH connection and demonstrates the RBAC setup. As the
default action permits all commands except SNMP-related ones, the user is able to execute various
configurations, except for snmp-server configurations:

OcNOS#show running-config rbac
feature dynamic-rbac
policy pl

permit "enable"

permit "configure terminal"
permit "snmp-server .*" mode config
policy p2

permit "enable"

permit "configure terminal"
deny "snmp-server .*"

role custom-snmp

default permit-all

add policy p2

OcNOS#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
OcNOS (config) #username testl password Test@1234
OcNOS (config) #username testl role custom-snmp
OcNOS (config) #commit
OcNOS#show user-account
User:ocnos
roles: network-admin
User:testl
roles: custom-snmp

root@debian:~# ssh testl1@10.12.29.130
testl1@10.12.29.130's password:

OcNOS version DELL S3048-ON-OcNOS-1.3.9.364-ENT IPBASE-SO0-PO 01/21/2022 15:03:56
OcNOS>enable
OcNOS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
OcNOS (config) #ntp server 1.1.1.1 vrf management --> Allowed
OcNOS (config) #snmp-server community test vrf management -->Not Allowed

[ )

% Access restricted for user %
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Implementation Examples

RBAC provides a structured and efficient approach to managing and controlling user access to various resources
and functionalities within a system. RBAC is particularly beneficial in scenarios with multiple users with varying
levels of permissions and responsibilities. Some common use cases for RBAC include:

Network Security: RBAC enhances network security by restricting users to only the resources and commands they
need for their roles, reducing the risk of unauthorized access and potential breaches.

Administrative Efficiency: RBAC simplifies user management by categorizing users into predefined roles and
streamlining tasks such as provisioning, access updates, and permissions adjustments.

Regulatory Compliance: RBAC ensures compliance with regulations by enforcing proper access controls and
maintaining audit trails, helping organizations meet required standards for data security and privacy.

Reduced Human Error: RBAC minimizes the chance of human errors that could lead to network disruptions or
security incidents, as users are limited to the specific commands relevant to their roles.

Access Segmentation: In multi-tenant or multi-customer environments, RBAC facilitates access segmentation,
ensuring that different groups can only interact with their designated resources, enhancing isolation and privacy.

RBAC Commands

Here is the compilation of the new commands for configuring RBAC feature. For TACACS+ commands, see the
TACACS+ Commands (page 237) chapter in the System Management guide.

A POI Y 187
AefaUI 188
N 189
feature AYNamMIC-TaC . 189
PO I N 190
POl CY 191
POl 191
SNOW TDaC- POl CY 192
SNOW TDaC-T0l .. 193
add policy

Use this command to add a policy to a TACACS+ role-based authorization (RBAC) role.
Use the no form of this command to remove a policy from an RBAC role.

Command Syntax

add policy POLICY-NAME
no add policy POLICY-NAME

Parameters

POLICY-NAME
Name of the policy
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Default

None

Command Mode

RBAC role mode

Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The following examples demonstrate the configuration of a role named 'myRole,' defining its default permissions,
adding 'myPolicyl' to the role, and subsequently removing ‘myPolicy2' from it.

OcNOS (config) #role myRole

OcNOS (config-role) #default permit-all
OcNOS (config-role) #add policy myPolicyl
OcNOS (config-role) #no add policy myPolicy?2
OcNOS (config-role) #exit

default

Use this command to set the default rule fora TACACS+ role-based authorization (RBAC) role.

Use the no parameter with this command to remove the default rule for a TACACS+ role-based authorization
(RBAC) role.

Command Syntax

default (permit-all | deny-all)
no default

Parameters

permit-all
Permit all commands

deny-all
Deny all commands

Default

Unless this command is explicitly configured, the default rule for arole is deny-all.
Command Mode

RBAC role mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The below example illustrates the configuration of a role named 'myRole'in OcNOS, and specifying its default
permission.
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OcNOS (config) #role myRole
OcNOS (config-role) #default permit-all
OcNOS (config-role) fexit

deny

Use this command to add a deny rule to a TACACS+ role-based authorization (RBAC) policy.

Use the no form of this command to remove a deny rule from an RBAC policy.

Command Syntax

deny RULE-STRING (mode MODE-NAME |)
no deny RULE-STRING (mode MODE-NAME |)

Parameters

RULE-STRING
Command string

MODE-NAME
Command prompt string such as config-router or config-1if. Deny access to the command only in
this mode.

Default

None

Command Mode

RBAC policy mode

Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The example below illustrates the configuration of a policy named myPolicy in OcNOS. Itincludes a deny rule that
restricts access to the ip address command, specifically within the configuration interface mode (config-if).
OcNOS#configure terminal
OcNOS (config) #policy myPolicy

OcNOS (config-policy) #deny “ip address” mode config-if
OcNOS (config-policy) #end

feature dynamic-rbac

Use this command to enable the TACACS+ role-based authorization (RBAC) feature.

Use the no form of this command to disable the RBAC feature.

Command Syntax

feature dynamic-rbac
no feature dynamic-rbac
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Parameters

None

Default

By default, feature TACACS+ RBAC is disabled.
Command Mode

Configure mode

Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The example below illustrates the configuration of enabling the TACACS+ RBAC feature.

OcNOS#configure terminal
OcNOS (config) #feature dynamic-rbac

permit

Use this command to add a permit rule to a TACACS+ role-based authorization (RBAC) policy.

Use the no form of this command to remove a permit rule in an RBAC policy.

Command Syntax

permit RULE-STRING (mode MODE-NAME |)
no permit RULE-STRING (mode MODE-NAME |)

Parameters

RULE-STRING
Command string

MODE-NAME
Command prompt string such as config-router or config-if. Permit access to the command only in
this mode.

Default

None

Command Mode
RBAC policy mode
Applicability

This command was introduced in OcNOS version 6.4.1.
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Examples

The following examples demonstrate the configuration of a policy named myPolicy, permitting access to the ip
address command specifically in the configuration interface mode.

OcNOS#configure terminal
OcNOS (config) #policy myPolicy
OcNOS (config-policy) #permit “ip address” mode config-if

policy
Use this command to create a TACACS+ role-based authorization (RBAC) policy and enter RBAC policy mode.

Use the no form of this command to remove an RBAC policy.

Command Syntax

policy POLICY-NAME
no policy POLICY-NAME

Parameters

POLICY-NAME
Policy name

Default

None

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The following examples demonstrate the configuration of creating the RBAC policy named myPolicy, and the
command prompt enters the policy configuration mode.

OcNOS#configure terminal
OcNOS (config) #policy myPolicy
OcNOS (config-policy) fexit

role

Use this command to create a TACACS+ role-based authorization (RBAC) role and enter RBAC role mode.

Use the no form of this command to remove an RBAC role.
Command Syntax

role ROLE-NAME
no role ROLE-NAME
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Parameters

ROLE-NAME
Role name. User cannot specify one of these roles already defined in OcNOS:
network-admin
network-user
network-operator
network-engineer
For more about these built-in roles, see username (page 377) command.

Default

None

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The following examples demonstrate the configuration of creating the RBAC role named myRole, with the
command prompt entering the role configuration mode.

OcNOS#configure terminal
OcNOS (config) #role myRole
OcNOS (config-role) ffexit

show rbac-policy
Use this command to display TACACS+ role-based authorization (RBAC) policies.
Command Syntax

show rbac-policy (POLICY-NAME |)

Parameters

POLICY-NAME
Policy name

Default

None

Command Mode

Execution mode and Privileged execution mode
Applicability

This command was introduced in OcNOS version 6.4.1.
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Examples

The following examples display the show output of the RBAC policy named myPolicy and its associated
configurations.

OcNOS#show rbac-policy myPolicy

Policy Name : myPolicy
permit "ip address" mode config-if

show rbac-role
Use this command to display information about TACACS+ role-based authorization (RBAC) roles.
Command Syntax

show rbac-role (ROLE-NAME |)

Parameters

ROLE-NAME
Role name

Default

None

Command Mode

Execution mode and Privileged execution mode
Applicability

This command was introduced in OcNOS version 6.4.1.
Examples

The following examples display the show output of the RBAC role named myRole and its associated configurations.

OcNOS#show rbac-role myRole

Role Name : myRole

Default rule : permit-all

Attached Policies : myPolicyl

: myPolicy?2
Table 10. show rbac-role fields
Entry Description
Role Name Displays the name of the role, in this case, myRole.
Indicates the default rule associated with the role, which can be permit-all or

Default rule

deny-all.

Lists the names of policies that are attached to this role. In the example, myPolicyl

Attached Policies
and myPolicy2 are attached to myRole.
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Troubleshooting

For smooth operation, verify accurate sensor path configuration, check encoding method compatibility, and ensure

proper router-management system connectivity.

Abbreviations

The following are some key abbreviations and their meanings relevant to this document:

Acronym Description
RBAC Role Based Access Control
TACACS Terminal Access Controller Access Control
System
TACACS+ Enhanced version of TACACS

Glossary

The following provides definitions for key terms used throughout this document.

Key Terms Description
Role-Based Access Control A security paradigm that restricts system
(RBAC) access based on roles assigned to users.
User Role A predefined or customized grouping of

permissions assigned to users.

A set of rules determining which actions are

Poli
olicy permitted or denied for a specific user role.

Dynamic Role-Based Access Control, allowing

Dynamic-RBAC role assignment during user authentication.
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TACACS Client Configuration

Overview

Terminal Access Controller Access Control System (TACACS) is a remote authentication protocol that is used to
communicate with an authentication server. With TACACS, a network device communicates to an authentication
server to determine whether a particular user should be allowed access to the device. TACACS+ listens at port 49.

TACACS Server Authentication

IPv4 Address Configuration

TACACS server address is configured as IPV4 address.

Topology

Figure 6. TACACS Server Host Configuration

Authenticating D D

Authenticating Device

T
-

client CAET]

TACACS
Server

#configure terminal

Enter configure mode.

(config) #feature tacacs+

Enable the feature TACACS+ for default vrf

(config) #tacacs-server login key 0 testinglO1l

Specify the global key for tacacs servers that are not
configured with their respective keys for default vrf This
key should match the one present in the config file of
tacacs server

(config) #tacacs-server login host 10.16.19.2 seg-
num 1 key 0 testingl23

Specify the tacacs server ipv4 address to be configured
with shared key. The same key should be present on
the server config file

(config) #tacacs-server login host 10.12.30.86
seg-num 4 port 1045

Specify the tacacs server ipv4 address to be configured
with the sequence and port number.The tacacs server
should be started with same port number

(config) #tacacs-server login host 10.12.30.86
seg-num 2 port 1045

Specify the tacacs server ipv4 address to be configured
with the sequence and port number for default vrf. The
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tacacs server should be started with same port number

(config) #tacacs-server login host 10.12.17.11
seg-num 8 key 7 65535 port 65535

Specify the tacacs server ipv4 address to be configured
with the sequence, key and port number for default vrf.
The tacacs server should be started with same port
number.

(config) #tacacs-server login host Tacacs-Server-1
seg-num 7 key 7 65535 port 65535

Specify the tacacs server configured with host-name
sequence number key and port number for default vrf.
The tacacs server should be started with same port
number

(config) #aaa authentication login default group
tacacs+

Enable authentication for TACACS+ server configured
for default vrf. Authorization is also enabled by default

(config) #aaa authentication login default group
tacacs+ local

Enable authentication for TACACS+ and fall-back to
local configured for default vrf. Authorization is also
enabled by default

(config) #aaa authentication login default group
tacacs+ local none

Enable authentication for TACACS+ fall-back to local
followed by fall-back to none configured for default vrf.
Authorization is also enabled by default

(config) #aaa authentication login default group
tacacs+ none

Enable authentication for TACACS+ fall-back to none
configured for default vrf. Authorization is also enabled
by default

(config) #aaa group server tacacs+ Gl

Create aaa group G1 for default vrf

(config-tacacs) #server 10.12.30.86

Make the tacacs-server 10.12.30.86 a part of this group
G1 for default vrf

(config-tacacs) #server Tacacs-Server-1

Make the tacacs-server Tacacs-Server-1 a part of this
group G1 for default vrf

(config-tacas) #fexit

Exit the tacacs-config

(config) #commit

Commit the candidate configuration to the running

configuration.

(config) #aaa authentication login default group
Gl

Authenticate the tacacs+ group G1 with aaa
authentication for default vrf

(config) #commit

Commit the candidate configuration to the running

configuration.

Users are mapped as shown as shown in Table 11. Role/privilege level mapping (page 196):

Table 11. Role/privilege level mapping

Role Privilege level

Network administrator | 15

Network engineer 14

Network operator 11013

Network user

0 or any other values (>15 or negative values or any character)
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Validation

Leafl#show tacacs-server

VRF: default

total number of servers:2
Tacacs+ Server : Tacacs-Server-1/2222
Sequence Number : 7

Failed Auth Attempts : O

Success Auth Attempts : 0
Failed Connect Attempts : 0
Last Successful authentication:
Tacacs+ Server : 100.0.0.1/2222
Sequence Number : 8

Failed Auth Attempts : 0

Success Auth Attempts : 0
Failed Connect Attempts : 0
Last Successful authentication:
(*) indicates last active.

#show tacacs-server vrf all groups Gl

VRF: default

group Gl:

server Tacacs-Server-1l:

seg-num 7

port is 2222

key j_S * Kk kK kK KKk

server 100.0.0.1:

seg-num 8

port is 2222

key iS KKKk KKK KK

#show tacacs-server groups Gl

VRF: default

group Gl:

server Tacacs-Server-1:

seg-num 7

port is 2222

key iS KKKk KKK KK

server 100.0.0.1:

seg-num 8

port is 2222

key lS Kk ok Kk Kk k ok ok
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#show tacacs vrf all

VRF: default
total number of servers:2

Tacacs+ Server : Tacacs-Server-1/2222(*)

Sequence Number : 7

Failed Auth Attempts : O
Success Auth Attempts : 1
Failed Connect Attempts : 0

Last Successful authentication:

Tacacs+ Server : 100.0.0.1/2222

Sequence Number : 8

Failed Auth Attempts : O
Success Auth Attempts : 0
Failed Connect Attempts : 0

Last Successful authentication:

(*) indicates last active.

#show tacacs
VRF: default
total number of servers:2

Tacacs+ Server : Tacacs-Server-1/2222(*)

Sequence Number : 7

Failed Auth Attempts : 0
Success Auth Attempts : 1
Failed Connect Attempts : 0

Last Successful authentication:

Tacacs+ Server : 100.0.0.1/2222

Sequence Number : 8

Failed Auth Attempts : O
Success Auth Attempts : 0
Failed Connect Attempts : 0

Last Successful authentication:

(*) indicates last active.

#show aaa authentication vrf all

VRF: default
default: group tacacs+

#show aaa authentication
VRF: default

default: group tacacs+
console: local

# show aaa groups vrf all

VRF: default
radius
tacacs+

Gl

#show aaa groups
VRF: default
radius

tacacs+

2018 October 30,

2018 October 30,
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IPv6 Address Configuration

Gl

#show running-config aaa all

aaa authentication login default group tacacs+

aaa authentication login console local
aaa accounting default local

no aaa authentication login default fallback error local
no aaa authentication login console fallback error local

no aaa authentication login error-enable

aaa local authentication attempts max-fail 3
aaa local authentication unlock-timeout 1200
aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

IPv6 Address Configuration

TACACS+ server address is configured as IPV6 address. Authentication messages are transmitted to TACACS+

server from the Router using IPv6 address.

Topology

Figure 7. TACACS+ server topology

Figure 7. TACACS+ server topology (page 199) shows the sample configuration of TACACS+ server.

}

DUT

TACACS+ Server

Rl#configure terminal

Enter configure mode.

Rl (config) #feature tacacs+

Config for enabling the TACACS+ server

Rl (config) #tacacs-server login host
2001:db8:100::2 seg-num 1 key O testingl23

Configure TACACS+ server with IPv6 address

Rl (config)# aaa authentication login default

group tacacs+

Configure AAA authentication

Rl (config) #tacacs-server login host
2001:db8:100::2 seg-num 1

Config for IPv6 TACACS server with seq-num

Rl (config)# ip host Serverl 2001:db8:100::2

Config for assigning hostname to valid IPv6 address

Rl (config) #feature tacacs+

Config for enabling the TACACS+ server
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Rl (config) #tacacs-server login host 2002::3 seg-
num 5 key 0 def abc port 65535 timeout 60

Config for IPv6 TACACS+ server address with key, port
and timeout

Rl (config) #tacacs-server login timeout 60

Config timeout for TACACS server

Rl (config) #tacacs-server login key 7 65535

Config login key for TACACS server

Rl (config)# interface ethO

Navigate to the interface mode

Rl (config-if) #ipv6 address 2001:db8:100::5/64

Configure IPv6 address on the eth0 interface

Rl (config-if) #exit

Exit interface configure mode

Rl (config) #commit

Commit the candidate configuration to the running

configuration.

Rl (config) # exit

Exit configure mode

Validation

Perform TELNET to the Router. Provide the username mentioned in the TACACS+ server "users" file as telnet
username. Check that Router sends TACACS request to the TACACS server using IPv6 address.

#show running-config tacacas+

tacacs-server login host 2002::3 seg-num 1 key 7 0x6£32ba3f9%e05a3db

#sh tacacs-server

VRF: default

total number of servers:l1l
Tacacs+ Server 2002::3/49
Sequence Number : 1

Failed Auth Attempts : 0
Success Auth Attempts : 0
Failed Connect Attempts : 0

Last Successful authentication:

(*) indicates last active.

#show running-config aaa
aaa authentication login default group tacacs+

aaa authentication login error-enable

#show ipv6 interface ethO brief
Interface IPv6-Address Admin-Sta
tus

eth0 2001:db8:100::5
feB80::218:23ff:fe30:e6ba [up/up]

TACACS Server Accounting

After authentication, the user can configure accounting to measure the resources that the user consumes during

access.
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Authenticating Device

Authenticating Device

#configure terminal

Enter configure mode.

(config) #feature tacacs+

Enable the feature TACACS+ for default vrf

(config) #tacacs-server login host 10.16.19.2 seg-
num 1 key O testingl23

Specify the TACACS server IPv4 address to be
configured with shared key for default vrf. The same
key should be present in the server configuration file.

(config) #tacacs-server login host 10.16.19.2 seqg-
num 3 key 0 testingl23

Specify the TACACS server IPv4 address to be
configured with shared key default vrf. The same key
should be present in the server configuration file.

(config) #aaa accounting default group tacacs+

Enable accounting for TACACS server configured for
default vrf.

(config) #commit

Commit the candidate configuration to the running

configuration.

(config) #exit

Exit configure mode

#clear tacacs-server counters

Clear tacacs server counters for default vrf.

#clear tacacs-server counters vrf all

Clear tacacs server counters for default vrf.

To verify the TACACS accounting process, connect using SSH or Telnet from the host to the client with the user
created and provided TACACS server password, and check whether the client validates the user with

corresponding username and password.

Validation Commands

show tacacs-server, show aaa accounting, show aaa accounting

#show aaa accounting vrf all

VRF: default

default: group tacacs+

#show aaa accounting
VRF: default
default: group tacacs+

#

#show running-config aaa

aaa authentication login default group tacacs+
aaa accounting default group tacacs+

aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

Sample TACACS Config File Contents

#tacacs configuration file
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#set the key

key = "testingl23"
accounting file = /var/log/tac_acc.log

user = testl {

default service = permit
login = cleartext "12345"
}

group = netadmin {

service = ppp protocol = ip {
priv-1lvl = 1

}

}

user = test2 {

default service = permit
login = cleartext "12345"
member = netadmin

}

user = test3 {

default service = permit
login = cleartext "12345"
service = ppp protocol = ip {
priv-1lvl = 15

}

}

TACACS Server Authorization

Authorization is realized by mapping the authenticated users to one of the existing predefined roles as shown in
Table 11. Role/privilege level mapping (page 196).

The privilege information from the TACACS+ server is retrieved for the authenticated users and is mapped onto one
of the roles as shown in Table 11. Role/privilege level mapping (page 196).

Each authenticated user is mapped to one of the pre-defined privilege level.

Users with priv-level <=0 and priv-level > 15 are treated as read-only user mapped onto the pre-defined network-
user role.

There is no command to enable authorization. Authorization functionality is enabled by default when remote
authentication is enabled with TACACS+.

Authorization is “auto-enabled”. After successful authentication, a user can enter into privilege exec mode,
irrespective of its privilege level and such user is not prompted with enable mode password, if configured. However
based on their role, commands are rejected if not allowed to perform certain operations.

Example

A network-user has read-only access and can only execute show commands. A network-user cannot enter
configure mode. An error message is displayed upon executing any command which is not allowed.

#write

% Access restricted for user %
#configure terminal

[ [

% Access restricted for user %

The following attribute value pairin TACACS+ server is used to fetch user privilege information.
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service = ppp protocol = ip {
priv-1lvl = <0..15>
}

Sample TACACS+ Configuration File

#tacacs configuration file from “tac plus version F4.0.3.alpha “
#set the key

key = "testingl23"

accounting file = /var/log/tac_acc.log

#Read only user “testl”, without any priv-1lvl, mapped to role “network-user”
user = testl ({

default service = permit

login = cleartext "12345"

}

#We can create a group of users mapped to a privilege
group = netadmin {

service = ppp protocol = ip {

priv-1lvl = 15

}

}

#User “test2” with highest priv-1v1l=15, mapped to role “network-admin”
user = test2 {

default service = permit

login = cleartext "12345"

member = netadmin

}

#User “test3” with priv-1lvl= 1..13, mapped to role “network-operator”
user = test3 {

default service = permit

login = cleartext "12345"

service = ppp protocol = ip {

priv-1lvl = 10

}

}

#User “testd” with priv-1lvl=14, mapped to role “network-engineer” user = testd
default service = permit

login = cleartext "12345"

service = ppp protocol = ip {

priv-1lvl = 14

}

}
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RADIUS Client Configuration

Overview

Remote Authentication Dial In User Service (RADIUS) is a remote authentication protocol that is used to

communicate with an authentication server.

A RADIUS server is responsible for receiving user connection requests, authenticating the user, and then returning
all configuration information necessary for the client to deliver service to the user.

The key points for RADIUS authentication are:

» Transactions between client and server are authenticated through the use of a shared key and this key is

never sent over the network.

» The password is encrypted before sending it over the network.

=2

Authorization is not supported.

Note: As part of Radius Client, OcNOS supports authentication and accounting via Radius Server.

RADIUS Server Authentication

IPv4 Address

Radius server address is configured as IPv4 address.

Figure 8. RADIUS Server Host Configuration

RADIUS Server

Topology
Authenticating
client
Host

#configure terminal

Enter configure mode.

(config) #radius-server login key 0 testinglOl vrf
management

Specify the global key for radius servers that are not
configured with their respective keys for management
vrf. This key should match the one presentin the
config file of tacacs server.

(config) #radius-server login key 0 testinglOl

Specify the global key for radius servers that are not
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configured with their respective keys for default vrf.
This key should match the one present in the config
file of tacacs server

(config) #radius-server login host 10.12.17.13 vrf
management SedJ—num 1 key 7 testingl23

Specify the radius server ipv4 address to be
configured with shared local key for management vrf.
The same key should be present on the server config
file.

(config) #radius-server login host 10.12.17.13 seq-—
num 2 key 0 testingl23

Specify the radius server ipv4 address to be
configured with shared local key for default vrf. The
same key should be present on the server config file.

(config) #radius-server login host 10.12.17.11 vrf

management Seg—num 1 auth-port 1045

Specify the radius server ipv4 address to be
configured with port number for management vrf. The
radius server should be started with same port
number.

(config) #radius-server login host 10.12.17.11 seq-—
num 1 auth-port 1045

Specify the radius server ipv4 address to be
configured with port number for default vrf. The radius
server should be started with same port number

(config) #radius-server login host 10.12.17.11 vrf

management Seg—num 1 key 7 wawyanbl23 auth-port
60000 acct-port 60000 timeout 6

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for management
vrf. The radius server should be started with same
port number.

10.12.17.11

seg—num 1 key 7 wawyanbl23 auth-port 60000 acct-
port 60000 timeout 6

(config) #radius-server login host

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for default vrf.
The radius server should be started with same port
number. The radius server should be started with
same port number

(config) #radius-server login host Radius-Server-1

vrf management Seg—num 2 key 7 wawyanbl23 auth-
port 60000 acct-port 60000 timeout 2

Specify the radius server configured with hostname,
key authentication port number, accounting port
number, for management VRF. The radius server
should be started with same port number

(config) #radius-server login host Radius-Server-1

seg-num 2 key 7 wawyanbl23 auth-port 60000
acct-port 60000 timeout 2

Specify the radius server configured with hostname
sequence number, key and port number for default
VRF. The radius server should be started with same
port number.

(config) #aaa authentication login default vrf
management group radius

Enable authentication for radius server configured for
management VRF. Authorization is also enabled by
default

(config) #aaa authentication login default group
radius

Enable authentication for radius server configured for
default vrf. Authorization is also enabled by default.

(config) #aaa authentication login default vrf
management group radius local

Enable authentication for radius server and fallback
to local configured for management VRF.
Authorization is also enabled by default

(config) #aaa authentication login default group

Enable authentication for radius server and fallback
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radius local

to local configured for default vrf. Authorization is also
enabled by default

(config) #aaa authentication login default vrf
management group radius local none

Enable authentication for radius server, fallback to
local followed by fallback to none, configured for
management VRF. Authorization is also enabled by
default

(config) #aaa authentication login default radius
local none

Enable authentication for radius server, fallback to
local followed by fallback to none, configured for
default vrf. Authorization is also enabled by default

(config) #aaa authentication login default vrf
management group radius none

Enable authentication for radius, fallback to none,
configured for management VRF. Authorization is
also enabled by default

(config) #aaa authentication login default group
radius none

Enable authentication for radius, fallback to none,
configured for default VRF. Authorization is also
enabled by default

(config) #aaa group server radius Gl vrf management

Create aaa radius group G1 for management vrf

(config) #aaa group server radius G1

Create AAA radius group G1 for default VRF

(config-radius) #server 10.12.17.11

Make the radius server 10.12.17.11 a part of this
group G1 for default VRF

(config-radius) #server Radius-Server-1

Make Radius-Server-1 a part of this group G1

(config-radius) #exit

Exit radius mode

(config) #commit

Commit the configuration

(config) #aaa group server radius Gl

Enter radius mode

(config) #aaa authentication login default vrf
management group G1

Authenticate the tacacs+ group G1 with aaa
authentication for management vrf

(config) #aaa authentication login default group Gl

Authenticate the tacacs+ group G1 with aaa
authentication for default vrf

(config) #commit

Commit the configuration

Validation

To verify the RADIUS authentication process, use SSH or Telnet from the host machine to Host IP with the
authenticating user created, and provide a RADIUS server password and check whether the client validates the

user with the corresponding username and password.

#show radius-server vrf management
VRF: management

timeout value: 5
Total number of servers:2

Following RADIUS servers are configured:
Radius Server 10.12.17.13

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000

timeout : 2
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RADIUS shared secret : *****xxxx*

Failed Authentication count : 0

Successful Authentication count : 2

Failed Connection Request : 2

Last Successful authentication : 2000 January 05, 20:55:44
Radius Server : 10.12.17.11 (*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : #*x*#xksix

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:58:33

#show radius-server
VRF: default
timeout value: 5

Total number of servers:4

Following RADIUS servers are configured:
Radius Server : 192.168.1.1

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

RADIUS shared secret : *****xxxx*

Failed Authentication count : O

Successful Authentication count : 1

Failed Connection Request : 2

Last Successful authentication : 2000 January 05, 20:45:09

Radius Server : 100.0.0.1 (*)

Sequence Number : 2

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

Radius Server : 100.0.0.1 (%*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : *****xxx

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:46:36

#show radius-server vrf management
VRF: management
timeout value: 5

Total number of servers:2

Following RADIUS servers are configured:
Radius Server : 10.12.17.13

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

RADIUS shared secret : *x**xkxx*x

Failed Authentication count : 0
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Successful Authentication count : 2

Failed Connection Request : 2

Last Successful authentication : 2000 January 05, 20:55:44
Radius Server : 10.12.17.11 (*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : *****xxxx%

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:58:33

#show radius-server
VRF: default
timeout value: 5

Total number of servers:4

Following RADIUS servers are configured:
Radius Server : 192.168.1.1

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

RADIUS shared secret : *x*#xk#ix

Failed Authentication count : 0

Successful Authentication count : 1

Failed Connection Request : 2

Last Successful authentication : 2000 January 05, 20:45:09

Radius Server : 100.0.0.1 (%*)

Sequence Number : 2

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

Radius Server : 100.0.0.1 (*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : ****&xxx

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:46:36

#show radius-server vrf all
VRF: management
timeout value: 5

Total number of servers:2

Following RADIUS servers are configured:
Radius Server : 10.12.17.13

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

RADIUS shared secret : ***¥*xxx

Failed Authentication count : 0O

Successful Authentication count : 2

Failed Connection Request : 2
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Last Successful authentication : 2000 January 05, 20:55:44
Radius Server : 10.12.17.11 (*)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : #*x*#xksix

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:58:33

VRF: default
timeout value: 5

Total number of servers:4

Following RADIUS servers are configured:
Radius Server : 192.168.1.1

Sequence Number : 1

available for authentication on port : 60000
available for accounting on port : 60000
timeout : 2

RADIUS shared secret : ****&xxx

Failed Authentication count : 0

Successful Authentication count : 1

Failed Connection Request : 2
Last Successful authentication : 2000 January 05, 20:45:09

Radius Server : 100.0.0.1 (%)

Sequence Number : 2

available for authentication on port : 60000

available for accounting on port : 60000

timeout : 2

RADIUS shared secret : *x*#xksix

Failed Authentication count : 1

Successful Authentication count : 1

Failed Connection Request : 0

Last Successful authentication : 2000 January 05, 20:46:36

#show running-config radius
radius-server login key 7 0x6£f32ba3f9%e05a3db vrf management
radius-server login host 10.12.17.13 vrf management seg-num 1 key 7 0x67efdb4ad9d771c3ed8312b2bc74cedb

#show running-config aaa

aaa authentication login default vrf management group radius
aaa group server radius radl vrf management

server Radius-Server-1 vrf management

server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa group server radius radl

server Radius-Server-1

server 100.0.0.1

#show running-config aaa all

aaa authentication login default vrf management group radius

aaa authentication login console local

aaa accounting default vrf management local

no aaa authentication login default fallback error local vrf management
no aaa authentication login console fallback error local

no aaa authentication login error-enable vrf management

aaa local authentication attempts max-fail 3

aaa local authentication unlock-timeout 1200

aaa group server radius radl vrf management
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IPv6 Address

server Radius-Server-1 vrf management
server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa authentication login console local
aaa accounting default local

no aaa authentication login default fallback error local
no aaa authentication login console fallback error local

no aaa authentication login error-enable

aaa local authentication attempts max-fail 3
aaa local authentication unlock-timeout 1200
aaa group server radius radl

server Radius-Server-1

server 100.0.0.1

IPv6 Address

Radius server address is configured as IPv6 address. Authentication messages are transmitted to radius server

from the Router using IPv6 address.

Topology

Figure 9. RADIUS topology (page 210) shows the sample configuration of Radius server.

Figure 9. RADIUS topology

R1

R1

RADIUS Server

#configure terminal

Enter configure mode.

(config) #radius-server login host 2001:db8:100::

vrf management Seg-num 1 key 0 testingl23

Configure radius server with IPv6 address

(config) #aaa authentication login default vrf
management group radius

Configure AAA authentication

(config) #aaa authentication login error-enable

vrf management

Configure AAA authentication login error-enable

(config) #interface eth0

Navigate to the interface mode

(config-if) #ipv6 address 2001:db8:100::5/64

Configure IPv6 address on the eth0 interface
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Validation

(config-if) #exit

Exit interface configure mode

(config) #commit

Commit the configuration

(config) #exit

Exit configure mode

Validation

Perform TELNET to the Router R1. Provide the username mentioned in the radius server "users" file as telnet
username. Check that R1 sends radius request to the radius server using IPv6 address.

#show running-config radius

radius-server login host 2001:db8:100::2 vrf management seg-num 1 key 7 0x67efdb

4ad9d771c3ed8312b2bc74cedb

#show running-config aaa

aaa authentication login default vrf management group radius

aaa authentication login error-enable vrf management

#show ipv6 interface ethO brief
Interface IPv6-Address Admin-Sta
tus

eth0 2001:db8:100::5
fe80::218:23ff:fe30:ebba [up/up]

RADIUS Server Accounting

You can configure accounting to measure the resources that another user consumes during access.

User

#configure terminal

Enter configure mode.

(config) #radius-server login host 10.12.17.11 vrf

management key 7 SeJ—num 1 wawyanbl23 auth-port
60000 acct-port 60000 timeout 6

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for management
vrf. The radius server should be started with same
port number.

(config) #radius-server login host 10.12.17.11 seq-—

num 2 key 7 wawyanbl23 auth-port 60000 acct-port
60000 timeout 6

Specify the radius server ipv4 address to be
configured with port number for default vrf.The radius
server should be started with same port number

(config) #aaa accounting default vrf management
group radius

Enable accounting for radius server configured for vrf
management

(config) #aaa accounting default group radius

Enable accounting for radius server configured for
default vrf

(config) #commit

Commit the candidate configuration to the running
configuration

Validation

#show aaa accounting vrf management

VRF: management
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RADIUS Server Accounting

default: group radius

#show aaa accounting vrf all
VRF: management
default: group radius

VRF: default
default: group radius

#show aaa accounting
VRF: default

default: group radius
#

#show running-config aaa

aaa authentication login default vrf management group radius

aaa accounting default vrf management group radius

aaa group server radius radl vrf management
server Radius-Server-1 vrf management
server 100.0.0.1 vrf management

aaa authentication login default group radius
aaa accounting default group radius

aaa group server radius radl

server Radius-Server-1

server 100.0.0.1

RADIUS Server Accounting

You can configure accounting to measure the resources that another user consumes during access.

User

#configure terminal

Enter configure mode.

(config) #radius-server login host 10.12.17.11 seg-

num 1 key 7 wawyanbl23 auth-port 60000 acct-port
60000 timeout 6

Specify the radius server ipv4 address to be
configured with authentication port number,
accounting port number, shared key for Default vrf.
The radius server should be started with same port
number.

(config) #radius-server login host 10.12.17.11 seg-

num 1 key 7 wawyanbl23 auth-port 60000 acct-port
60000 timeout 6

Specify the radius server ipv4 address. The radius
server should be started with same port number

(config) #aaa accounting default group radius

Enable accounting for radius server configured for vrf
Default.

(config) #commit

Commit the configuration

Validation

#show aaa accounting

default: group radius

#show aaa accounting vrf all

default: group radius

VRF: default default: group radius
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Sample Radius Clients.conf File

#show aaa accounting
VRF: default default: group radius

#

#show running-config aaa

aaa authentication login default group radius aaa accounting default group radius
aaa group server radius radl server Radius-Server-1 server 100.0.0.1

aaa authentication login default group radius aaa accounting default group radius
aaa group server radius radl server Radius-Server-1 server 100.0.0.1

Sample Radius Clients.conf File

client 10.12.58.20 {

secret = testingl23

shortname = localhost

}

client 192.168.1.2 {

secret = testingl23

shortname = localhost

}

client 10.12.37.196 {

secret = testingl23

}

client 100.0.0.2 {

secret = testingl23

shortname = localhost

}

# IPv6 Client
#client ::1 {

# secret = testingl23

# shortname = localhost

#}
#

# A1l IPv6 Site-local clients

#client fe80::/16

{

# secret = testingl23

# shortname = localhost

Sample Radius Users Configuration File

#

#DEFAULT

# Service-Type =
# Login-Service =

# Login-IP-Host =

#

# Last default:
#

DEFAULT

HH H o W

Service-Type =

Login-User,

Rlogin,

shellbox.ispdomain.com

shell on the local terminal server.

Administrative-User
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# On no match, the user is denied access.

selftest Cleartext-Password := "password"

testuserl Cleartext-Password := "userl@l01l"
testuser2 Cleartext-Password := "user2@202"
testuser3 Cleartext-Password := "user3@303"
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AUTHENTICATION MANAGEMENT COMMAND
REFERENCE

Authentication, Authorization and ACCOUNING ... .. . 217
aaa authentication lOgiN .. . 219
aaa accoUNting defauUlt .. 220
aaa authentication login default ... . . 221
aaa authorization default ... . 222
aaa authentication login console fallback €rror ... ... .. 223
aaa authentication login default fallback error ... .. 224
B8 GIOUD SNV 225
aaa local authentication attempts max-fail ... 226
aaa local authentication unlock-timeout .......................... ... . 227
AEDUG B8a 228
disable default auto-enable ... ... .. . 229
SOV Bl 230
show aaa authentication ... 231
show aaa authentication l0gin ... .. 232
show @aaa authorization ... .. 233
SOW @88 GIOUD S . 234
ShOW @88 aCCOUNIING ... 235
ShOW rUNNING-CONFIG @88 ... ... 236

TACACSH COMMEANGS ... e 237
A POI Y o 238
clear tacacs-Server COUNTEIS ... ... ... ..o 239
AEDUG taCAC ST 240
defaUI 241
O 242
feature AYNamMiC-TDaC .. 243
featUre taCaCSt 244
ShOW debUg taCaCSt . 245
SNOW TDaC- POl CY .. 246
SNOW TDAC-TOIE ... 247
ShOW rUNNING-CONfig taCaCSt .. 248
SNOW LACACS-SIVET .. 249
tacacs-Server I0gin NOSt L. . 251
taCACS-SEIVer OGIN KOY .. . 253
tacacs-server login timEOUL L. . 254
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RADIUS COMMANGS ... e 255
Clear radiUS-SEIVET ... .. . 256
AebUG radiUS . 257
radius-server lo0gin NOSt .. 258
radius-server 10gin hoSt aCCt-POIt .. . 260
radius-server 1ogin host auth-port .. 262
radius-server login hoSt KeY ... .. 264
FadiUS-SEIVEr lOGIN KeY . 266
radius-Server login timeEOUL L. 268
SNOW AEbUG FadIUS .. 270
SNOW FAAIUS-SEIVET .. e 271
ShOW rUNNING-CONfig radiUS ... .. o 273
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Authentication, Authorization and Accounting

This chapter is a reference for the authentication:

« Authentication identifies users by challenging them to provide a user name and password. This information
can be encrypted if required, depending on the underlying protocol.

» Authorization provides a method of authorizing commands and services on a per user profile basis.

_l Note: Authorization will be auto-enabled if user enables the Authentication.

¢ Accounting collects detailed system and command information and stores it on a central server where it can
be used for security and quality assurance purposes.

The authentication feature allows you to verify the identity and, grant access to managing devices. The
authentication feature works with the access control protocols as described in these chapters:

» RADIUS Commands (page 255)
« TACACS+ Commands (page 237)

— Notes: Only network administrators can execute these commands. For more, see the username (page

= 377)command.

The commands below are supported only on the “management” VRF.

Per-command authorization needs to be enabled explicitly by the user whereas Session based
authorization will be implicitly enabled when user enables authentication.

This chapter describes these commands:

aaa aUtheNtiCatioN lOGIN o 219
aaa accounting default .. . 220
aaa authentication login default .. .. . 221
aaa authorizationdefault ... ... 222
aaa authentication login console fallback error ... . 223
aaa authentication login default fallback error ... . 224
A GEOUD SO VO 225
aaa local authentication attempts max-fail ... 226
aaa local authentication unlock-timeout ... 227
AEDUG A8 .. 228
disable default auto-enable .. ... . 229
SO VO 230
show aaa authentication ... ... ... 231
show aaa authentication l0gin ... 232
ShoW @aa authorization ... . 233
SOW @88 GIOUD S . 234
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SNOW @88 ACCOUNTING ..o 235
ShOW rUNNING-CONFIQ @88 ... ... 236
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aaa authentication login

aaa authentication login

Use this command to set login authentication behavior.

Use the no form of this command to disable either authentication behavior.

Command Syntax

aaa authentication login error-enable (vrf (NAME|management) |)
no aaa authentication login error-enable (vrf (NAME|management) |)

Parameters

error-enable
Display login failure messages.

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Local

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal
(config) #aaa authentication login error-enable vrf management
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aaa accounting default
Use this command to set a list of server groups to which to redirect accounting logs.

Use the no form of this command to only log locally.

Command Syntax

aaa accounting default (vrf (NAME|management) |) ((group LINE) |local)
no aaa accounting default (vrf (NAME|management) |) ((group) |local)

Parameters
group

Server group list for authentication

LINE
A space-separated list of up to 8 configured RADIUS or TACACS+ server group hames

local
Use local authentication

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Default AAA method is local
Default groups: RADIUS or TACACS+

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #aaa accounting default vrf management group radius
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aaa authentication login default

Use this command to set the AAA authentication methods.

Use the no form of this command to set the default AAA authentication method (local).

Command Syntax

aaa authentication login default (vrf (NAME|management)|) ((group LINE) | (local (|none)) | (none))
no aaa authentication login default (vrf (NAME|management) |) ((group) | (local (|none)) | (none))

Parameters

group
Use a server group list for authentication

LINE
A space-separated list of up to 8 configured RADIUS or TACACS+, server group hames followed by 1local
or none or both local and none. The list can also include:

radius
All configured RADIUS servers

tacacs+
All configured TACACS+ servers

local
Use local authentication

none
No authentication

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, AAA authentication method is local
By default, groups: RADIUS or TACACS+

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #aaa authentication login default vrf management group radius
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aaa authorization default

Use this command to enable per-command authorization. By enabling this user should be able to authorize every
command executed via configured server.

This authorization will work only when authentication is successful.

Use the no form of this command to disable authorization.

Command Syntax

aaa authorization default (vrf (NAME|management)|) ((group LINE) |local)
no aaa authorization default (vrf (NAME|management)|) ((group LINE) |local)
Parameters
group
Server group list for authentication
LINE

Space-separated list of up to 8 configured TACACS+ server group names

local
Use local authentication

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Default AAA method is local
Default groups: TACACS+

Command Mode

Configure mode

Applicability

This command is introduced in OcNOS version 6.1.0. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #aaa authorization default vrf management group tacacs+
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aaa authentication login console fallback error

Use this command to enable fallback to local authentication for the console login if remote authentication is
configured and all AAA servers are unreachable.

Use the no form of this command to disable fallback to local authentication for the console login.

Command Syntax

aaa authentication login console fallback error local (vrf (NAME|management) |)
no aaa authentication login console fallback error local (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

AAA authentication is local.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #aaa authentication login console fallback error local
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aaa authentication login default fallback error

Use this command to enable fallback to local authentication for the default login if remote authentication is
configured and all AAA servers are unreachable.

Use the no form of this command to disable fallback to local authentication.

Command Syntax

aaa authentication login default fallback error local (vrf (NAME|management) |)
no aaa authentication login default fallback error local (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, AAA authentication is local.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #aaa authentication login default fallback error local vrf management
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daaa group server

Use this command to create a server group and enter server group configure mode.

Use the no form of this command to remove a server group.

Command Syntax

aaa group server (radius|tacacs+) WORD (vrf (NAME|management) |)
no aaa group server (radius|tacacs+) WORD (vrf (NAME|management) |)

Parameters

radius
RADIUS server group

tacacs+
TACACS+ server group

WORD
Server group name; maximum 127 characters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Disabled

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal
(config) #aaa group server radius maxsmart
(config-radius) #
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aaa local authentication attempts max-fail

Use this command to set the number of unsuccessful authentication attempts before a user is locked out.

Use the no form of this command to disable the lockout feature.

Command Syntax

aaa local authentication attempts max-fail <1-25>
no aaa local authentication attempts max-fail

Parameters

<1-25>
Number of unsuccessful authentication attempts

Default

By default, the maximum number of unsuccessful authentication attempts before a user is locked out is 3.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #aaa local authentication attempts max-fail 2
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aaa local authentication unlock-timeout

Use this command to set timeout value in seconds to unlock local user-account.

Use the no form of this command to set default timeout value in seconds.

_=’ Note: This command is applicable only to local user but not for user or users present at the server end
to authenticate using TACACS+ or RADIUS.

Command Syntax

aaa local authentication unlock-timeout <1-3600>
no aaa local authentication unlock-timeout

Parameters

<1-3600>
Timeout in seconds to unlock local user-account.

Default

By default, the unlock timeout is 1200 seconds.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #aaa local authentication unlock-timeout 1800
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debug aaa

Use this command to display AAA debugging information.

Use the no form of this command to stop displaying AAA debugging information.

Command Syntax

debug aaa
no debug aaa

Parameters

None

Command Mode

Configure mode and Execution mode
Applicability
This command was introduced before OcNOS version 1.3.

Examples

#debug aaa
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disable default auto-enable

Use this command to disable auto-enable feature in remote authentication for user role "network-user".

Use no parameter of this command to enable auto-enable feature.

Command Syntax

disable default auto-enable
no disable default auto-enable

Parameters

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 6.5.1.

Examples

The following CLI disable auto-enable feature for user role "network-user" in remote authentication.

OcNOS (config) #disable default auto-enable
OcNOS (config) #commit
OcNOS (config) #exit
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server

server

Use this command to add a server to a server group.

Use the no form of this command to remove from a server group.

Command Syntax

server (A.B.C.D | X:X::X:X | HOSTNAME)
no server (A.B.C.D | X:X::X:X | HOSTNAME)

Parameters

A.B.C.D
IPv4 address

XX XX
IPv6 address

HOSTNAME
DNS host name of the server.

Default

None

Command Modes

RADIUS Server Group mode and TACACS Server Group mode
Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal

(confiqg) #feature tacacs+

(config) #aaa group server tacacs+ TacacsGroupéd
(config-tacacs) #server 203.0.113.127
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show aaa authentication

Use this command to display AAA authentication configuration.

Command Syntax

show aaa authentication

Parameters

vrf management

(vrf (NAME|management) |)

Defines the management VRF instance.

vrf NAME

Specify the user-defined VRF instance name.

Command Modes

Execution mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show aaa authentication
VRF: default

default: local
console: local

The table below explains the output fields.

Table 12. show aaa authentication fields

Field Description

VRF Virtual Routing and Forwarding (VRF) default support.
Default Displays the aaa authentication method list.

Console Authentication setting for the console access.
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show aaa authentication login

Use this command to display AAA authentication configuration for login default and login console.

Command Syntax

show aaa authentication login error-enable (vrf (NAME|management) |)

Parameters

error-enable
Display setting for login failure messages

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Command Modes
Execution mode
Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show aaa authentication login error-enable
VRF: default
disabled

The table below explains the output fields.

Table 13. show aaa authentication login error-enable fields

Field Description
VRF Virtual Routing and Forwarding (VRF) default support.
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show aaa authorization

Use this command to display AAA authorization configuration.

Command Syntax

show aaa authorization (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Command Modes

Execution mode

Applicability

This command is introduced in OcNOS version 6.1.0. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show aaa authorization
VRF: default
default: group tacacs+
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show aaa groups

Use this command to display AAA group configuration.

Command Syntax

show aaa groups (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Command Modes
Execution mode
Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show aaa groups
VRF: default
radius

The table below explains the output fields.

Table 14. show aaa groups fields

Field Description
VRF Virtual Routing and Forwarding (VRF) default support.

© 2025 IP Infusion Inc. Proprietary 234



OcNOS DC System Management show aaa accounting

show aaa accounting

Use this command to display AAA accounting configuration.

Command Syntax

show aaa accounting (vrf (NAME|management|all) |)

Parameters

vrf all
Accounting configs presentin all VRFs.

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Command Modes

Execution mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#show aaa accounting
VRF: default
default: group tacacs+

The table below explains the output fields.

Table 15. show aaa accounting fields

Field Description
VRF Virtual Routing and Forwarding (VRF) default support.
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show running-config aaa

Use this command to display AAA settings in the running configuration.

Command Syntax

show running-config aaa (vrf (NAME|management) |all) |)

Parameters

vrf all
All VRFs

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Command Modes

Execution mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show running-config aaa

aaa authentication login default vrf management group tacacs+
aaa group server tacacst+ tacl

server 2.2.2.2 vrf management

The table below explains the output fields.

Table 16. show running-config aaa

Field Description

AAA Authentication Authentication method used for login.

AAA Group AAA group for the server.

Server IP address of the server used for the authentication.
VRF Management The authentication process for VRF instance.
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TACACS+ Commands

Terminal Access Controller Access-Control System Plus (TACACS+, usually pronounced like tack-axe) is an
access control network protocol for network devices.

The differences between RADIUS and TACACS+ can be summarized as follows:

* RADIUS combines authentication and authorization in a user profile, while TACACS+ provides separate
authentication.

* RADIUS encrypts only the password in the access-request packet sent from the client to the server. The
remainder of the packet is unencrypted. TACACS+ encrypts the entire body of the packet but leaves a
standard TACACS+ header.

« RADIUS uses UDP, while TACACS+ uses TCP.

* RADIUS is based on an open standard (RFC 2865). TACACS+ is proprietary to Cisco, although itis an
open, publicly documented protocol (there is no RFC protocol specification for TACACS+).

— Notes:
_d + Only network administrators can execute these commands. For more, see the username
(page 377) command.

+ The commands below are supported only on the “management” VRF.

This chapter contains these commands:

A POI Y 238
clear tacacs-SerVer COUNETS .. . 239
AEDUG taCaC St 240
JefaUIt 241
BNy 242
feature dynamiC-TDacC ... . 243
featUrE taCACST 244
SNOW AU taCAC ST 245
SOW TDaC- POl CY . 246
SNOW TDAC-TOIE . . 247
ShOW FUNNING-CONMig taCaCST .. 248
SNOW LACACS-SEIVEI ... 249
taCaCS-SEIVEr lOgiN NOSt . 251
tacacs-Server login KeY .. . 253
tacacs-server Iogin timeOUt . 254
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add policy

Use this command to add a policy to a TACACS+ role-based authorization (RBAC) role.

Use the no form of this command to remove a policy from an RBAC role.

Command Syntax

add policy POLICY-NAME
no add policy POLICY-NAME

Parameters

POLICY-NAME
Name of the policy

Default

None

Command Mode

RBAC role mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The following examples demonstrate the configuration of a role named 'myRole,' defining its default permissions,
adding 'myPolicyl' to the role, and subsequently removing ‘myPolicy2' from it.

OcNOS (config) #role myRole

OcNOS (config-role) #default permit-all
OcNOS (config-role) #add policy myPolicyl
OcNOS (config-role) #no add policy myPolicy?2
OcNOS (config-role) ffexit
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clear tacacs-server counters

Use this command to clear the counter on a specified TACACS server.

Syntax

clear tacacs-server ((HOSTNAME | X:X::X:X | A.B.C.D)|) counters (vrf ( NAME|management | )

Parameters
HOSTNAME
The name of the server
X: XXX
IPv6 address of the server

A.B.C.D
IPv4 address of the server

vrf
VREF of the sever

management
The management VRF

all
All VRFs

Default

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#clear tacacs-server 10.1.1.1 counters
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debug tacacs+

Use this command to display TACACS+ debugging information.
Use the no form of this command stop displaying TACACS+ debugging information.

Command Syntax

debug tacacs+

no debug tacacs+
Parameters
None

Default

None

Command Mode

Execution mode and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#debug tacacs+
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default

Use this command to set the default rule for a TACACS+ role-based authorization (RBAC) role.

Use the no parameter with this command to remove the default rule for a TACACS+ role-based authorization
(RBAC) role.

Command Syntax

default (permit-all | deny-all)
no default

Parameters

permit-all
Permit all commands

deny-all
Deny all commands

Default

Unless this command is explicitly configured, the default rule for arole is deny-all.

Command Mode

RBAC role mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The below example illustrates the configuration of a role named 'myRole'in OcNOS, and specifying its default
permission.
OcNOS (config) #role myRole

OcNOS (config-role) #default permit-all
OcNOS (config-role) ffexit
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deny

Use this command to add a deny rule to a TACACS+ role-based authorization (RBAC) policy.

Use the no form of this command to remove a deny rule from an RBAC policy.

Command Syntax

deny RULE-STRING (mode MODE-NAME |)
no deny RULE-STRING (mode MODE-NAME |)

Parameters

RULE-STRING
Command string

MODE-NAME
Command prompt string such as config-router or config-1if. Deny access to the command only in
this mode.

Default

None

Command Mode

RBAC policy mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The example below illustrates the configuration of a policy named myPolicy in OcNOS. Itincludes a deny rule that
restricts access to the ip address command, specifically within the configuration interface mode (config-if).

OcNOS#configure terminal

OcNOS (config) #policy myPolicy

OcNOS (config-policy) #deny “ip address” mode config-if
OcNOS (config-policy) #end
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feature dynamic-rbac

Use this command to enable the TACACS+ role-based authorization (RBAC) feature.

Use the no form of this command to disable the RBAC feature.

Command Syntax

feature dynamic-rbac
no feature dynamic-rbac

Parameters

None

Default

By default, feature TACACS+ RBAC is disabled.

Command Mode

Configure mode
Applicability
This command was introduced in OcNOS version 6.4.1.

Examples

The example below illustrates the configuration of enabling the TACACS+ RBAC feature.

OcNOS#configure terminal
OcNOS (config) #feature dynamic-rbac
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feature tacacs+

Use this command to enable the TACACS+ feature.

Use the no form of this command to disable the TACACS+ feature.

Command Syntax

feature tacacs+ (vrf (NAME|management) |)

no feature tacacs+ (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal

(config) #feature tacacs+ vrf management
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show debug tacacs+

Use this command to display whether TACACS+ debugging is enabled.

Command Syntax

show debug tacacs+

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show debug tacacs+

TACACS client debugging is on
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show rbac-policy

Use this command to display TACACS+ role-based authorization (RBAC) policies.

Command Syntax

show rbac-policy (POLICY-NAME |)

Parameters

POLICY-NAME
Policy name

Default

None

Command Mode

Execution mode and Privileged execution mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The following examples display the show output of the RBAC policy named myPolicy and its associated
configurations.

OcNOS#show rbac-policy myPolicy
Policy Name : myPolicy
permit "ip address" mode config-if
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show rbac-role

Use this command to display information about TACACS+ role-based authorization (RBAC) roles.

Command Syntax

show rbac-role (ROLE-NAME |)

Parameters

ROLE-NAME
Role name

Default

None

Command Mode

Execution mode and Privileged execution mode
Applicability

This command was introduced in OcNOS version 6.4.1.

Examples

The following examples display the show output of the RBAC role named myRole and its associated configurations.

OcNOS#show rbac-role myRole

Role Name : myRole
Default rule : permit-all
Attached Policies : myPolicyl
: myPolicy?2
Table 17. show rbac-role fields
Entry Description
Role Name Displays the name of the role, in this case, myRole.

Indicates the default rule associated with the role, which can be permit-all or

Default rule
deny-all.

Lists the names of policies that are attached to this role. In the example, myPolicyl

Attached Policies
°! and myPolicy?2 are attached to myRole.
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show running-config tacacs+

Use this command to display TACACS+ settings in the running configuration.

Command Syntax

show running-config tacacs+

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show running-config tacacs+
feature tacacs+ vrf management

tacacs-server login host 10.16.19.2 vrf management seg-num 1 key 7 0x9f4a8983e0216052

Table 18 explains the output fields.

Table 18. show running-config fields

Entry Description

TACAS server host TACACS+ server Domain Name Server (DNS) name.

Seqg-num Sequence number of user authentication attempt with the TACACS+ server.
VRF Management The management traffic using VPN Routing and Forwarding (VRFs).
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show tacacs-server
Use this command to display the TACACS+ server configuration.

Command Syntax

show tacacs-server (|vrf (NAME|management]|) ((WORD) | (groups (GROUP|) |) | (sorted)

Parameters

WORD
DNS host name or IP address
groups
TACACS+ server group
GROUP
Group name; if this parameter is not specified, display all groups
sorted
Sort by TACACS+ server name
vrf management
Defines the management VRF instance.
vrf NAME
Specify the user-defined VRF instance name.

Command Mode

Execution mode
Applicability
This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#show tacacs-server

total number of servers:l1l

Tacacs+ Server : 192.168.10.215/49(%*)

Sequence Number : 1

Failed Auth Attempts : 0

Success Auth Attempts : 14

Failed Connect Attempts : 0

Last Successful authentication: 2017 December 18, 12:27:13

(*) indicates last active.

Here is the explanation of the show command output fields.

Table 19. show tacacs-server output fields

Field Description

Sequence Number | Sequence number of user authentication attempt with the TACACS+ server.
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Table 19. show tacacs-server output fields (continued)

Field Description
) Number of times user authentication failed with the TACACS+ server.
;tatl?:p?: th Increments for server key mismatches and password mismatches or wrong password for
the user.
Success Auth Number of times user authenticated with TACACS+ server.
Attempts Increments for each successful login.

Number of failed TCP socket connections to the TACACS+ server.
Failed Connect

Attempts Increments for server connection failure cases such as server not-reachable, server port

mismatches.

Last Successful

. Timestamp when user successfully authenticated with the TACACS+ server.
authentication
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tacacs-server login host

Use this command to set the TACACS+ server host name or IP address.

Use the no form of this command to remove an TACACS+ server (if only a host name or IP address is specified as
parameter) or to remove all of a TACACS+ server's configuration settings (if any other parameters are also
specified).

p— Notes: When the hostname is configured as a TACACS server, and the local client interface has poth

_/ IPv4 and IPv6 addresses assigned, the DNS hostname resolution prioritizes the IPv6 address.
If the IPv6 address is unreachable, the system does not fall back to the IPv4 address.
Therefore, the user must either:

+ Configure only IPv4 or IPv6.
or

« Ensure that the IPv6 address remains reachable.

Command Syntax

tacacs-server login host (HOSTNAME | X:X::X:X | A.B.C.D) (vrf (NAME|management]|)) (seg-num <1-8> |) (key
((0 WORD) | (7 WORD) | (WORD)) |) (port <1025-65535> |) (timeout <1-60> |)

no tacacs-server login host (HOSTNAME | A.B.C.D | X:X::X:X) (vrf (NAME|management|)

no tacacs-server login host (HOSTNAME | X:X::X:X | A.B.C.D) (vrf (NAME]|management]|)) (key ((0 WORD) | (7
WORD) | (WORD)) |) (port <1025-65535> |) (timeout <1-60> |)

Parameters

HOSTNAME
Host name
X: XXX
IPv6 address

A.B.C.D
IPv4 address
vrf
Virtual Routing and Forwarding

management
Management VRF

seq-num

Sequence Number / Priority index for tacacs-servers
key

Authentication and encryption key (“shared secret”)

Unencrypted (clear text) shared key
WORD
Unencrypted key value; maximum length 63 characters

Hidden shared key
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WORD

Hidden key value; maximum length 512 characters
WORD

Unencrypted (clear text) shared key value; maximum length 63 characters
port

TACACS+ server port

<1205-65535>
TACACS+ server port number; the default is 49

timeout
TACACS+ server timeout

<1-60>
Timeout value in seconds; default is 5 seconds

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Enable authentication for TACACS+ server configured. Authorization is also enabled by default. The default server

port is 49.The default timeout value is 5 seconds.

There is no command to enable authorization. Authorization functionality is enabled by default when remote.
authentication is enabled with TACACS+.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal

(config) #tacacs-server login host 203.0.113.31 vrf management
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tacacs-server login key

Use this command to set a global preshared key (“shared secret”) which is a text string shared between the device
and TACACS+ servers.

Use the no form of this command to remove a global preshared key.

Command Syntax

tacacs-server login key ((0 WORD) | (7 WORD) | (WORD)) (vrf (NAME| management]|)
no tacacs-server login key ((0 WORD) | (7 WORD) | (WORD)) (vrf (NAME| management]|)
Parameters

0

Unencrypted (clear text) shared key

WORD
Unencrypted key value; maximum length 63 characters

Hidden shared key

WORD
Hidden key value; maximum length 512 characters

WORD
Unencrypted (clear text) shared key value; maximum length 63 characters

vrf
Virtual Routing and Forwarding

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode
Configure mode
Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal

(config) #tacacs-server login key 7 jvnO05mlQH]1 vrf management
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tacacs-server login timeout

Use this command to set the period to wait for a response from the server before the client declares a timeout
failure. The default timeout value is 5 seconds.

You can only give this command when the TACACS+ feature is enabled.

Use the no form of this command to set the timeout value to its default value (5 seconds).

Note: TELNET client session's default timeout is 60 seconds, so configuring timeout of 60 seconds
timeout impacts TELNET client applications, because it cannot be fallback to use the other configured
server/group. Hence it is recommended to configure 57 seconds or lesser timeout while using
TELNET. This timeout doesn't have an impact on SSH connections.

I
JIl

Command Syntax

tacacs-server login timeout <1-60> (vrf (NAME| management]|)

no tacacs-server login timeout (vrf (NAME|management]|)

Parameters

<1-60>
Timeout value in seconds

vrf
Virtual Routing and Forwarding

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode
Configure mode
Applicability

This command is introduced in OcNOS version 1.3.9.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal

(config) #tacacs-server login timeout 35 vrf management
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RADIUS Commands

This chapter is a reference for Remote Authentication Dial In User Service (RADIUS) commands, RADIUS provides
centralized Authentication, Authorization management for users that connect to and use a network service. RADIUS
is specified in RFC 2865.

— Notes: Only network administrators can execute these commands. For more, see the username (page
= 377)command.

The commands below are supported only on the “management” VRF.

Clear TAAIUS-SEIVE .. . e 256
AU FaAIUS .o 257
radius-server login oSt . .l 258
radius-server login host aCCt-pOrt .. 260
radius-server login host auth-port .. 262
radius-SerVer I0gin NOSt K Y ... . 264
radius-SerVer l0gin KeY ... 266
radius-server login timeEOUL . 268
SHOW Ae UG FadiUS . 270
SNOW radIUS-SEIVET ... . e 271
show running-CoNnfig radiUs ... .. 273
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clear radius-server

Use this command to clear Radius Server statistics.

Command Syntax

clear radius-server ((HOSTNAME | X:X::X:X | A.B.C.D)|) counters (vrf (management | all)|)

Parameters
A.B.C.D
IPv4 address of RADIUS server
X: XXX
IPv6 address of RADIUS server

HOSTNAME
DNS host name of RADIUS server

vrf management
To clear radius server counters for Virtual Routing and Forwarding management

all
To clear radius server counters for both management an default vrf

counters
To clear radius server counters for default vrf

Default

None

Command Mode

Execution mode

Applicability

This command was introduced in OcNOS version 1.3.
Example

#clear radius-server counters vrf management

© 2025 IP Infusion Inc. Proprietary 256



OcNOS DC System Management debug radius

debug radius

Use this command to display RADIUS debugging information.
Use the no form of this command stop displaying RADIUS debugging information.

Command Syntax

debug radius
no debug radius

Parameters

None

Command Mode

Execution mode and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#debug radius

© 2025 IP Infusion Inc. Proprietary 257



OcNOS DC System Management radius-server login host

radius-server login host

Use this command to configure a RADIUS server for both accounting and authentication.

Use the no form of this command to remove a RADIUS server.

Command Syntax

radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) seg-num (<1-
radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) seg-num (<1-
<1-60>
radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) seg-num (<1-
<0-65535> |) | timeout <1-60> |)
radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) seg-num (<1-
port <0-65535> (| (acct-port <0-65535> (| (timeout <1-60>))))))
radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) seg-num (<1l-
WORD) | (7 WORD)) (| (auth-port <0-65535> (| (acctport <0-65535> (| (timeout <1-60>)))))))
no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num
no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num
timeout
Parameters
login
Remote login
A.B.C.D
IPv4 address of RADIUS server
X:X::X:X
IPv6 address of RADIUS server
HOSTNAME
DNS host name of RADIUS server
seq-num
seq-num Sequence Number / Priority index for radius-servers
<1-8>

sequence number for servers

timeout
How long to wait for a response from the RADIUS server before declaring a timeout failure

<1-60>
Range of time out period in seconds

vrf
Virtual Routing and Forwarding

management
Management VRF

Default

None

Command Mode

Configure mode

8>)
8>) timeout

8>) (acct-port
8>) (| (auth-

8>) (I (key ((O
)

(<1-8>) 1)
(<1-8>) 1)
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Applicability
This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #radius-server login host 203.0.113.15 vrf management seg-num 1
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radius-server login host acct-port

Use this command to configure a RADIUS server and specify a UDP port to use for RADIUS accounting messages.

Use the no form of this command to remove a RADIUS server.

Command Syntax

radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num (<1-8>)]|) acct-
port <0-65535> |) | timeout <1-60> |)

no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num (<1-8>)])
acct-port |) | timeout <1-60> |)

Parameters
login
Remote login

A.B.C.D
IPv4 address of RADIUS server

XX XX
IPv6 address of RADIUS server

HOSTNAME
DNS host name of RADIUS server

seq-num
seq-num Sequence Number / Priority index for radius-servers

<1-8>
sequence number for servers

acct-port
UDP port to use for RADIUS accounting messages

<0-65535>
Range of UDP port numbers

timeout
How long to wait for a response from the RADIUS server before declaring a timeout failure

<1-60>
Range of timeout period in seconds

vrf
Virtual Routing and Forwarding

management
Management VRF

Default

By default, Radius-server login host acct-portis 1813

Command Mode

Configure mode
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Applicability
This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #radius-server login host 192.168.2.3 vrf management seg-num 2 acct-port 23255
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radius-server login host auth-port

Use this command to configure a RADIUS server and specify a UDP port to use for RADIUS authentication
messages.

Use the no form of this command to remove a RADIUS server.

Command Syntax

radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num (<1-8>)]) (|
(auth-port <0-65535> (| (acct-port <0-65535> (| (timeout <1-60>))))))
no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num (<1-8>)])
(auth-port (| (acct-port (|timeout))))
Parameters
login
Remote login
A.B.C.D
IPv4 address of RADIUS server
X:X::X:X
IPv6 address of RADIUS server
HOSTNAME
DNS host name of RADIUS server
seq-num
seg-num Sequence Number / Priority index for radius-servers
<1-8>
sequence number for servers
auth-port
UDP port to use for RADIUS accounting messages
<0-65535>
Range of UDP port numbers
acct-port
UDP port to use for RADIUS accounting messages
<0-65535>
Range of UDP port numbers
timeout

How long to wait for a response from the RADIUS server before declaring a timeout failure

<1-60>
Range of timeout period in seconds

vrf
Virtual Routing and Forwarding

management
Management VRF

Default

By default, Radius-server login host acct-port is 1812.
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Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #radius-server login host 203.0.113.15 vrf management seg-num 1 auth-port 23255
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radius-server login host key

Use this command to set per-server shared key (“shared secret”) which is a text string shared between the device
and RADIUS servers.

Use the no form of this command to remove a server shared key.

Command Syntax

radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management]|) (seg-num (<1-8>)]) (| (key
((0 WORD) | (7 WORD)) (| (auth-port <0-65535> (| (acct-port <0-65535> (| (timeout <1-60>))))))))
no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num (<1-8>)]) (key
((0 WORD) | (7 WORD) ) (| (auth-port <0-65535> (| (acct-port (| (timeout)))))))
Parameters
login
Remote login
A.B.C.D
IPv4 address of RADIUS server
X: XXX
IPv6 address of RADIUS server
HOSTNAME
DNS host name of RADIUS server
seq-num
seg-num Sequence Number / Priority index for radius-servers
<1-8>

sequence number for servers

Unencrypted (clear text) shared key

WORD
Unencrypted key value; maximum length 63 characters

Hidden shared key
WORD

Hidden key value; maximum length 63 characters
WORD

Unencrypted (clear text) shared key value; maximum length 63 characters
auth-port

UDP port to use for RADIUS accounting messages
<0-65535>

Range of UDP port numbers
acct-port

UDP port to use for RADIUS accounting messages

<0-65535>
Range of UDP port numbers
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timeout
How long to wait for a response from the RADIUS server before declaring a timeout failure

<1-60>
Range of timeout period in seconds

vrf
Virtual Routing and Forwarding

management
Management VRF

Default

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #radius-server login host 203.0.113.15 vrf management seg-num 1 key 0 testing auth-port 23255
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radius-server login key

Use this command to set a global preshared key (“shared secret”) which is a text string shared between the device
and RADIUS servers.

Use the no form of this command to remove a global preshared key.

Command Syntax

radius-server login key ((0 WORD) | (7 WORD)) (vrf management])
radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (seg-num
(<1-8>)1) (I (key ((0 WORD) | (7 WORD)) (| (auth-port <0-65535> (| (acctport <0-65535> (| (timeout <1-
60>))))))))
no radius-server login key ((0 WORD) | (7 WORD)) (vrf management]|)
no radius-server login host (A.B.C.D | X:X::X:X | HOSTNAME) (vrf management|) (segqnum(<1-8>)|) (key ((O
WORD) | (7 WORD)) (| (auth-port <0-65535> (| (acctport (| (timeout)))))))
Parameters
login
Remote login
0

Unencrypted (clear text) shared key

WORD
Unencrypted key value; maximum length 63 characters

Hidden shared key

WORD
Hidden key value; maximum length 63 characters

WORD
Unencrypted (clear text) shared key value; maximum length 63 characters

vrf
Virtual Routing and Forwarding

management
Management VRF

Default

None

Command Mode
Configure mode
Applicability

This command was introduced before OcNOS version 1.3.
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Examples

#configure terminal
(config) #radius-server login key 7 p2Acx1QA vrf management

#configure terminal
(config) #no radius-server login key 7 p2AcxlQA vrf management
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radius-server login timeout

Use this command to set the global timeout which is how long the device waits for a response from a RADIUS server
before declaring a timeout failure.
Use the no form of this command to set the global timeout to its default (1 second).

— Note: TELNET client session's default timeout is 60 seconds, so configuring timeout of 60 seconds
l timeout impacts TELNET client applications, because it cannot be fallback to use the other configured
server/group. Hence it is recommended to configure 57 seconds or lesser timeout while using
TELNET. This timeout doesn't have an impact on SSH connections.

Command Syntax

radius-server login timeout <1-60> (vrf management]|)
no radius-server login timeout (vrf management]|)

Parameters

login

Remote login
<1-60>

Range of timeout period in seconds
vrf

Virtual Routing and Forwarding
management

Management VRF

_:, Note: The system takes minimum 3 secs to timeout even though the configured timeout value is less
than 3 seconds. Hence do not configure timeout value less than 3 secs. The timeout range value is
mentioned as 1-60 secs for backward compatibility.

Default

By default, radius-server login timeout is 5 seconds

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
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(config) #radius-server login timeout 15 vrf management

#configure terminal
(config) #no radius-server login timeout 15 vrf management
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show debug radius

Use this command to display debugging information.

Command Syntax

show debug radius

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show debug radius
RADIUS client debugging is on
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show radius-server

Use this command to display the RADIUS server configuration.

Command Syntax

show radius-server

Parameters

WORD

(|vrf (management|all)) ( (WORD) | (groups

DNS host name or IP address

groups

RADIUS server group

GROUP

(GROUP|) |) | sorted

Group name; if this parameter is not specified, display all groups

sorted

Sort by RADIUS server name

vrf

management or all VRFs

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show radius-server vrf management
VRF: management

timeout value: 5

Total number of servers:2
Following RADIUS servers are configured:

Radius Server 10.12.12.39
Sequence Number 1
available for authentication on port : 1812
available for accounting on port : 1813
RADIUS shared secret R
Failed Authentication count : 0
Successful Authentication count : 0
Failed Connection Request : 0
Last Successful authentication

Radius Server 1.1.1.1
Sequence Number 2
available for authentication on port : 1234
available for accounting on port : 1234
timeout 5
Failed Authentication count 0
Successful Authentication count 0
Failed Connection Request 0

Last Successful authentication

Here is the explanation of the "show radius-server fields" output fields.
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Table 20. show radius-server fields

Entry Description

VRF Virtual Routing and Forwarding (VRF) default support.

Period the local router waits to receive a response from a RADIUS accounting

Ti Val
imeout Value server before retransmitting the message

Total number of servers Number of authentication requests received by the authentication server.
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show running-config radius
Use this command to display RADIUS configuration settings in the running configuration.
Command Syntax

show running-config radius

Parameters

None

Command Mode
Execution mode
Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show running-config radius
10.12.12.39 vrf management seg-num 1 key 7 wawyanbl23
1.1.1.1 vrf management seg-num 2 auth-port 1234 acct-po
rt 1234
radius-server login key 7 wawyanbl23
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Telnet Configuration

Overview

Telnet is a TCP/IP protocol used on the Internet and local area networks to provide a bidirectional interactive text-
oriented communications facility using a virtual terminal connection. The Telnet program runs, connectsitto a
server on the network. A user can then enter commands through the Telnet program and they will be executed as if
the user were entering them directly on the server console. Telnet enables users to control the server and
communicate with other servers on the network. The default port number for Telnet protocol is 23. Telnet offers
users the capability of running programs remotely and facilitates remote administration.

In-band Management Over Default VRF

OcNOS supports Telnet over the default and management VRFs via in-band management interface and OOB
management interface, respectively.

By default, Telnet runs on the management VRF.

Telnet Configuration with IPv4 Address
Topology

Figure 10. Telnet topology

SWi1

Remote
machine

Enable and Disable the Telnet Server

#configure terminal Enter configure mode
(config) #no feature telnet vrf management Disable Telnet feature
(config) #feature telnet vrf management Enable Telnet feature

Commit the candidate configuration to the running

(config) #commit . .
configuration

(config) #exit Exit configure mode

© 2025 IP Infusion Inc. Proprietary 275



OcNOS DC System Management

Telnet Configuration with IPv6 Address

Configure the Telnet Server Port

#configure terminal

Enter configure mode

(config) #no feature telnet vrf management

Disable Telnet feature

(config) #telnet server port 6112 vrf management

Set Telnet portto 61112

(config) #feature telnet vrf management

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Telnet Client Session

#telnet 10.10.10.1 vrf management

Log into remote machine using IPv4 address

Validation

#show telnet server

VRF MANAGEMENT

telnet server enabled port: 23
VRF DEFAULT:

telnet server enabled port: 6112

#show running-config telnet server

feature telnet vrf management
no feature telnet

Telnet Configuration with IPv6 Address

Telnet is performed with IPv6 IP and verified by logging on remote PC.

Topology

The sample configuration of Telnet is:

Figure 11. Telnet Configuration topology

Router

Remote machine
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Basic Configuration

#configure terminal Enter configure mode
(config) #no feature telnet vrf management Disable Telnet feature
(config) #feature telnet vrf management Enable Telnet feature

(confiq) fcommit Commit the candidate configuration to the running

configuration
(config) #exit Exit configure mode
Configure the Telnet Server Port
#configure terminal Enter configure mode
(config) #no feature telnet vrf management Disable Telnet feature
(config) #telnet server port 6112 vrf management SetTeh1etportk)6112
(config) #feature telnet vrf management Enable Telnet feature

, , Commit the candidate configuration to the running
(config) #commit

configuration
(config) #exit Exit configure mode
Telnet Client Session
#telnet 2001::1 vrf management Log into remote machine using IPv6 address

Validation

##show telnet server

VRF MANAGEMENT
telnet server enabled port: 23

VRF DEFAULT:
telnet server enabled port: 6112

#show running-config telnet server

feature telnet vrf management
no feature telnet

In-band Management Over User Defined VRF

From release 6.5.3, OcNOS supports Telnet over the user defined vrfs as well along with default and management
VREFs via in-band interface.

By default, Telnet runs on the management VRF. If user wants to enable telnet feature over user defined vrfs which
can be part of MPLS L3VPN/EVPN, it is possible to enable telnet feature over those user defined vrfs.

User must able to enable telnet feature over multiple user defined vrfs simultaneously with default/non default telnet
ports.
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Telnet Configuration with IPv4 Address

Telnet Configuration with IPv4 Address

Topology

Figure 12. Telnet Configuration topology

I )

Router

Remote machine

Enable and Disable the Telnet Server on user defined vrf say vrf name is vrf_test

#configure terminal

Enter configure mode

(config) #no feature telnet vrf vrf test

Disable Telnet feature

(config) #feature telnet vrf vrf test

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Configure the Telnet Server Port on user defined vrf say vrf name is vrf_test

#configure terminal

Enter configure mode

(config) #ip vrf vrf test

Configure User defined vrf

(config) #no feature telnet vrf vrf test

Disable Telnet feature

(config) #telnet server port 6112 vrf vrf test

Set Telnet portto 61112

(config) #feature telnet vrf vrf test

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Telnet Client Session

#telnet 10.10.10.1

Log into remote machine using IPv4 address

Validation

#show telnet server

VRF MANAGEMENT
telnet server enabled port: 23 VRF DEFAULT:
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Telnet Configuration with IPv6 Address

telnet server enabled port: 23
VRF vrf test:
telnet server enabled port: 6112

#show running-config telnet server
feature telnet vrf vrf test
feature telnet vrf management
feature telnet

Telnet Configuration with IPv6 Address

Telnet is performed with IPv6 IP and verified by logging on remote PC.

Topology

Figure 13. Telnet Configuration topology

Router

Basic Configuration

Remote machine

#configure terminal

Enter configure mode

(config) #ip vrf vrf test

Configure User defined vrf

(config) #no feature telnet vrf vrf test

Disable Telnet feature

(config) #feature telnet vrf vrf test

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Configure the Telnet Server Port

#configure terminal

Enter configure mode

(config) #no feature telnet vrf vrf test

Disable Telnet feature

(config) #telnet server port 6112 vrf vrf test

Set Telnet port to 6112

(config) #feature telnet vrf vrf test

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode
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Telnet Client Session

#telnet 2001::1 Log into remote machine using IPv6 address

Validation

#show telnet server

VRF MANAGEMENT

telnet server enabled port: 23 VRF DEFAULT:
telnet server enabled port: 23

VRF vrf test:

telnet server enabled port: 6112

#show running-config telnet server
feature telnet vrf vrf test
feature telnet vrf management
feature telnet
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SSH Client Server Configuration

Overview

SSH is a network protocol that allows data to be exchanged using a secure channel between two networked
devices. SSH was designed as a replacement for Telnet and other insecure remote shells, which send information,
notably passwords, in plain text, rendering them susceptible to packet analysis.[2] The encryption used by SSH is
intended to provide confidentiality and integrity of data over an unsecured network, such as the Internet. SSH uses
public-key cryptography to authenticate the remote computer and allow the remote computer to authenticate the
user.

SSH is typically used to log into a remote machine and execute commands, but it also supports tunneling,
forwarding TCP ports and X11 connections; it can transfer files using the associated SFTP or SCP protocols. SSH
uses the client- server model

TCP port 22 is assigned for contacting SSH servers. This document covers the SSH server configuration to enable
SSH service and key generation and SSH client configuration for remote login to server.

In-band Management over Default VRF

OcNOS supports SSH over the default and management VRFs via the in-band management interface and out-of-
band management interfaces, respectively.

SSH can run on the default and management VRFs simultaneously. By default, it runs on the management VRF.

SSH Configuration

SSH is performed with IPv4 and IPv6 addresses.

IPv4 Address Configuration
Topology

Figure 14. SSH sample topology

SWi1

Remote
machine
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Basic Configuration

#configure terminal Enter configure mode

(config) #ssh login-attempts 2 vrf management Set the number of |ogin attempts to2

Commit the candidate configuration to the running

(config) #commit .
configuration

(config) #exit Exit configure mode

Validation

#show ssh server
ssh server enabled port: 22
authentication-retries 2

#show running-config ssh server
feature ssh vrf management
ssh login-attempts 2 vrf management

SSH Client Session

When the device acts as an SSH client, it supports both SSH IPv4 sessions to log into the remote machine.

#ssh root@10.10.10.1 vrf management Log into remote machine using an IPv4 address

SSH Keys

Use the ssh key command to generate new RSA/DSA keys for the SSH server. By default, the system has
RSA/DSA public/private key pair placed in /etc/ssh/. If you want to regenerate RSA keys, you must specify
the force option.

Configuration

Specify the force option to regenerate SSH RSA

#ssh keygen host rsa vrf management . . . Lo
keys. This option overwrites the existing key.

Validation

#sh ssh key

****************RSA KEY********************

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDMuVcOipNgMyNzagzIELX6L1saK/1q7pBixmwHAGDsZm/dC1TLb18AIB27W68YD8kO
+YwOLROrHuPtNeSFMEsMaQxsalkSi7yg86xSJagqgLQTyOUTS/0OC9hrexXkJ73ay
nO0yXa8+breloyJglNWxAI9B1JEhfSSAipoDSp/dmc93VIyV+3hgylFMTAheyebQaUVeLBEMH7siR1Sfyo70HsBYSF6GzAmSu
Cm6PAelpHm/3L4gChcnPL+00utQ01fCSLAUOXEZhTFXrzC611+14LGt8pR6YN+2uEnU6kgli
aDLEffIWK4dWCp67JUIef1BTOVXRUrpssuRdslhJQXDFaj

bitcount: 2048 fingerprint: a4:23:5d:8a:5a:54:8b:3e:00:38:06:79:82:e9:83:48

RR R R Ik kb ik bk b b R b

hkkkhkkhkkhkkhkkkk*kkDGA KEYF **hkhkkhkkhkkxkxkxkxkx

ssh-dsa
AAAAB3NzaClkc3MAAACBALPY6MFhFPYI+VcAHzHppnwVnNXv9oR/EGHUMS50BBqdQE1IQilmltlrftdoadtYR46P4gazKnnNEfV
E/97FwEbCZaXaz9Wzfcfa3ALtsvGdyNQQk2BebYiRnmeWnS3wGVOM/D64bA1iV0
2p/LyF6D0ygMnz3up3ttTNS5QfHeyYQtwyzAAAAFQD+k6wQyr51ThXIQSsQD8by8gxjUwAAAIBOLxP31jnfzxEXyEKNNz1xCc
J7ZZkFYUmtDJIxRZ1DceuSf4QipMrQVrdrgdgZNhrUiDWM/HaCMO9LAEQxfPh5TaIwPyccngn
VUS83Tx5770fBW6ohellTey3B3/3I+FfiGKUXS/mZSyf5FW3swwyZwMkFOmVOSRCYTprnFt5gx8awAAAIEA]DNgMkyxUvB6JB
qfo7zbGgXjBOmJ+dE8fGjI2znlgg41lhYcMZJVNwT1iydDIgMVNFfKcl1dAT3zr6gMZfGv56EbK
1qUul03K5CF44XfVkYNcHIV+/fcfAJasGUBW60SbU5008abyMs IGRYTurOMkRhvif6sxvieEpVnVK2 /nPVVXA=

bitcount: 1024 fingerprint: d9:7a:80:e0:76:48:20:72:a6:5b:1c:67:da:91:9£:52
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IPv6 Address Configuration

Kk ok ko k ok ok ok ok ok ok ok ok ok ok k ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

session fingerprint.

_=’ Note: The newly created rsa/dsa key can be verified by logging into the device from a remote
machine and checking whether the newly created key's fingerprint matches with the logging

IPv6 Address Configuration

SSH is performed with IPv6 IP and verified by logging in on remote PC.

Topology
Figure 15 shows the sample configuration of SSH.

Figure 15. SSH Configuration topology

Router

DUT

Remote machine

#configure terminal

Enter configure mode

(config) #ssh login-attempts 2 vrf management

Set the number of login attempts to 2

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Validation

#show ssh server ssh server
ssh server enabled port: 22
authentication-retries 2

#show running-config ssh server
feature ssh vrf management
ssh login-attempts 2 vrf management
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SSH Client Session

When the device acts as an SSH client, it supports both SSH IPv6 sessions to log into the remote machine.

#ssh root@2001::1 vrf management Log into remote machine using an IPv6 address

SSH Keys

Use the SSH key command to generate new RSA/DSA keys for the SSH server. By default, the system has
RSA/DSA public/private key pair placed in /ete/ssh/. If you want to regenerate RSA keys, you must specify
the force option.

Specify the force option to regenerate SSH RSA

#ssh keygen host rsa vrf management K R i Lo
keys. This option overwrites the existing key.

Validation

#Sh SSh key ****************RSA KEY********************

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMuVc0jpNgMyNzagzIELX6LlsaK/ 1q7pBixmwHAGDsZm/
dC1TLb18AIB27W68YD8k0+YWOLROrHUuPtNeSFMEsMaQxsalkSi7yg86xSJagqgLQTyOUTS/ OC9hreXkJ73ay
nOyXa8+breOoyJgqlNWxAI9B1jEhfSSAipoDSp/
dmc93VJIyV+3hgylFMTAheyebQaUVelLBEMH7s1iR1Sfyo70HSBYSF6GzAMSuCm6PAe 1 pHm/
3L4gChcenPL+00utQOifCSLAUOXEZhTEFXrzC611+14LGt8pR6YN+2uEnU6kgli
aDLEffIWK4dWCp67JUIef1BTOVxRurpssuRdslhJQXDFaj bitcount: 2048 fingerprint:

843233563 a3 52354 36033280103 3683068 79308230938 AE)  wistuser ity isdyisuyisuyisuyisyhs c iy iyt iyt by v iyt af vy ey iy sy s uy s
****************DSA KEY********************

ssh-dsa AAAAB3NzaClkc3MAAACBALpPY6MFhFPYI+VcAHzHppnwVnNXvIoR/
EGHUM50BBqdQE1Qilmltlrft4oadtYR46P4gazKnnNfVE/
97FwEbCZaXaz9Wzfcfal3ALtsvGdyNQQk2BebYiRnmeWnS3wGVOM/D64bA1iV0 2p/
LyF6D0ygMnZ3up3ttTNSQfHeyYQtwyzAAAAFQD+k6wQyr51ThXIQSsQD8by8gxjUwAAAIBOLxP31jn
fzxEXyEKNNz1xCcJ7ZZkFYUntDIxRZ1DceuSf4QipMrQoVrdrgdgZNhrUiDWM/ HaCMO9LJEQxfPh5TalwPyccngn
VUS83Tx5770fBW6hellTey3B3/3I+FfiGKUXS/
mZSyf5FW3swwyZwMkFOmVOSRCYTprnFt5gx8awAAAIEA]DNgMkyxUvB6JBgfo7zbGgXjBOmJI+dES G
§I22znlgg41lhYcMZJIVNwT1iydDIgMVNEFfKc1dAT32zr6qMZfGv56EbK1qUul03K5CF44XEVKYNCHIV+/
fcfAJasGUBW60SbU5008abyMs IGRYTurOMkRhvif6sxvieEpVnVK2 /nPVVXA= bitcount: 1024 fingerprint:
d9:7a:80:e0:76:48:20:72:a6:5b:1c:67:da:91:9f:52 *FHxkkxkkxkdxhdkxhdkxhdkxhhxhhxhhxhhxhtxr

SSH Encryption Cipher

Overview

The Secure Shell (SSH) management uses various algorithms in the security mechanisms such as key exchange
(KEX), message authentication code (MAC), and encryption (Cipher) for security and flexibility. As part of the
security enhancement, additional SSH management algorithms are added into KEX, MAC, and encryption
methods.

The security encryption algorithms used in SSH are enhanced to enable the users to use preferable (including
weaker algorithms) security mechanisms (for legacy SSH clients) if they want to use them in their network apart
from the default cipher algorithms. The default SSH configurations do not use these weaker encryption ciphers
algorithms due to security priority.

However, OcNOS allows the users to enable or disable the desired algorithms option using the following
commands.

» ssh server algorithm encryption (page 330)

» ssh server algorithm kex (page 332)

» ssh server algorithm mac (page 334)
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» ssh server default algorithm (page 337)

» show ssh server algorithm (page 336)

_: Note: If the user wishes to modify these defaults, they can reconfigure them with the desired
d algorithms. For instance, by default, the following algorithms are applied: "chacha20-
poly1305@openssh.com, aes256-gcm@openssh.com, aes128-gcm@openssh.com, aes256-ctr,
aes192-ctr, aes128-ctr." To remove any of these algorithms, the user must explicitly reconfigure the
necessary algorithms, such as using the command:sshserver algorithm encryption aes256-
gcm@openssh.com,aes128-gcm@openssh.com.

Feature Characteristics

Following are the currently supported encryptions in the SSH session.

» Provides flexibility to user to add or remove the desired SSH encryption algorithms for the following
encryption methods.

+ KEX
« MAC
* Encryption

» By default,chacha20-poly1305@openssh.com,aes256-gcm@openssh.com,aes128-
gecm@openssh.com,aes256-ctr,aes192-ctr,aes128-ctrciphers are supported for a new SSH client to
connect with the SSH server

» Allows user to configure multiple algorithms.
» Supports following Strongest Cipher algorithms
» Strongest Ciphers

» chacha20-poly1305@openssh.com,aes256-gcm@openssh.com,aes128-
gcm@openssh.com,aes256-ctr,aes192-ctr,aes128-ctr

* MAC algorithms
* hmac-sha2-512-etm@openssh.com,
* hmac-sha2-256-etm@openssh.com,
* hmac-sha2-512,
e hmac-sha2-256,
« KEXalgorithms
* curve25519-sha256@libssh.org,
« diffie-hellman-group18-sha512,
« diffie-hellman-group16-sha512,
» ecdh-sha2-nistp521,
* ecdh-sha2-nistp384,
* ecdh-sha2-nistp256
« diffie-hellman-group14-sha256 (uses 2048-bit keys and considered strong)
» Avoid configuring the weaker Cipher algorithms

* Legacy weaker Cipher
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* aes128-ctr

* aes192-ctr

+ aes256-ctr

+ aes128-cbc

+ aes192-cbc

* aes256-cbc(CBC mode is vulnerable to padding Oracle attacks)

* 3des-cbc

* blowfish-cbc(Less efficient)

 arcfour(Based on RC4 which has significant vulnerabilities)

* hmac-md5(MD5 can be broken and should not be used)

* umac-64@openssh.com (Weaker than SHA-2 based MACs)

* hmac-sha1(Less secured and weak)

» Extents support to all VRF interfaces including user-defined.
» Allows users with Network Admin or Network Engineer or Network Operator privilege to configure.
* Provides a show CLI command to view the configured SSH algorithms.

» Configured algorithms are persistent even after reload.
Benefits

Enhanced security for remote terminal connections via SSH. It enables users to utilize the legacy SSH clients with
the algorithms option through newly introduced commands.

Prerequisites

SSH process should be enabled.

Configuration

This section provides an example to encrypt an SSH session with cipher algorithm.
Use any one or all of the algorithms to encrypt a default, management or user defined interface SSH session.

» ssh server algorithm mac (page 334)

» ssh server algorithm kex (page 332)

» ssh server algorithm encryption (page 330)

» ssh server default algorithm (page 337)

Topology

In the below topology, the SSH client from the OcNOS device is initiating an SSH connection to a remote machine.
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Figure 16. SSH Sample Topology

SWi1

Remote
machine

__/ Note: Before configuration meet all Prerequisites (page 286).

Assign SSH security algorithm to a management Interface

1. Set the SSH server encryption algorithm for the management VRF.

(config) # ssh server algorithm mac hmac-sha2-256-etm hmac-shal-96 hmac-md5-etm vrf management

2. Set the SSH server KEX algorithm for the management VRF.

(config) #ssh server algorithm kex ecdh-sha2-nistp256 ecdh-sha2-nistp384
ecdh-sha2-nistp521 vrf management

3. Set the SSH server MAC algorithm for the management VRF.

(config) # ssh server algorithm mac hmac-sha2-256-etm hmac-shal-96 hmac-md5-etm vrf management

4. Commit the configuration and exit.

(config) #commit
(config) #exit

Assign SSH security algorithm to a default VRF Interface

1. Set the SSH server encryption algorithm for the default VRF.

(config) #ssh server algorithm encryption 3des-cbc aesl28-cbc aesl92-cbc aes256-cbc

2. Set the SSH server KEX algorithm for the default VRF.

(config) #ssh server algorithm kex diffie-hellman-groupl4-sha256 diffie-hellman-groupl6-shab512
diffie-hellman-groupl8-sha512

3. Set the SSH server MAC algorithm for the default VRF.

(config) # ssh server algorithm mac hmac-md5-etm umac-128

4. Commit the configuration and exit.

(config) #commit (config) #exit

Assign SSH security algorithm to a User Defined Interface

1. Create a user defined VRF interface with the name vrf1.

(config) #ip vrf vrfl
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(config-vrf) # exit

2. Set the SSH server encryption algorithm for the User Defined vrf1.

(config) #ssh server algorithm encryption 3des-cbc aesl28-cbc aesl92-cbc aes256-cbc vrf vrfl

3. Set the SSH server KEX algorithm for the management vrf1.

ssh server algorithm kex diffie-hellman-groupl-shal diffie-hellman-groupl4-shal

4. Set the SSH server MAC algorithm for the management vrf1.

(config) #ssh server algorithm mac hmac-md5 hmac-md5-96 vrf vrfl

5. Commit the configuration and exit.

(config) #commit (config) #exit

Validation

Execute the following show command to view the SSH server informations.

#show running ssh server

feature ssh vrf management

ssh server algorithm mac hmac-sha2-256-etm hmac-shal-96 hmac-md5-etm vrf management

ssh server algorithm encryption aes256-gcm rijndael-cbc aesl28-ctr vrf management

ssh server algorithm kex ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 vrf management

feature ssh

ssh server algorithm mac umac-128 hmac-md5-etm

ssh server algorithm encryption 3des-cbc aesl28-cbc aesl92-cbc aes256-cbc

ssh server algorithm kex diffie-hellman-groupl4-sha256 diffie-hellman-groupl6-shabl2 diffie-hellman-
groupl8-shab512

feature ssh vrf vrfl

ssh server algorithm mac hmac-md5 hmac-md5-96 vrf vrfl

ssh server algorithm encryption 3des-cbc aesl28-cbc aesl92-cbc aes256-cbc vrf vrfl

ssh server algorithm kex diffie-hellman-groupl-shal diffie-hellman-groupl4-shal diffie-hellman-
groupl4-sha256 vrf vrfl

Execute the following show command to view the configured SSH algorithms.
#show ssh server algorithm

management vrf ssh server algorithm:

Ciphers aesl28-ctr,rijndael-cbc@lysator.liu.se,aes256-gcm@openssh.com,
KexAlgorithms ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,
MACs hmac-shal-96, hmac-sha2-256-etm@openssh.com, hmac-md5-etm@openssh.com,

default vrf ssh server algorithm:

Ciphers aesl28-cbc,aesl92-cbc,aes256-cbc, 3des-cbc, KexAlgorithms diffie-hellman-grouplé4-
sha256,diffie-hellman-groupl6-shabl2,diffie-hellman-groupl8-shabl2,

MACs umac-128@openssh.com, hmac-md5-etm@openssh.com,

vrfl vrf ssh server algorithm:

Ciphers aesl28-cbc,aesl92-cbc,aes256-cbc, 3des-cbc,

KexAlgorithms diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal,diffie-hellman-groupl4-sha256,
MACs hmac-md5, hmac-md5-96

SSH Key-Based Authentication

Enable OcNOS device SSH server to perform public key based SSH authentication, to enable machine to machine
communication possible without requiring password. Public key based authentication increases the trust between
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two Linux servers for easy file synchronization or transfer. Public-key authentication with SSH is more secure than
password authentication, as it provides much stronger identity checking through keys.

—7

Topology

Note: No support for Digital Signature Algorithm (DSA) public key authentication.

Figure 17. SSH Key-based authentication

SWi1

Remote
machine

Public Key Authentication Method

The server has the public key of the user stored; using this the server creates a random value, encrypts it with the
public key and sends it to the user. If the user is who is supposed to be, he can decrypt the challenge using the
private key and send it back to the server, server uses the public key again to decrypt received message to confirm
the identity of the user. SSH is supported in-band (default VRF) and out-band (management VRF). Installed keys
are stored inthe ~/ . ssh/authorized keys file.

SSH key based authentication steps:

1. Login to remote machine Linux desktop (ssh client) and generate the key pair using the ssh-keygen
command.

2. Create the username in OcNOS device (ssh server).

3. Install the public key of remote Linux ssh client in the OcNOS device.

4. Display the installed key in the OcNOS device using the show running-configcommand.
5

Log in from the remote Linux ssh client to the OcNOS device without providing a password.

Useful Commands on Remote Desktop Client

# ssh-keygen To generate key pair on remote Linux machine (ssh client)
# cd /bob/.ssh/ To go to the location of saved key pair
# cat id_rsa.pub Command to display the generated public key in remote Linux client
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Configuration commands in OcNOS

(config) #configure terminal Enterconﬁgurernode.

Enable the SSH feature on vrf management. To
(config) #feature ssh vrf management enable in default vrf give the command "feature
ssh"

To create username with default role as network-
user. To create user with different role specify role
using command "username <username> role
<role_name>

(config) #username fred

(config) #username fred sshkey

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6y
Y6qIWUkew884NvgXgqMPSOw3fQebkgpXvX0SbcUlS5axI
/VHVgU2Y0/0ogAtRU1AkS5sORrf51Z2+rT0zNP37m+Tm5HIEFKZZut0
FffGSUXtPKbE+GG1QYHEZC8RSnqQuUHlxrlve31GbB1lU Install the public key of remote Linux clientin
UxuWhMzJfgc2vZz78V2znd2zkd4ygiN1jx1sE8UII8WyYI OcNOS device.
cwug44tzulaUYAICIfrQJIXriQml+QcJONERS508rMS5D

S5NnTVhlnrogoozY8i/gMKfhCFMbysjiDMHU9GCINSNDIF
/DQbVWESkFFEVE6£f0rzXyvg26NpgadnZ4pQVzgkOaVwl

6Cy3csoTncwOvyXV bob@localhost.localdomain

Commit the candidate configuration to the

(config) #commit . .
running configuration

(config) #exit Exit configure mode.

Validation

The new cipher encryption algorithm takes effect for a new incoming ssh client connection.

#show running-config

feature ssh vrf management

username fred role network-user

username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCS8XhFiGlZP6yY6qIWUkew884NvgXgMPSOw3fQe5kgpXvX0SbcUl5axI/VHVGU2Y0/ogAtRU
1Ak5s0oRrf5122+rT0zNP37m+TmS5HIEFKZZut OFf£GSuXt PKbE+GG1QYHEZC8RSNgQuH1xr1ve31GbBlUUxuWhMzJfgc2vZ78V2znd
2zk4ygiN1jx1sE8UI98WyIcwugq44tzulaUYAICIfrQJIXriQml+QcJINER508rMS5D5NnTVhlinrogoozY8i/gqMKfhCFMbysjiDMHU9
Gc1NsNbIF/DQbvWESkFFEVE6£f0rzXyvg26NpgadnZ4pQVzgkOavVwl6Cy3csoTncwOvyXV bob@localhost.localdomain
<skipped other content>

#show running-config ssh server

feature ssh vrf management

SSH Key-based Client Session

Specify user name and ip address to access the device. Supports IPv4 and
#ssh fred@10.10.26.186 IPv6.User should be able to access without password and through key based
authentication

Restrictions

» Key generation or installation are not supported for "root" user account in OcNOS device.

» Third party SSH utilities cannot be used for key installation, rather OcNOS CLI is the only way to install
public keys.
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Sample Use Case

1.

Login to remote machine linux desktop (ssh client) and generate the key pair using the ssh-keygen
command.

[bob@localhost ~]# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/bob/.ssh/id rsa):
/bob/.ssh/id_rsa already exists.
Overwrite (y/n)? vy
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /bob/.ssh/id rsa.
Your public key has been saved in /bob/.ssh/id rsa.pub.
The key fingerprint is:
b2:d0:cc:d2:dd:db:3d:05:c1:33:fc:4a:df:8e:85:af bob@localhost.localdomain
The key's randomart image is:
+--[ RSA 2048]----+

o. |

I
|
|
I
| ® ¥ 8 o . to]
|
I
|
I

[bob@localhost ~]# cd /bob/.ssh/

[bob@localhost .ssh]l# cat id rsa.pub

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQCBXhFiGlZP6yY6qINUkew884NvgXgMPSOw3 fQe5kgpXvX0SbeUl5axI/VHVGU2Y0/
0gAtRUIAkS5soRrf51Z2+rT0zNP37m+TmSHIEFKZZut 0Ff fGSuXt PKbE+GG1QYHEZzZC8RSngQuHlxrlve31GbB1UUxuWhMzJf
gc2vz78V2znd2zk4ygiN1jx1sE8UI98WyIcwug44tzulaUYAICIfrQIXriQml+QcJOINER508rMS5D5NnTVhlinrogoozY81i/
gMKfhCFMbysjiDMHU9Gc1NsNbIF/DQbvWEskKkFFEvVE6f0rzXyvg26Npgadnz4pQvVzgkOavwl6Cy3csoTncwOvyXV
bob@localhost.localdomain

[bob@localhost .sshl#

2. Create username in OcNOS switch device (ssh server)

3.

(config) #username fred

—7

Note: By default, the user role is network-user.

Install the public key of remote Linux ssh client in OcNOS device.

(config) #username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6yY6qgIWUkew884NvgXgMPSOw3fQe5kgpXvX0SbcUl5axI/VHVgU2Y0/
OgAtRULAkS5soRrf51Z2+rTOzNP37m+TmSHIEFKZZutOF££GSuXtPKbE+GG1QYHEZC8RSNgQuHlxrlve31GbB1UUxuWhMz J£
gc2vz78V2znd2zk4ygiN1jx1sESUI98WyIcwug44tzulaUYAICIfrQJdXriQml+QcJIJINER508rMS5D5NNTVhlnroqoozY8i/
gMKfhCFMbysjiDMHU9Gc1NsNbIF/DQbvWESkFFEVE6fOrzXyvg26NpgadnZ4pQVzgkOavwl 6Cy3csoTncwOvyXV
bob@localhost.localdomain
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4. Display the installed key in OcNOS device using the show running-config command.

#show running-configg

<skipped other content>

username fred role network-user

username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6yY6qgIWUkew884NvgXgMPSOw3fQe5kgpXvX0SbcUl5axI/VHVgU2Y0/
O0gAtRULlAkS5soRrf51722+rT0zNP37m+TmSHIEFKZZut 0Ff £GSuXt PKbE+GG1QYHEZC8RSngQuHlxrlve31GbB1UUxuWhMzJf
gc2vz78vV2znd2zk4ygiN1jx1sE8UI98WyIcwug44tzulaUYAICIfrQIXriQml+QcJONERS508rMS5D5NnTVhlinrogoozY81i/
gqMKfhCFMbysjiDMHU9GC1NsSNbIF/DQbvWESkFFEvE6f0rzXyvg26NpgadnZ4pQVzgkOavwl6Cy3csoTncwOvyXV
bob@localhost.localdomain

<skipped other content>

5. Login from remote Linux ssh client to OcNOS device without providing password.

[bob@localhost .ssh]l# ssh fred@10.10.26.186
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Max Session and Session Limit Configuration

Overview

User can configure session-limit for Telnet and SSH sessions separately but this max-session parameter value
takes the precedence to restrict the maximum number of sessions. If user configured this max-session to be 4, then
the device would allow only maximum of 4 SSH and Telnet sessions collectively irrespective of the individual SSH
and Telnet max-session configuration. Active sessions won't be disturbed even if the configured max-session limit is
lesser than the current active sessions. Default value for max-session value is 40 in line mode. There is no default
value for the telnet-server-limit and ssh-server-limit.

After configuring max-session parameter if user tries to configure SSH/Telnet sessions then the total value of Telnet
and SSH session limit should be lesser than the max-session value otherwise error will be thrown.

If already Telnet and SSH session-limits configured, now if user is configuring max-session then there won't be any
error but maximum number of sessions will be limited to max-session value.

Topology

The procedures in this section use the topology as mentioned below. Setup consists of one node acting as Telnet
server.

Figure 18. Telnet topology

-

Router Remote machine

Configuration of Telnet Session Limit Lesser than Max-Session

#configure terminal Enter configure mode

(config) #no feature telnet vrf management Disable Feature Telnetin VRF Managementv
(config) #telnet server session-limit 12 vrf Configure the Session limit as 12 which is less than
management Max-Sesssion parameter in line VTY

(config) #commit Perform commit to submit the changes done
(config) #feature telnet vrf management Enable telnet feature in VRF management
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(config) #commit Perform commit to submit the changes done
(config) #exit Exit configure mode
Validation

Check that the maximum telnet session possible are 12 which is lesser than Max-Session limit parameter value in
line VTY.

#show running-config telnet server

telnet server session-limit 12 vrf management
feature telnet vrf management

no feature telnet

Configuration of SSH Server Session Limit Lesser than
Max-Session

Configure SSH Server Session limit to be lesser than Max-Session.
Topology

Setup consists of one node acting as SSH server.

Figure 19. SSH Server topology

Router Remote machine

Configuration of SSH Server Session Limit Lesser than Max-Session

#configure terminal Enter configure mode

(config) #no feature ssh vrf management Disable feature SSH

(config) #ssh server session-limit 12 vrf Configure SSH server session-limit to be lesser than
management Max-Session limit

(config) #commit Perform Commit to submit changes done

(config) #feature ssh vrf management Enable feature SSH

(config) #commit Perform commit to submit changes

(config) #exit Exit configure mode
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Session

Validation

Check that the maximum SSH session possible are 12 which is lesser than Max-Session limit parameter value in
line VTY.

#show running-config ssh server

feature ssh vrf management

ssh server session-limit 12 vrf management
no feature ssh

Configuration of Telnet Session Limit Greater than Max-
Session

In the below section, configure Telnet Session limit to be greater than Max-Session limit.
Topology

Setup consists of one node acting as Telnet server.

Figure 20. Telnet Session Topology

Router Remote machine

Configuration of Telnet server Session-Limit to be greater than line-VTY max-session

#configure terminal Enter configure mode

(config) #no feature telnet vrf management Disable feature telnet

Iﬁgig;iéiiel“et server sesston-limit 12 vrf Configure Session-limit as 12 for telnet server
(config) #commit Perform commit to submit changes

(config) #feature telnet vrf management Enable Telnet server

(config) #commit Perform commit to submit changes

(config) #line vty Enter line VTY mode

(config-line) #max-session 10 Configure max-session as 10

(config-line) #commit Perform commit to submit changes

(config) #exit Exit configure mode
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Validation

Check that the total telnet sessions possible is 10 even though telnet server session limit is configured as 12.

#show running-config telnet server

telnet server session-limit 12 vrf management
feature telnet vrf management

no feature telnet

#show running-config | grep max-session
max-session 10

Configuration of SSH Session Limit Greater than Max-
Session

In the below section, configure SSH Session limit to be greater than Max-Session limit.

Topology

Setup consists of one node acting as SSH server.

Router Remote machine

Configuration of SSH server Session-Limit to be greater than line-vty max-session

#configure terminal Enter configure mode

(config) #no feature ssh vrf management Disable feature SSH

g;ﬁg;g;fl?h server sesstonlimit 12 vrf Configure Session-limit as 12 for SSH server
(config) #commit Perform commit to submit changes

(config) #feature ssh vrf management Enable SSH server

(config) #commit Perform commit to submit changes
(config)#line vty Enter line VTY mode

(config-line) #max-session 10 Configure max-session as 10

(config-line) #commit Perform commit to submit changes

(config) #exit Exit configure mode
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Validation

Check that the total SSH sessions possible is 10 even though SSH server session limit is configured as 12.

#show running-config ssh server

feature ssh vrf management

ssh server session-limit 12 vrf management
no feature ssh

#show running-config | grep max-session
max-session 10
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REMOTE DEVICE CONNECT COMMAND
REFERENCE

Tl 299
AEUG tI NGt STV 300
feature telnet L 301
Show debug telnet-Server . 302
show running-Config teINEt SEIVEr .. . 303
SNOW tBINE - SO Ve 304
B N . 305
B N . o 306
telNet SEI Ve PO 307
telnet server sessioN-limit ... ... 308

Secure Shell CommMaNds ... ... 309
clear SSh NOSt-KeY ... 310
Clear SN NOSES ... o 311
Clear SN KeY DaIr 312
AEDUG SN SOV 313
featUrE SO . 314
SHOW AEDUQG SSN-S O VT 315
ShOW rUNNING-CONfig SO SEIVEI . 316
SNOW SS NS - K Y . 317
SNOW SN S VT .. 319
SNOW USEINAMIE ... e 320
SO 321
SO 323
ssh algorithm encryption ... 325
SO KEYGEN NOSt 327
SSh OgIN-at e M S 329
ssh server algorithm enCry Pt ON . 330
ssh server algorithm KeX ... 332
SSh server algorithm MaC ... 334
ShOW SSh SEIVEr algOritNm Lo 336
ssh serverdefault algoritm 337
SN SO VT PO 338
ssh server session-limit .. 339
USEIMNAME SSNKOY 340
USBINAME KOy DAl . 341
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Telnet
This chapter describes telnet commands.
Telnet is a client/server protocol that establishes a session between a user terminal and a remote host:

¢ The telnet client software takes input from the user and sends it to the server’s operating system

e The telnet server takes output from the host and sends it to the client to display to the user

While telnet is most often used to implement remote login capability, the protocol is general enough to allow it to be

used for a variety of functions.

— Notes: In OcNOS, the default Linux terminal type is "export TERM=xterm"

_d The commands below are supported only on the “management” VRF.

This chapter contains these commands:

AebUG eI SOV . 300
feature telNet L 301
SHOW debUg teINE S O O 302
show running-config telnet server ... 303
SNOW tBINE - SO VT 304
BN 305
BN G 306
LeINEt SNV PO 307
telnet server sessioN-limit .. 308
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debug telnet server

Use this command to display telnet debugging information.

Use the no form of this command to stop displaying telnet debugging information.

Command Syntax

debug telnet server
no debug telnet server

Parameters

None

Default

None

Command Mode

Execution mode and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#show debug telnet-server

telnet server debugging is on

#
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feature telnet

Use this command to enable the telnet server.

Use the no form of this command to disable the telnet server.

_—’ Note: Executing no form command closes the active telnet session.

Command Syntax

feature telnet (vrf management]|)
no feature telnet (vrf management]|)

Parameters

management
Virtual Routing and Forwarding name

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#configure terminal
(config) #feature telnet vrf management
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show debug telnet-server

Use this command to display whether telnet debugging is enabled.

Command Syntax

show debug telnet-server

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#show debug telnet-server
telnet server debugging is on
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show running-config telnet server
Use this command to display telnet settings in the running configuration.
Command Syntax

show running-config telnet server

Parameters

None

Command Mode
Execution mode
Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show running-config telnet server

feature telnet vrf management
no feature telnet
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show telnet-server

Use this command to display the telnet server status.

Command Syntax

show telnet server

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show telnet server

VRF MANAGEMENT
telnet server enabled port: 23

VRF DEFAULT:
telnet server disabled port: 23
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telnet

Use this command to open a telnet session to an ipv4 address or host name resolved to ipv4 address.

Command Syntax

telnet (A.B.C.D | HOSTNAME) (vrf (NAME|management))
telnet (A.B.C.D | HOSTNAME) (<1-65535>) (vrf (NAME|management))

Parameters

A.B.C.D
Destination IPv4 Address to open a telnet session.

HOSTNAME
Destination Hostname to resolve into IPv4 address to open a telnet session.

1-65535
Destination Port to open a telnet session. Default is 23.

vrf
Specify the VPN routing/forwarding instance.

NAME
Specify the name if the VPN routing/forwarding instance.

management
Management VPN routing/forwarding instance name.

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

23

Command Mode

Privileged execution mode

Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#telnet 10.12.16.17 2543 vrf management
Trying 10.12.16.17...
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telnet6

Use this command to open a telnet session to an ipv6 address or host name resolved to ipv6 address.

Command Syntax

telnet6 (X:X::X:X| HOSTNAME) (vrf (NAME|management))
telnet6 (X:X::X:X | HOSTNAME) (<1-65535>) (vrf (NAME|management))

Parameters
X: X X:X
Destination IPv6 Address to open a telnet session.

HOSTNAME
Destination Host name to resolve into IPv6 address to open a telnet session.

1-65535
Destination Port to open a telnet session. Default is 23.

vrf
Specify the VPN routing/forwarding instance.

NAME
Specify the name if the VPN routing/forwarding instance.

management
Management VPN routing/forwarding instance name.

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, telnet is 23.

Command Mode

Privileged execution mode

Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.

Examples

#telnet6 2:2::2:2 2543 vrf management
Trying 2:2::2:2...
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telnet server port

Use this command to set the port number on which the telnet server listens for connections. The default port on
which the telnet server listens is 23.

You can only give this command when the telnet server is disabled. See the feature telnet (page 301) command.

Use the no form of this command to set the default port number (23).

Command Syntax

telnet server (port <1024-65535>) (vrf (NAME|management) |)
no telnet server port (vrf (NAME|management) |)

Parameters

<1024-65535>
Port number

management
Virtual Routing and Forwarding name

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default
23

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #telnet server port 1157 vrf management
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telnet server session-limit

Use this command to limit number of Telnet sessions. Only 40 sessions allowed including Telnet and SSH. User can
only give this command when the telnet server is disabled. See the feature telnet (page 301) command.

Use no form of this command to set to default value.

Command Syntax

telnet server session-limit <1-40> (vrf (NAME |management) |)
no telnet server session-limit (vrf (NAME |management) |)

Parameters

<1-40>
Number of sessions

management
Virtual Routing and Forwarding name

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, 40 sessions are allowed.

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS version 4.2Added VRF NAME parameter in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #telnet server session-limit 4 vrf management

© 2025 IP Infusion Inc. Proprietary 308



OcNOS DC System Management Secure Shell Commands

Secure Shell Commands

This chapter describes Secure Shell (SSH) commands.

SSH is a cryptographic protocol for secure data communication, remote login, remote command execution, and
other secure network services between two networked computers.

¢ In OcNOS, the default Linux terminal type is "export TERM=xterm"

* The commands below are supported only on the “management” VRF.

This chapter contains these commands:

Clear SSh NOSI-KEY ... 310
Clear SSN NOSES ... 311
ClEar SO KO DA . 312
AEDUG SN SOV 313
featUre S L. 314
SHOW AEbUQG SSN-S eIV 315
ShOW rUNNING-CONfig SO SEIV O 316
SNOW SO NS - K Y 317
SNOW S8 SEIVET . 319
SNOW USEINAMIE ... e 320
SO 321
SO 323
ssh algorithm enCryptiON . 325
SO KEYGEN NOSt 327
SN lOgiN-at M S 329
SSh server algorithm ENCrY Pt ON L 330
SSh server algorithm KeX .. 332
SSh server algorithm MaC .. 334
SHOW SSh SEIVEr algOrit M 336
ssh server default algoritm 337
SO SO VOl PO Tt L 338
SSh server sessioN-liMit ... ... .. 339
USBINAME SSNKOY 340
USBINAME KOy DAl . 341
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clear ssh host-key

Use this command to clear the host keys.

Command syntax

clear ssh host-key ((dsal|rsalecdsaled25519)|) (vrf (NAME|management) |)

Parameters
dsa

dsa keys

rsa
rsa keys

ecdsa
ecdsa keys

ed25519
ed25519 keys

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode

Privileged execution mode
Applicability
This command was introduced in OcNOS version 5.0. Added parameter NAME in OcNOS version 6.5.3.

Examples

OcNOS#clear ssh host-key
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clear ssh hosts

Use this command to clear the known_hosts file.

This command clears all trusted relationships established with SSH servers during previous connections. When a
client downloads a file from an external server the first time, the client stores the server keys in the known_hosts
file. After that, other connections to the same server will use the server keys stored in the known_hosts file. In
other words, a trusted relationship is created when a client accepts the server keys the first time.

An example of when you need to clear a trusted relationship is when SSH server keys are changed.

Command Syntax

clear ssh hosts

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#clear ssh hosts

© 2025 IP Infusion Inc. Proprietary 311



OcNOS DC System Management clear ssh keypair

clear ssh keypair

Use this command to clear RSA/DSA keypair generated for an user. This command can be executed only by
networkadmin.

Command Syntax

clear ssh keypair user USERNAME

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 4.1.
Examples

#clear ssh keypair user test
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debug ssh server

Use this command to display SSH server debugging information.

Use the no form of this command to stop displaying SSH server debugging information.

Command Syntax

debug ssh server
no debug ssh server

Parameters

None

Default

By default, disabled.

Command Mode

Execution mode and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#debug ssh server
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feature ssh

Use this command to enable the SSH server.

Use the no form of this command to disable the SSH server.

Command Syntax

feature ssh (vrf (NAME|management) |)
no feature ssh (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Enabled

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added parameter vif NAME in OcNOS version 6.5.3
Examples

#configure terminal
(config) #feature ssh
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show debug ssh-server

Use this command to display whether SSH debugging is enabled.

Command Syntax

show debug ssh-server

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#show debug ssh-server
ssh server debugging is on
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show running-config ssh server
Use this command to display SSH settings in the running configuration.
Command Syntax

show running-config ssh server

Parameters

None

Command Mode
Execution mode
Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show running-config ssh server

feature ssh vrf management

ssh server port 1024 vrf management

ssh login-attempts 2 vrf management

ssh server algorithm encryption 3des-cbc
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show ssh host-key

Use this command to display the SSH server key.

By default, ssh feature is enabled in "management"” vrf. Until and unless the same feature is explicitly enabled in
"default" vrf, respective show command output will be empty.

Command syntax

show ssh host-key ((dsalrsalecdsal|ed25519) )
no feature ssh (vrf (NAME|management) |)

Parameters

dsa

dsa keys
rsa

rsa keys
ecdsa

ecdsa keys
ed25519

ed25519 keys
management

Management VRF
NAME

Custom VRF

Default

If no keys are specified, all host keys will be displayed

Command Mode

Execution mode

Applicability

This command was introduced in OcNOS version 5.0. Added parameter NAME in OcNOS version 6.5.3.

Examples

#sh ssh host-key

Kok ok k ok k ok ok k ok ok ok ok ok ok ok ok ok sk k ok ok ok sk ok ok ok ok ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

dsa public key :

ssh-dss AAAAB3NzaClkc3MAAACBANgg+TZPkmKOn70t7PBO9TOCV/+GPyHCz9Wg39+6veigQ2CWmLNoO
ugZblBO5LfeU2MuRz4rtO6mcX81lnAyggDLNZaRsirYdWTsJ40HAOZYr9765w+M8TACKmMBYbuWSIkgnYQ
J1h5bj6UrJ7dW4LgaSxmVmrkXoYrr5gnx fEVgw8HAAAAFQC/ /BVHNTWh8TI1izbk0mvOyNzqt fMwAAATIBQ
Ca9%0gbL66Js0ul+7LMmLVWkC4FylY/31gZORZ+NsNP4CJIJ1JICLw)7nj/NeUfUuyGl/dnDVdki4FngL
LjbVa5XrK5VbsE]j4sZBfebkLVZKA8h880FgNhfc31Z2jCGqdYrWWlRYdNgNvg7zVa6YC7VvoOsECS/rDm
aNygbx0iCAAAAIEA0ZHk+5cqaYptqYBPGPMRynpWyWJIPJQjoiy+plBRNkK7E/kwInQagmtFQuM/YaTOoN
nz5skwQlddmdJGg+h7bfmablatzaaVijkcTjz0rtSBO3JID2G6KgG55yhr03bC8BY+A6g90m8TuWZU68D
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NIZGj28GZSbkIpQggSDIVUAXEHs=
dsa fingerprint

1024 SHA256:0zd8n4RjsxeW9+AnUP+zc590PRT12FBwdwDEVBg0ODAQ

R R R R R I I R I I I I I b b b h E E b b h h b E E E E h h h b b h E b E b b b b E b b b

R R IRk Ik Ik kb b b b b b b b b b b b b bk bk bk b b bk b R b b kb b

rsa public key

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC706mz0GQvdEagK/2zUUtCOh/kEUkZpQ7d8giedjfl
yV4nvV2glu70IbdnoBBI0a5bIwbUGDHPUVETpodntpryY7G/QIWuBJVDiu6QteoB4ubbyNVbSgA3fljbF
MISYfLxK31i3S07htadDfUIpYTyx/D5PCf8DDxmdf7UkhOM4Quj8GgGW3PacE2YyJASBgS5x7MaWEULStu
NgtemWqR/DTw+00813gZzHhWBcmHLz03jdkH/8ffLGEWgEb78wR41xckV1jadsuFBOGEa7vFLucYO3Tp
GzZARf71Y5A0bB0£17Z211yQ3RN7+di281SNWsFCzZm8vWS7GyLUFnlxttlgd

rsa fingerprint

2048 SHA256:YVX+z1lrDk8bgzF+HPKpFWOBttbLoiQ5IBDVI/VMYhbs

R R R R R R R R R R R R R R R R b I I I SE E S

R R IR Ik Ik Ik kb b b b b b b b b b b b b b b b bk b b b b b

ecdsa public key

ecdsa-sha2-nistp256 AAAAE2V]jZHNhLXNoYTItbmlzdHAYNTYAAAATbm]zdHAYNTYARAABBBBCN/X0G
UVZGWNEKCE+cuQOULr SHomRSmkDpOu6MsoNIVLhtRe9+r8Ak7G8taE55D7NgugnEDzdLKBmeCZWcww64=

ecdsa fingerprint

256 SHA256:T7KOgXyrU/38Ev06z/apgYDANf+q9YhgqCiYoocD5A]g

R R R e e

R R R R I R e I I I b b E E I b b b b E E E E h h h b h E b E b b b Sh E h b 3

ed25519 public key

ssh-ed25519 AAAAC3NzaCllZDIINTESAAAATI/INFIYKbUk/ePbpdwu/AJhP5gERGn6F+4tH391idbh7
ed25519 fingerprint

256 SHA256:1MU61iy03eEQB]j099GERLJkMCPDoUwkdCwGh8bgYZbeo

R R R R I R I I I R b b b h E I b h b E E E E I h b h E b E b b b Sh E S b b

#
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show ssh server

Use this command to display the SSH server status.

Command Syntax

show ssh server

Parameters

None

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show ssh server

VRF MANAGEMENT :

ssh server enabled port: 22
authentication-retries 3
VRF DEFAULT:

ssh server enabled port: 22
authentication-retries 3

#

#show ssh server

ssh server enabled port: 22
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show username

Use this command to display the RSA or DSA key pair for a user.

Command Syntax

show username USERNAME keypair

Parameters

USERNAME
User identifier

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#show username OcNOS keypair

***************RSA KEY*******************

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDCNWo/3Y7L1Vkw/Z43dbVIm+I3025J1gUTmwa9ll
T35+2gNvDbIPEfYAQUKYgrmXKDc9vg7£4SAsmXS+4ZwrrQSTTsHk8PNLA+41EcufFN13jpfXTuhphNION9
i+uFHGYIIviWZksiRgpMZmD1ALyzAIOzyCfG44h1Rm3/pYfhBNhHruvxYVhbP4wHsmrWfcFb+HZCWQGM
CJupxu8bouGd2UWS5/B1lVylyuYNIhdo2NHjUI+ameETV+Wroki8+0LVA6eXp5/KY3Bj9x2+Ax0CiKcpU0
axwFSoCbP3+29wrp4JJhl4ssSgM+19+VbUtpuXAMOcR7VQ7mJI0OJIDZItBvK418/

bitcount: 2048 fingerprint: 2b:ac:17:ad:ef:1d:79:4e:2d:17:af:72:4c:c7:e4:2f

R IR I I I b b b b b b b b b b b b b b b b b b b b b b b b b b ki

***************DSA KEY*X***x*x k& k& kkkkhkrkxk

ssh-dss AAAAB3NzaClkc3MAAACBAPONpAm+Pw8t70p0+KQ0Vx3ayXavHHVPPAKOOSRTmquE8zUSin
/X1Z+vP2343RpXu9/jLwAcCUMENBZyE8NbmGKxMMk2PqMz10Vt £vDON5SLSNurXL41lypZLG2hR2PNvadw
6b4Adpd+E1fEoUncIgOun2i4SO8NS5TCMYVyusK]jYzDAAAAFQCWeAzeahZeoIzBlnSo87madxfL3QAAAT
EA4b861/nHOoWobROYBrkeOGtjyWLRKk1P2T+rGH+j0rqqdiD0sh2PVEippylliNvgLtYSmXyMCxzEEeFd
HH1cVXgrgQjtUOeCPhF+2We2ummmlCwg4v71Z358FR] si9Vgd/vQUpOglhRDhwj JHtEHSA+NkX/ccWIJ
ww8YOONhCI7DcAAACANUYiP6tKGSU9LeClF1F65TqlblVHELp3TSeZYPldgonDoZ1go3NNVOOH5KNS8L ]
MRtTCN1GaXowlQccS941XFy3efulWXxCOOHZ64FhmjCyOYYv2Wsvn4UGCAG31ikiub6MlxjOL16b53H4mB3
w706bkcjH1GnytwrgROD/nlsz/9fs=

bitcount: 1024 fingerprint: cl:0a:eb:el:al:78:ae:c2:4a:07:4a:50:07:4b:d5:84

R R I I I I I b b b b b b b b b b b b b b b b b b b b b b gk kb b b i
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ssh

Use this command to open an ssh session to a IPv4 address or host name resolved to an IPv4 address.

Command Syntax

ssh WORD (vrf (NAME | management))

ssh WORD <1-65535> (vrf (NAME | management))

ssh (cipher (aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc| aes256-cbc | 3des-cbc))
WORD (vrf (NAME | management))

ssh (cipher (aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc | aes256-cbc | 3des-cbc))
WORD <1-65535> (vrf (NAME | management))

Parameters

WORD
User and Destination Host name to resolve into IPv4 Address or IPv4 adress to open a SSH session as
user@ipv4-address/Hostname

1-65535
Destination Port to open a SSH session. Default is 22

cipher
Specify algorithm to encrypt SSH session

aes128-ctr
Advanced Encryption Standard 128 bit Counter Mode

aes192-ctr
Advanced Encryption Standard 192 bit Counter Mode

aes256-ctr
Advanced Encryption Standard 256 bit Counter Mode

aes128-cbc
Advanced Encryption 128 bit Standard Cipher Block Chaining

aes192-cbc
Advanced Encryption Standard 192 bit Cipher Block Chaining

aes256-cbc
Advanced Encryption Standard 256 bit Cipher Block Chaining

3des-chc
Triple Data Encryption Standard Cipher Block Chaining

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

The default destination port is 22.

Command Mode

Privileged execution mode
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Applicability
This command was introduced before OcNOS version 1.3.

Examples

#ssh cipher aesl28-ctr 10.12.16.17 22 vrf management
The authenticity of host '10.12.16.17 (10.12.16.17)"' can't be established.
RSA key fingerprint is 93:82:98:ce:b7:20:1a:85:a5:9a:2e:93:13:84:ea:9e.
Are you sure you want to continue connecting (yes/no)?

The authenticity of host '10.12.16.17 (10.12.16.17)"' can't be established.

RSA key fingerprint is 93:82:98:ce:b7:20:1a:85:a5:9a:2e:93:13:84:ea:9e.

Are you sure you want to continue connecting (yes/no)?
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ssh6

Use this command to open an ssh session to an IPv6 address or host name resolved to an IPv6 address.

Command Syntax

ssh6 (X:X::X:X | HOSTNAME) (vrf (NAME | management))

ssh6 (X:X::X:X | HOSTNAME) <1-65535> (vrf (NAME | management))

ssh6 (cipher (aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc | aes256-cbc | 3des-cbc))
(X:X::X:X | HOSTNAME) (vrf (NAME | management))

sshé (cipher (aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc | aes256-cbc | 3des-cbc))
(X:X::X:X | HOSTNAME) <1-65535> (vrf (NAME | management))

Parameters
X:XX::X:X
User and Destination IPv6 Address to open a ssh session as user@ipv6-address

HOSTNAME
User and Destination Host name to resolve into IPv6 Address to open an ssh session as user@ipv4-
address/Hostname

1-65535
Destination Port to open a ssh session. Default is 22.

cipher
Specify algorithm to encrypt SSH session

aes128-ctr
Advanced Encryption Standard 128 bit Counter Mode

aes192-ctr
Advanced Encryption Standard 192 bit Counter Mode

aes256-ctr
Advanced Encryption Standard 256 bit Counter Mode

aes128-cbc
Advanced Encryption 128 bit Standard Cipher Block Chaining

aes192-cbc
Advanced Encryption Standard 192 bit Cipher Block Chaining

aes256-cbc
Advanced Encryption Standard 256 bit Cipher Block Chaining

3des-chc
Triple Data Encryption Standard Cipher Block Chaining

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

The default destination port is 22.
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Command Mode

Privileged execution mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#ssh6 cipher aesl28-ctr 2:2::2:2 22 vrf management
The authenticity of host '2:2::2:2 (2:2::2:2)' can't be established.
RSA key fingerprint is 93:82:98:ce:b7:20:1a:85:a5:9a:2e:93:13:84:ea:9e.
Are you sure you want to continue connecting (yes/no)?
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ssh algorithm encryption

Use this command to set an encryption algorithm for SSH sessions.

An SSH server authorizes connection of only those algorithms that are configured from the list below. If a client tries
establishing a connection to the server with the algorithm encryption that are not part of the list, the connection will

not established.

SSH supports these encryption algorithms:

Advanced Encryption Standard Counter:
+ aes128-ctr
« aes192-ctr
* aes256-ctr

* aes128-cbc

Advanced Encryption Standard Cipher Block Chaining:

¢ aes192-cbc
¢ aes256-cbc

Triple Data Encryption Standard Cipher Block Chaining:

3des-cbc

Use the no form of this command to not encrypt SSH sessions.

Command Syntax

ssh server algorithm encryption {aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc |
aes256-cbc | 3des-cbc} (vrf (NAME|management) |))

no ssh server algorithm encryption {aesl28-ctr | aesl92-ctr | aes256-ctr | aesl28-cbc |aesl92-cbc |
aes256-cbc | 3des-cbc} (vrf (NAME|management) |)

Parameters

aes18-ctr
AES 128 bit Counter Mode

aes192-ctr
AES 192 bit Counter Mode

aes256-ctr
AES 256 bit Counter Mode

aes128-cbc

AES 128 bit Cipher block chaining

aes192-cbc

AES 192 bit Cipher block chaining

aes256-cbc

AES 256 bit Cipher block chaining

3des-cbc

Triple DES Cipher block chaining

vrf
Virtual Routing and Forwarding
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NAME
Virtual Routing and Forwarding name

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

No default value is specified.
By default, all the ciphers are supported for a new SSH client to connect to the SSH server.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3. Added parameter VRF NAME in OcNOS version 6.5.3
Examples

#configure terminal
(config) #ssh server algorithm encryption aesl28-ctr
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ssh keygen host

Use these commands to create SSH server host, and public keys. These host keys are added in the SSH clients

known_hosts file after user's acceptance.

Once entry is added in known_hosts, for the subsequent attempt login to the server will be validated against the

host key and if there is key mismatch user will be prompted about the change in server identity.
Command syntax

ssh keygen host dsa (vrf (NAME|management)|) (forcel)

ssh keygen host rsa (length <1024-4096>|) (vrf (NAME|management) |) (forcel)
ssh keygen host ecdsa (length (256]384|521)|) (vrf (NAME|management) |) (force]l)
ssh keygen host ed25519 (vrf (NAME|management) |) (force]l)

Parameters

dsa

dsa keys
rsa

rsa keys
ecdsa

ecdsa keys
ed25519

ed25519 keys
force

Replace the old host-key with newly generated host-key
<1024-4096>

Number of bits to use when creating the SSH server key; this parameter is only valid for RSA keys (DSA

keys have a default length of 1024).

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

DSA key has length of 1024 bits

RSA key has default length of 2048 bits
ECDSA key has default length of 521 bits
ED25519 key has length of 256 bits

Command Mode
Privileged execution mode
Applicability

This command was introduced in OcNOS version 5.0. Added parameter NAME in OcNOS version 6.5.3.
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Examples
OcNOS#ssh keygen host rsa vrf management
OcNOS#
OcNOS#ssh keygen host ecdsa vrf management
OcNOS#

OcNOS#ssh keygen host ecdsa

%% ssh host key exists, use force option to overwrite
OcNOS#

OcNOS#ssh keygen host ecdsa force

OcNOS#
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ssh login-attempts

Use this command to set the number of times SSH client would try to authenticate to establish the SSH session.

Use the no form of this command to set the number of authentication attempts to its default (3).

_=’ Note: By default, SSH clients may send the keys to authenticate, such a implicit authentication failures
would also decrease authentication attempt count. Hence the configured value is not directly
proportional to the user's password based authentication attempt.

Enable the feature ssh command to configure this command on default VRF port.

You can only give this command when the SSH server is enabled for default VRF. See the feature ssh command.

Command Syntax

ssh login-attempts <1-3> (vrf (NAME|management) |)
no ssh login-attempts (vrf (NAME|management) |)

Parameters

<1-3>
Retries attempts, default is 3 attempts

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, the device attempts to negotiate a connection with the connecting host three times.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #ssh login-attempts 3
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ssh server algorithm encryption

Use this command to configure Cipher algorithms.

Use no parameter to remove the Cipher algorithms.

Command Syntax

ssh server algorithm encryption CIPHER NAME vrf (|management |NAME)
no ssh server algorithm encryption

Parameters

CIPHER_NAME
Specifies the SSH encryption type as Cipher exchange.
3des-cbc
aes128-cbc
aes192-cbc
aes256-cbc
rijindael-cbc
aes128-ctr
aes192-ctr
aes256-ctr
aes128-gcm
aes256-gcm
chacha20-poly1305

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Refer to ssh server default algorithm (page 337).

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.3.

Example

To configure the specific encryption algorithm, execute the following command.

OcNOS (config) #ssh server algorithm encryption chacha20-polyl305
OcNOS (config) #ssh server algorithm encryption chacha20-polyl305 vrf management
OcNOS (config) #commit
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To configure the multiple encryption algorithms, execute the following command.

OcNOS (config) #ssh server algorithm encryption 3des-cbc rijndael-cbc aes256-cbc aesl28-gcm
OcNOS (config) #ssh server algorithm encryption 3des-cbc rijndael-cbc aes256-cbc aesl28-gcm vrf
management

OcNOS (config) #commit

To unconfigure the multiple encryption algorithms, execute the following command.

OcNOS (config) #no ssh server algorithm encryption 3des-cbc rijndael-cbc aes256-cbc aesl28-gcm
OcNOS (config) #no ssh server algorithm encryption 3des-cbc rijndael-cbc aes256-cbc aesl28-gcm vrf
management

OcNOS (config) #commit
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ssh server algorithm kex

Use this command to configure KEX algorithms.

Use no parameter to remove the KEX algorithms.

Command Syntax

ssh server algorithm kex KEY NAME vrf (|management |NAME)
no ssh server algorithm kex

Parameters

KEY_NAME
Specifies the SSH encryption type as Key exchange.
curve25519-sha256
curve25519-sha256-libssh-org
diffie-hellman-group-exchange-sha1
diffie-hellman-group-exchange-sha256
diffie-hellman-group1-sha1
diffie-hellman-group14-sha1
diffie-hellman-group14-sha256
diffie-hellman-group16-sha512
diffie-hellman-group18-sha512 ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Refer to ssh server default algorithm (page 337) CLI section.

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.3.

Example

To configure the specific KEX algorithm, execute the following command.

OcNOS (config) #ssh server algorithm kex curve25519-sha256
OcNOS (config) #ssh server algorithm kex curve25519-sha256 vrf management

To configure the multiple KEX algorithms, execute the following command.

OcNOS#conf t Enter configuration commands, one per line. End with CNTL/Z.
OcNOS (config) #ssh server algorithm kex diffie-hellman-group-exchange-sha256 diffie-hellman-groupl4-
sha256 ecdh-sha2-nistp256
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OcNOS (config) #ssh server algorithm kex diffie-hellman-group-exchange-sha256 diffie-hellman-groupl4-
sha256 ecdh-sha2-nistp256 vrf management
OcNOS (config) #commit OcNOS (config) #end

To unconfigure the multiple KEX algorithms, execute the following command.

OcNOS (config) #no ssh server algorithm kex diffie-hellman-group-exchange-sha256 diffie-hellman-
groupl4-sha256

OcNOS (config) #no ssh server algorithm kex diffie-hellman-group-exchange-sha256 diffie-hellman-
groupl4-sha256 vrf management

© 2025 IP Infusion Inc. Proprietary 333



OcNOS DC System Management ssh server algorithm mac

ssh server algorithm mac

Use this command to configure MAC algorithms.

Use no parameter to remove the MAC algorithms.

Command Syntax

ssh server algorithm mac MAC NAME vrf (|management |NAME)
no ssh server algorithm mac

Parameters

mac
Specifies the SSH encryption type as MAC exchange.
hmac-sha1
hmac-sha1-96
hmac-sha2-256
hmac-sha2-512
hmac-md5
hmac-md5-96
umac-64@openssh.com
umac-128@openssh.com
hmac-sha1-etm@openssh.com
hmac-sha1-96-etm@openssh.com
hmac-sha2-256-etm@openssh.com
hmac-sha2-512-etm@openssh.com
hmac-md5-etm@openssh.com
hmac-md5-96-etm@openssh.com
umac-64-etm@openssh.com
umac-128-etm@openssh.com

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

Refer to ssh server default algorithm (page 337).

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.3.

Example

To configure the specific MAC algorithm, execute the following command.
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OcNOS (config) #ssh server algorithm mac hmac-sha2-256
OcNOS (config) #ssh server algorithm mac hmac-sha2-256 vrf management

To configure the multiple MAC algorithms, execute the following command.

OcNOS (config) #ssh server algorithm mac hmac-sha2-512 umac-128-etm hmac-md5-96-etm hmac-sha2-256-etm
hmac-shal-etm

OcNOS (config) #ssh server algorithm mac hmac-sha2-512 umac-128-etm hmac-md5-96-etm hmac-sha2-256-etm
hmac-shal-etm vrf management

To modify the MAC algorithm for user defined VRF, execute the following command.

OcNOS (config) #ssh server algorithm mac hmac-md5-96-etm hmac-sha2-256 hmac-sha2-512-etm vrf VRF1
OcNOS (config) #ssh server algorithm encryption 3des-cbc vrf VRF1

OcNOS (config) #ssh server algorithm kex diffie-hellman-group-exchange-shal diffie-hellman-grouplé4-
sha256 vrf VRF1
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show ssh server algorithm

Use this command to display the current SSH algorithm policy configured.

Use no parameter to remove the default encryption algorithms.

Command Syntax

show ssh server algorithm

Parameters

None

Default

None

Command Mode

Execution mode

Applicability

Introduced in OcNOS version 6.5.3.

Example

To view the ssh key configured, execute the following command.

OcNOS#sh ssh server algorithm
vrf management ssh server algorithm: KexAlgorithms curve25519-sha256

MACs hmac-sha2-256, hmac-sha2-512,umac-128@openssh.com, hmac-sha2-256-etm@openssh.com, hmac-sha2-512-
etm@openssh.com

Default vrf ssh server algorithm:
KexAlgorithms curve25519-sha256

MACs hmac-sha2-256,hmac-sha2-512,umac-1280@openssh.com, hmac-sha2-256-etm@openssh.com, hmac-sha2-512-
etm@openssh.com
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ssh server default algorithm

Use this command to configure default strong SSH encryption algorithms. This command reset the existing
algorithms.

Use no parameter to remove the default strong SSH encryption algorithms.

Command Syntax

ssh server default algorithm (vrf (NAME|management) |)

Parameters

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

None

Command Mode

Configure mode
Applicability
Introduced in OcNOS version 6.5.3.

Example

OcNOS#configure terminal OcNOS#ssh server default algorithm
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ssh server port

Use this command to set the port number on which the SSH server listens for connections. The default port on

which the SSH server listens is 22.

Use the no form of this command to set the default port number (22).

Command Syntax

ssh server port <1024-65535> (vrf (NAME|management) |)
no ssh server port (vrf (NAME|management) |)

Parameters

<1024-65535>
Port number

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, SSH server port is 22.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Examples

#configure terminal
(config) #ssh server port 1720
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ssh server session-limit

Use this command to limit number of SSH sessions. Only 40 sessions allowed including Telnet and SSH.

Use no form of this command to set to default value.

_=’ Note: Few Terminal application (Ex: Mobaxterm) where user run SSH Client has limits to use this SSH
session limit option.

Command Syntax

ssh server session-limit <1-40> (vrf (NAME|management) |)
no ssh server session-limit (vrf (NAME|management) |)

Parameters

<1-40>
Number of sessions

vrf management
Defines the management VRF instance.

vrf NAME
Specify the user-defined VRF instance name.

Default

By default, 40 sessions are allowed.

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS version 4.2 Added parameter NAME in OcNOS version 6.5.3.
Examples

#configure terminal
(config) #ssh server session-limit 4 vrf management
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username sshkey

Use this command to add public key of the ssh clients to perform pasword-less login into the switch.

Command Syntax

username USERNAME sshkey LINE

Parameters

USERNAME
User identifier

LINE
Digital System Algorithm (DSA) key or Rivest, Shamir, and Adelman (RSA) key in OpenSSH format; this
key is written to the authorized keys file

Default

By default, SSHKEY is 1024.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal

(config) #username fred

(config) #username fred sshkey

ssh-rsa AAAAB3NzaClkc3MAAAEBAIirweZzCdyITgbMWB8W1ly9ivGxY1JIBVNWIVtcWKi6buc
CPZyw316J6/+69LEKPUSAyO+SK82zJONF2f25FFc2YDMh1KKHi5gK7iXF3/ran547
nP2byyLeo8rnuVgfEDLaBI1gQaWBcDQvsZcl4t5SEJEsOQSfRO3PDPYALIsrZRVM
S5pWfz0486Rh33J3+170uARQtZFDP4wA52Z0Fxh14U3RK42JzKNU1YBDrH31Sgfkv
XLWLXz9WcxY 6zuKvXFwUpOAIPRXWUSKQqWuyywZQLNavENgFyoQ80ZnNKLCYEOhS
QnUe62NGxb3jQOXKLf10L04JFNii1ii9sACGlY/ut4ANysAAARAVAJbM7Z4chRgivVahN
1wXFJINKkBMWGZAAABAAUF1F1I6xy0L/pBallFw34uUL/mh4SR2Di2X52eK70VN]+m
y5eQdRC6cxpaVapS3Q4xTN+W/ kaBbI1X40xJP51ciMvin/ngiuleEodmVIJMWxOD
fh3egeGusSW614VzdlRGrxpYInIOygMULRcxhmbX+rP1iuUIvhg36iHOUR7XB1ln6h
uyKFvEmaL7bGlRvELjgajOy6iiCEfP1yGBc5vavH5X+jOWgqdsJHsCgcIzPF5D1Ybp
wOnZmGsgO+P55mjMuj002ul7NslsxyirbnGhd+2Z1u03QDy6MBcUspai8U5CIe6X
WqvXY+yJjpuvlWIGTHowCcGd6Z/e9IC6VE/kNEAAAAEAFTIe6kLGTALROF3AfapYY
/M+bvkmkkhOJUZVdLiwMjcvtIb9£fQpPxgXE1S3ZVvUNIEELIUPS/V7KgSsj8eg3FKN
1UGICkKkTWHIK7RTLC8k4IE6U3V3866JtxW+Znv1DB7uwnbZgoIZuvt3rl+h800ah8
UKwDUMJTOfwu9cuuS3G8Ss/gKilHgByrcxXoK51/r4Bc4QmR2VQ8sXOREvV/SHIeY
JGbEX30xjJRgXC7GlpbrdPil8zs0dPiZ0ovAswsBOY1KYhd7JvEiCcviWRjgP5h55aw
GNSmNs3STKufbIgYGeDAISYNYY4F2JzR593KIBnWgyhokyYybyEBh8NwTTO4J5rT
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username keypair

Use this command to generate the key for users.

Command Syntax

username
username
username
username
username
username

USERNAME
USERNAME
USERNAME
USERNAME
USERNAME
USERNAME

Parameters

USERNAME

User identifier

rsa

Rivest, Shamir, and Adelman (RSA) public-key cryptography SSH server key

dsa

keypair
keypair
keypair
keypair
keypair
keypair

rsa
dsa
rsa
rsa
rsa
dsa

length <1024-4096>
length <1024-4096> force
force

force

Digital System Algorithm (DSA) SSH key
<1024-4096>

Number of bits to use when creating the SSH server key; this parameter is only valid for RSA keys (DSA

keys have a default length of 1024)

force

Forces the replacement of an SSH key

Default

DSA keys have a default value of 1024.

RSA keys have a minimum key length of 1024 bits and the default length is 4096.

By default the system has RSA/DSA public/private key pair placed in /etc/ssh/. The force option is used if the user

wants to regenerate the ssh rsa keys. The same thing applies for dsa also.

Command Mode

Execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #username fred keypair rsa
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User Config AES Encryption

Overview

Sensitive information, such as authentication keys configured in plain text, is stored in the OcNOS database in an
encrypted format. Currently, by default, this information is encrypted using the 3DES algorithm. With this new
feature, users will have the option to store sensitive information encrypted using the Advanced Encryption Standard
(AES) algorithm. It ensures confidentiality and integrity in routing protocols like BGP, OSPF, RIP, IS-IS, LDP, BFD,
MSDP, and Radius authentication.

Feature Characteristics

» Users can choose to encrypt sensitive information using either the 3DES or AES algorithm.

» Global configuration allows users to select the preferred encryption algorithm for data stored within the
OcNOS database.

» If sensitive data is already encrypted, OcNOS accepts both AES and 3DES-encrypted data.

* AES-encrypted data must be encrypted by OcNOS, as it adds a tag to differentiate AES from 3DES-
encrypted data.

» Users can change the global encryption algorithm at any time without affecting previously configured
sensitive data.

» OcNOS maintains internal control over the encryption algorithm used for each piece of sensitive data.

» If no encryption algorithm is specified by the user, OcNOS defaults to using the 3DES algorithm, preserving
the existing behavior.

Benefits

This feature enhance security by using AES 256-bit encryption with Galois/Counter Mode(GCM ).

Configuration

These steps provide a standardized approach to configuring AES Encryption across different routing protocols.
These configurations ensure that sensitive routing data is encrypted and secure, protecting network infrastructure
from malicious threats.

Configuration Snapshot:

BGP configuration:

3DES encryption algorithm:

router bgp 100
neighbor 10.10.10.11 remote-as 200
neighbor 10.10.10.11 authentication-key 0xb376ebccbdelObb44ebba6c415d533683

AES encryption algorithm:

router bgp 100
neighbor 10.10.10.11 remote-as 200
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neighbor 10.10.10.11 authentication-key
0x25fdc4ellaaf5d9caa3d6bbad04ad’/ecd76dcal3447b42486c119032b2b06e7cldaf8bfde097ed

OSPF configuration:
3DES encryption algorithm:

interface xe49
ip ospf message-digest-key 1 md5 Oxebe3bd4b01el1198ff808f3laf4aladfl
AES encryption algorithm:

interface xel

ip ospf message-digest-key 1 md5
0xc5cf7a352927208c029d58dec379£7459207509788££04311b04a8ccc06£4eb95171b28fa6

RIP Configuration
3DES encryption algorithm:

interface xe2
ip rip authentication mode md5
ip rip authentication string Oxebe3bd4b01el1198£f£808f31laf4aladfl

AES encryption algorithm:

interface xel
ip rip authentication mode md5

ip rip authentication string
0x528bd88845782cf7595bfb2c60742358£980a733bb208276b60f6e184£fchb239724c4585152

IS-IS Key-Chain authentication
3DES encryption algorithm:

key chain TEST

key-id 1

key-string encrypted Oxebe3bd4b01el1198f£f808f3lafdaladfl
AES encryption algorithm:

key chain TEST
key-id 1
key-string encrypted 0x93£3323b28293e577235b61aef68418931£fa74095b20f5aa98% ceadb3b5cddad5d004e5ab

LDP MD5 authentication
LDP MD5 authentication
3DES encryption algorithm:

router ldp
neighbor all auth md5 password encrypt 0x93c51ab33976afff
session-group name 1

auth md5 password encrypt 0x93c51ab33976afff

AES encryption algorithm:

router ldp

neighbor all auth md5 password encrypt
0x7034695900344££981d097cal3b76d3£7602c97533ae71fb5a24f6£63b5alb36al0a2ell1f5

session-group name 1
auth md5 password encrypt 0x7034695900344f£981d097ca3b76d3£7602c97533ae71fb5a24f6f63b5alb36ala2ellf5

BFD authentication
3DES encryption algorithm:

interface ethl
bfd auth type simple key-id 100 1 key 0xb376ebccbdeObb44ebba6c415d533683
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AES encryption algorithm:

interface ethl

bfd auth type simple key-id 100 1 key
0x25fdcd4ellaafbd9caal36b6a904ad’ecd76dca3447b42486c119032b2b06e7cldaf8bfde097ed

MSDP
3DES encryption algorithm:

ip msdp peer 1.1.1.1
ip msdp password 0x93c51ab33976afff9c2308c1131e52b8 peer 1.1.1.1
AES encryption algorithm:

ip msdp peer 1.1.1.1

ip msdp password 0x2bf091e584673fdal07def6lc29albac38ceff092ell1fe75d12122fb6d4683b1lbfa8d8379flde peer
Lodlodlod

Radius authentication

3DES encryption algorithm:

radius-server login key 7 0xf6fe51115a8718c8541a2369d0222f7f

radius-server login host 10.3.4.17 seg-num 7 key 7 0x923502641e0b7d352b09d097ceb464da auth-port 4567
timeout 40

AES encryption algorithm

radius-server login key 7 0xlc5c4abfd0cb21baf4dl1980261£16£2f9dad69£fc5e732b322£6d9c764£864f696ee7668elf7a

radius-server login host 10.3.4.17 seg-num 7 key 7
0x35404c0de9cabcb64531aad49b8d7ebf64550c4d52d0201e423£7de5227ccb5c52d8242b12bd auth-port 4567 timeout 40

Validation

Execute the following command to verify the global key-encryption:

OcNOS#show global key-encryption
Current global key-encryption in use is AES.
OcNOS#

Implementation Examples

To choose which global cipher algorithm will be used by OcNOS, the user simply runs the following command:

OcNOS (config) #global key-encryption AES
OcNOS (config) #commit
OcNOS (config) #

The configuration will appear in show running-config:

OcNOS#sh ru

global key-encryption AES

!
end

OcNOS#

global key-encryption

Use this command to configure the global cipher algorithm.
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Command Syntax

Use noparameter of this command to unconfigure the global cipher algorithm for OcNOS.

Command Syntax

global key-encryption (3DES|AES)
[no] global key-encryption

Parameters

key-encryption (3DES|AES)
Specifies the cipher algorithm to be used by OcNOS

Default

3DES encryption
Applicability
This command was introduced in OcNOS 6.6.0 version.

Example

OcNOS (config) #global key-encryption AES

show global key-encryption
Use this command to show global key-encryption.
Command Syntax

show global key-encryption

Parameters

None

Default

3DES encryption

Applicability

This command was introduced in OcNOS 6.6.0 version.

Example

OcNOS#show global key-encryption
Current global key-encryption in use is AES.
OcNOS#
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Using the Management Interface

Overview

OcNOS provides support for different types of Management Interfaces. The management interface can be the
standard out of band (OOB) port, or any in-band port.

To provide segregation between management traffic and data traffic, OcNOS provides a Management VRF. The
Management VRF is created by default when OcNOS boots. This VRF cannot be deleted. All ports used as
Management Interface needs to be in Management VRF. The management VRF is used for all types of
Management applications listed below

« Remote access to router (SSH/Telnet)
« File transfer applications (SFTP/SCP)
¢ Login Authentication via Radius/Tacacs

« Network management protocols (SNMP, Netconf)

Apart from this, DHCP, DNS, NTP, Syslog, sFlow, and license/software upgrade also uses ports mapped to the
management VRF for their operations. Also LLDP can run on any ports mapped to the management VRF.

_:l Note: If the management interface flaps, the device becomes unreachable.

Management Port

The Out of Band (OOB) Management Port in OcNOS is identified as “eth0.” This port is automatically mapped to the
Management VRF when OcNOS boots, and will remain in same VRF throughout. It cannot be moved out of this
VRF.

The IP address of the management port can be configured statically or via DHCP.

Static IP Configuration

A static IP can be configured on the management port during ONIE installation itself, or after installation using the
OcNOS CLIs commands. To configure a static IP during ONIE installation, do the following

#onie-stop
#ifconfig eth0 <ip address> netmask <subnet mask> up

Please check the Install Guide for details.

The IP address configured during ONIE installation will be applied to the management port and the same will be
retained when OcNOS boot up, and the port becomes part of Management VRF.

#show running-config interface eth0
!

interface eth0

ip vrf forwarding management

ip address 10.12.44.109/24

After getting the OcNOS prompt, this IP address can be changed from the CLI.
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#configure terminal Enter configure mode

(config) #interface eth0 Enter interface mode

(config-if) #ip address 10.12.44.120/24 Assign an IPv4 address to the interface
(config-if)#exit Exit interface mode

(config) #commit
Commit the candidate configuration to the running

configuration

(config) fexit Exit configure mode

If a static IP is not configured during ONIE installation the same can be configured via CLI by following the above
steps. Using the OcNOS CLI, DHCP can also be enabled on the Management port.

#configure terminal Enter configure mode
(config) #interface eth0 Enter interface mode
(config-if) #ip address dhcp Enable DHCP on interface
(config-if)#exit Exit interface mode

(config) #commit
Commit the candidate configuration to the running

configuration

(config) #exit Exit configure mode

Obtaining IP Address via DHCP

During onie installation, the management port attempts to acquire IP address via DHCP automatically unless
stopped explicitly using the onie-stop command. So, if management port is getting IP via DHCP, after OcNOS
boots, the management port will continue to use DHCP, even when it is part of the Management VRF.

#show running-config interface eth0
|

interface ethO

ip vrf forwarding management

ip address dhcp

After OcNOS boots, the IP address can be changed to any static IP from the command line as shown earlier.

In-Band Ports

Any front-end ports of the device (in-band ports) can be made part of the management VRF. Once they are part of
the management VRF they can also support all management applications such as SSH/Telnet and others as listed
in Overview (page 347).

Once the ports are part of the management VRF, they should not be used for data traffic and routing or switching
purposes. In-band ports can be added or removed from Management VRF as and when required.

#configure terminal Enter configure mode
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Using Ping in Management VRF

(config) #interface xel/1

Enter interface mode

(config-if) #ip vrf forwarding management

Add in-band port to Management VRF

(config-if) #exit

Exit interface mode

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

#configure terminal

Enter configure mode

(config) #interface xel/1

Enter interface mode

(config-if)# no ip vrf forwarding management

Remove in-band port from Management VRF

(config-if) #fexit

Exit interface mode

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Using Ping in Management VRF

To check reachability to any node in the management network, you need to explicitly mention the VRF name as

“‘management.”

In the following example, Node-1 has management interface ethO and Node-2 has management interfaces ethO and
xe3/1. In order to reach the network 20.20.20.40/24 from Node-1 a static route needs to added.

Figure 21. Ping in Management VRF topology

10.12.44.106

20.20.20.40

ethO
NODE1

ethO

NODE?2

#configure terminal

Enter configure mode

(config)# ip route vrf management 20.20.20.0/24
10.12.44.106 ethO

Add static route in management VRF to reach
20.20.20.0/24 network

(config) #commit

Commit the candidate configuration to the running
configuration

(config) #exit

Exit configure mode

Node-l#show ip route vrf management

Codes: K - kernel, C - connected, S - static,
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
i - IS-IS, L1 - IS-IS level-1,
v - vrf leaked
* - candidate default

IP Route Table for VRF "management"
C 10.12.44.0/24 is directly connected, ethO

R - RIP,

B - BGP

N2 - OSPF NSSA external type 2
E2 - OSPF external type 2
L2 - IS-IS level-2, ia - IS-IS inter area,
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S 20.20.20.0/24 [1/0] via 10.12.44.106, ethO
Gateway of last resort is not set

Node-1l#ping 20.20.20.40 vrf management

PING 20.20.20.40 (20.20.20.40) 56(84) bytes of data.

64 bytes from 20.20.20.40: icmp seg=1 ttl=64 time=0.494 ms
64 bytes from 20.20.20.40: icmp seg=2 ttl=64 time=0.476 ms
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User Configuration

Overview
User management is an authentication feature that provides administrators with the ability to identify and control the
users who log into the network.

OcNOS provides 4 different roles for users.

» Network Administrator: Can make permanent changes to the switch configuration. Changes are persistent
across reset or reboot of switch.

« Network Engineer: Can make permanent changes to the switch configuration. Changes are persistent across
reset or reboot of switch.

¢ Network Operator: Can make permanent changes to the switch configuration. Changes are not persistent
across reset or reboot of switch.

« Network User: Can display information but cannot modify the configuration.

User Configuration

#configure terminal Enter configure mode.

Create a user user1 with password User12345$ with
(config) #username userl password Userl2345$ default role of network user. Password must be 8-32
characters, username 2-15 characters.

(config) #username userl role network-operator

password User12345S Change the role for user1 to network-operator.

(config) #username user2 role network-operator

password User12345% Create a user user2 with role as network-operator.

(config) #username user3 role network-admin

password User12345% Create a user user3 with role as network-admin.

(config) #username userd4 role network-engineer

password User12345% Create a user user4 with role as network-engineer.

Commit the candidate configuration to the running

(config) #commit . .
configuration

(config) fexit Exit configure mode.

Validation

#show user-account
User:userl

roles: network-operator
User:user2

roles: network-operator
User:user3

roles: network-admin
User:useré

roles: network-engineer

#show role
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Role Name Info
network-admin Network Administrator - Have all permissions
network-engineer Network Engineer - Can save configuration
network-operator Network Operator - Can not save configuration
network-user Network User - Can not change configuration
rbac-customized-role RBAC User - Can change only permitted configuration
#show user-account userl
User:userl
roles: network-operator
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Configurable Password Policy

Overview

A password is a sequence of characters utilized to confirm a user's identity in the authentication procedure. A strong
password helps to protect user accounts and prevents unauthorized access. Strong passwords are the first defense
against cyberattacks. Hackers commonly use automated tools to crack passwords. Weak passwords are easily
guessed or cracked. Every organization encourages its users to use long passwords combining alphanumeric and
special characters. A lengthy password is more complex for hackers, who also need to invest a lot of time to hack
the system.

OcNOS manages the user account and its password in its OcNOS configuration, then their password is reflected to
LINUX standard user management db,/etc/passwd and /etc/shadow.

The password expiration settings in OcNOS and in the standard user management system in LINUX are not always
identical. Since the operation of the OcNOS shell is not the same as that of standard shells like bash, similar
mechanisms must be implemented in the OcNOS shell to enforce default password changes and set expiration
dates.

Feature Characteristics

Setting up strong passwords safeguards sensitive data associated with user accounts, including those of
employees and customers, against unauthorized access.

Integrating PAM to OcNOS

Privileged Access Management (PAM) is a third party pluggable security tool that protects organizations from
cyberthreats by overseeing, detecting, and thwarting unauthorized privileged access to vital resources.

To satisfy customer requirements, use pam_pwquality or pam_history, standard PAM modules in LINUX. These are
more optimal than implementing a custom password-strength verification system within this system.

When a user sets a password in plain text, it is immediately hashed, and from then on, this hashed password is used
for internal management to save settings. The plain text password is not stored anywhere. However, the verification
of password strength through PAM is only possible with the plain text password, hence verification can only be
conducted while the plain text password is available.

In OcNOS, an actual password change is not performed while the plain text password is held. When a 'commit'
operation is executed, it is saved until ‘write' operation is executed. However, since PAM cannot verify the strength
of a password without setting it, OcNOS temporarily sets the password and while holdd the plain text password to
check if the new password meets the password policy and can be changed. If it meets the policy and the password
is changed, a process is necessary to revert to the original password.

PAM modules are configured in /etc/security/pwquality.conf and /etc/pam.d/common_password. This system
internally holds default values based on customer requirements and sets them in these files at system startup.
These files are updated if the corresponding configuration values are changed through the CLI and prompts user to
update the default password.

To update these default passwords, check if the encrypted password calculated by its username and then prompt
the user to update the password. Since the user ‘OcNOS’ shell is ‘cmlish’ and the ‘root’ shell is ‘bash’, this code is
developed independently. For the OcNOS user, it is implemented in cmish_start() in cmish_main. For the root user,
itis done in /root/.bash
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Benefits

Benefits

» Strong passwords protect user accounts and devices from unauthorized access and safeguard sensitive

information.

« If the passwords are complex, data is safe from cyber threats and hackers.

Configuration

The OcNOS configuration triggers all user management or password updates including LINUX accounts.

The below configurations allow the user to authenticate the password policy.

Topology

Use the OcNOS interface to configure user accounts, such as creating, disabling passwords and maintain user

accounts information.

The image illustrates a method for authenticating and authorizing user account passwords.

OcNOS Device

Figure 22. OcNOS

OcNOS

1. Enable the aaa local authentication password-policy.

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy
OcNOS (config) #commit

2. Configure the aaa local authentication password-policy parameter to perform the below actions.

OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
OcNOS (config) #aaa
( )

OcNOS (config) #aaa

Validation 1

local
local
local
local
local
local
local
local
local

authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication

password-policy
password-policy
password-policy
password-policy
password-policy
password-policy
password-policy
password-policy
password-policy

Before enabling the local authentication password-policy.

# show aaa authentication password-policy

Password policy parameter:

disable-usercheck
history 10
lowercase-count 3
maxrepeat 2
maxsequence 3
min-length 10
numeric-count 3
special-count 3
uppercase-count 2

© 2025 IP Infusion Inc. Proprietary

354



OcNOS DC System Management Validation 2

Password policy feature: Disabled

Minimum number of digit: 1

Minimum number of uppercase character: 1

Minimum number of lowercase character: 1

Minimum number of special character: 1

Allowed the number of monotonic character sequences: 5
Username check: Enabled

Allowed the number of same consecutive characters: 1
Minimum length of password: 8

Number of remembered passwords: 5

After enabling the local authentication password-policy.
#show running-config
aaa local authentication password-policy
#show aaa authentication password-policy

Password policy parameter:

Password policy feature: Enabled

Minimum number of digit: 1

Minimum number of uppercase character: 1

Minimum number of lowercase character: 1

Minimum number of special character: 1

Allowed the number of monotonic character sequences: 5
Username check: Enabled

Allowed the number of same consecutive characters: 1
Minimum length of password: 8

Number of remembered passwords: 5

Validation 2

#show aaa authentication password-policy

Password policy parameter:

Password policy feature: Enabled

Minimum number of digit: 3

Minimum number of uppercase character: 2

Minimum number of lowercase character: 3

Minimum number of special character: 3

Allowed the number of monotonic character sequences: 3
Username check: Disabled

Allowed the number of same consecutive characters: 2
Minimum length of password: 10

Number of remembered passwords: 10

Implementation Examples

Set own password policy parameter and enter the password not as per the password-policy.

OcNOS (config) #username OcNOS role network-admin password Testing@123

BAD PASSWORD: The password contains less than 2 uppercase letters.
%% The password is too weak.
Password-policy logs

OcNOS (config) #username OcNOS role network-admin password T3$$Ting@123
OcNOS (config) #commit
OcNOS (config) #

Based on the above configuration set the password in the below format:
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e Uppercase characters: 2
* Lowercase characters:3
« Special characters:3

¢ Numerical characters: 3

e Total Password length: 12

max-password-age

The maximum age for a user password for OcNOS is 60 days.The password policy setting describes how long
users can use their password before it expires. This helps the users periodically change their passwords. When a
user’s password is updated, the expiry is set according to the user’s role. This can be modified or updated per user.
Once the expiry is set at the user level, the system will check for user-level expiry.

When a user logs in and cmish is invoked for the admin user, the admin user is prompted to change the password. A

non- admin receives a message to contact the admin to update the password. If the user password has e xpired and
it is not updated within the next 30 days, the user account removed from the database.

All these features are enabled and disabled entirely with a CLI. When disabled, /etc/pam.d/common-password
should be updated not to use both pam_pwquality and pam_pwhistory modules.

Configuration
The below configurations allow the user to authenticate the maximum password age.
OcNOS Device

1. Enable the aaa local authentication password-policy

OcNOS#configure terminal
OcNOS (config) #aaa local authentication password-policy
OcNOS (config) #commit

2. Configure the aaa local authentication password expire for user and role

OcNOS (config) #aaa local authentication expire 40 role network-admin
OcNOS (config) #aaa local authentication expire 45 role network-engineer
OcNOS (config) #aaa local authentication expire 35 role network-operator
OcNOS (config) #aaa local authentication expire 50 role network-user
OcNOS (config) #aaa local authentication expire 50 user Testl

OcNOS (config) #commit

_:d Note: The password will not expire, if we select the number of days as 0.

Validation 1

Before enabling the 1ocal authentication password-policy.

#show aaa authentication password-policy

Password policy parameter:

Minimum number of digit: 1

Minimum number of uppercase character: 1

Minimum number of lowercase character: 1

Minimum number of special character: 1

Allowed the number of monotonic character sequences: 5
Username check: Enabled
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Allowed the number of same consecutive characters: 1
Minimum length of password: 8

Number of remembered passwords: 5

network-admin expiration days: Disabled
network-engineer expiration days: Disabled
network-operator expiration days: Disabled
network-user expiration days: Disabled

After enable the local authentication password-policy.

By default, password expire is enable as well

#show aaa authentication password-policy

Password policy parameter:

Password policy feature: Enabled

Minimum number of digit: 1

Minimum number of uppercase character: 1

Minimum number of lowercase character: 1

Minimum number of special character: 1

Allowed the number of monotonic character sequences: 5
Username check: Enabled

Allowed the number of same consecutive characters: 1
Minimum length of password: 8

Number of remembered passwords: 5

network-admin expiration days: 30

network-engineer expiration days: 60
network-operator expiration days: 60

network-user expiration days: 60

After configuring the password expire for role and user.

#show aaa authentication password-policy

Password policy parameter:

Password policy feature: Enabled

Minimum number of digit: 1

Minimum number of uppercase character: 1

Minimum number of lowercase character: 1

Minimum number of special character: 1

Allowed the number of monotonic character sequences: 5
Username check: Enabled

Allowed the number of same consecutive characters: 1
Minimum length of password: 8

Number of remembered passwords: 5

network-admin expiration days: 40

network-engineer expiration days: 45
network-operator expiration days: 35

network-user expiration days: 50

Testl: will expire in 50 days!!!

Removing Users with Expired Passwords

When a user’s password is updated, the on set depending on the user’s role. This is modified per user. Once the
expiry is set, the system will automatically check for expired passwords. When a user logs in and cmish is invoked,
for the admin user the user will be prompted to change the password. A non- admin user will receive a message to
contact the admin to update the password.

If the user is expired and never update password or expiry for next 30 days, that user is removed from the database.
All these features are enabled or disabled entirely with a CLI. When disabled, /etc/pam.d/common-password needs
to be updated but not to use both pam_pwquality and pam_pwhistory modules.
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— Note: When updating a user’s level expiry, any days already lapsed are deducted from the new expiry
d value. If the updated value is greater than the remaining days, it becomes the new remaining days. For
example, if a user initially has 20 days and, after 5 days, the expiry is updated to 30 days, the user will
have 25 days left (30 - 5). Conversely, if the expiry is updated to 10 days after 5 days have passed, the
remaining time is set to 10 days.

Glossary
Key Terms/Acronym Description
PAM Privileged Access Management s a third party pluggable security tool that protects
organization from cyberthreats by overseeing.

New CLI Commands

The configurable password policy introduces the following configuration commands.

aaa authentication PassSWoOrd-PoOliCY ... .. ..o 358
aaa local authentication passwWord-poliCY ... .. ... 359
aaa local authentication password expire role ... ... 360
aaa local authentication passwWord eXpPire USer ... .. . 360
aaa local authentication password-policy disable-usercheck ... 361
aaa local authentication password-policy history ... .. ... 362
aaa local authentication password-policy lowercase-count ... ... 362
aaa local authentication password-policy maxrepeat ... ... ... . 363
aaa local authentication password-policy MaxsSeqUENCE ... ... 363
aaa local authentication password-policy min-length ... 364
aaa local authentication password-policy numeric-count ... 365
aaa local authentication password-policy special-count ... ... . 365
aaa local authentication password-policy Uppercase-CoUNt ... .. .. ... 366

aaa authentication password-policy
Use this command to verify the output for password-policy.
Command Syntax

show aaa authentication password-policy

Parameters
None
Default

None
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aaa local authentication password-policy

Command Mode

Privilege mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS# show aaa authentication password-policy

Password policy parameter:

Password policy feature: Enabled

Minimum
Minimum
Minimum
Minimum
Allowed

number of digit: 1

number of uppercase character: 1

number of lowercase character: 1

number of special character: 1

the number of monotonic character sequences: 5

Username check: Enabled

Allowed
Minimum

the number of same consecutive characters: 1
length of password: 8

Number of remembered passwords: 5

aaa local authentication password-policy

Use this command to enable/disable the password-policy.

Use no parameter of this command to disable.

Command Syntax

aaa local authentication password-policy
no aaa local authentication password-policy

Parameters

None

Default

The aaa local authentication password-policy is disabled under authentication password policy.

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal
OcNOS (config) #aaa local authentication password-policy
OcNOS (config) #commit
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aaa local authentication password expire role

Use this command to enable or disable the password expire for role.

Use no parameter of this command to disable.

Command Syntax

aaa local authentication password expire <0-1000> role (network-admin|network-engineer|network-
operator|network-user)

no aaa local authentication password expire role (network-admin|network-engineer|network-
operator|network-user)

Parameters

expire <0-1000>
Specifies the number of days for password expiry for a particular role.

role network-admin
Specifies the network administration role for which the configured password expiry days are applicable.

role network-engineer
Specifies the network engineer role for which the configured password expiry days are applicable.

role network-operator
Specifies the network operator role for which the configured password expiry days are applicable.

role network-user
Specifies the network user role for which the configured password expiry days are applicable.

Default

Disabled

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.3.
Example

OcNOS#configure terminal
OcNOS (config) #aaa local authentication password expire 50 role network-admin
OcNOS (config) #commit

aaa local authentication password expire user

Use this command to enable or disable the password expire for role.

Use no parameter of this command to disable.

Command Syntax

aaa local authentication password expire <0-1000> user WORD
no aaa local authentication password expire user WORD
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Parameters

expire <0-1000>
Specifies the number of days for password expiry for a particular user.

user WORD
Specifies the user name.

Default

Disabled

Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.3.

Example

OcNOS#configure terminal
OcNOS (config) #aaa local authentication password expire 50 user user test
OcNOS (config) #commit

aaa local authentication password-policy disable-usercheck

Use this command to set the enable/disable the username check .

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy disable-usercheck

Parameters

<1-400>
Specifies the password disable range

Default

The aaa local authentication password-policy usercheck is enabled under authentication password-policy.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy disable-usercheck
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy disable-usercheck
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OcNOS (config) # commit
OcNOS#show aaa authentication password-policy

aaa local authentication password-policy history

Use this command to set the remembered password.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy history <1-400>

Parameters

<1-400>
Specifies the password history range

Default

The aaa local authentication password-policy history value is 5.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy history 10
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

OcNOS (config) #no aaa local authentication password-policy history
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

aaa local authentication password-policy lowercase-count

Use this command to set the minimum number of lowercase character.

Use no parameter of this command to get the default value.

Command Syntax
aaa local authentication password-policy lowercase-count <1-32>

Parameters

<1-32>
Specifies the minimum number of uppercase characters range.

Default

The aaa local authentication password-policy uppercase-count value is 1.
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Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy lowercase-count 2

OcNOS (config) #commit
OcNOS#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy lowercase-count

OcNOS (config) # commit
OcNOS#show aaa authentication password-policy

aaa local authentication password-policy maxrepeat

Use this command to set the same consecutive character.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy maxrepeat <1-32>

Parameters

<1-32>
Specifies the same consecutive character range.

Default

The aaa local authentication password-policy maxrepeat value is 1.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy maxrepeat 2
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy maxrepeat
OcNOS (config) # commit

OcNOS#show aaa authentication password-policy

aaa local authentication password-policy maxsequence

Use this command to set the number of monotonic character sequence.

Use no parameter of this command to get the default value.
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Command Syntax

aaa local authentication password-policy maxsequence <1-32>

Parameters

<1-32>
Specifies the monotonic character sequences characters range.

Default

The aaa local authentication password-policy maxsequence value is 5.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

#configure terminal

(config) #aaa local authentication password-policy maxsequence 7
(config) #commit

#show aaa authentication password-policy

(config) # no aaa local authentication password-policy maxsequence
(config) # commit

#show aaa authentication password-policy

aaa local authentication password-policy min-length

Use this command to set the minimum length of password.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy min-length <8-32>

Parameters

<8-32>
Specifies the minimum password length range.

Default

The aaa local authentication password-policy min-length value is 8.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.
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Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy min-length 10
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

OcNOS (config) #no aaa local authentication password-policy min-length
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

aaa local authentication password-policy numeric-count

Use this command to set the minimum number of digits.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy numeric-count <1-32>

no aaa local authentication password-policy numeric-count <1-32>

Parameters

<1-32>
Specifies the numeric count range.

Default

The aaa local authentication password-policy numeric-count value is 1.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy numeric-count 2
OcNOS (config) #commit

OcNOS (#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy numeric-count
OcNOS (config) # commit

OcNOS#show aaa authentication password-policy

aaa local authentication password-policy special-count

Use this command to set the minimum number of special character.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy special-count <1-32>
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Parameters

<1-32>
Specifies the minimum number of special characters range.

Default

The aaa local authentication password-policy special-count value is 1.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal

OcNOS (config) #aaa local authentication password-policy special-count 2
OcNOS (config) #commit

OcNOS#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy special-count
OcNOS (config) # commit

OcNOS#show aaa authentication password-policy

aaa local authentication password-policy uppercase-count

Use this command to set the minimum number of uppercase characters.

Use no parameter of this command to get the default value.

Command Syntax

aaa local authentication password-policy uppercase-count <1-32>

Parameters

<1-32>
Specifies the uppercase characters count range.

Default

The aaa local authentication password-policy uppercase-count value is 1.
Command Mode

Configure mode

Applicability

Introduced in OcNOS version 6.5.1.

Example

OcNOS#configure terminal
OcNOS (config) #aaa local authentication password-policy uppercase-count 2
OcNOS (config) #commit
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OcNOS#show aaa authentication password-policy

OcNOS (config) # no aaa local authentication password-policy uppercase-count
OcNOS (config) # commit

OcNOS#show aaa authentication password-policy
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Stronger User Password Hashes

Overview

Passwords entered during user creation are initially in plain text but must never be stored as such due to security
concerns. OcNOS addresses this by using hashing algorithms to convert plain-text passwords into hashed versions
before storing them in the database. Once hashed, recovering the original password becomes virtually impossible.

Feature Characteristics

This feature updates the default behavior of OcNOS when generating user password hashes. Previously, the MD5
algorithm served as the default hashing mechanism. OcNOS now uses the more secure SHA-512 algorithm as the
default hash generator.

A new CLI command has been introduced to enable users to select the desired hashing algorithm for password
encryption. The available options include:

+ MD5
+ SHA-256
+ SHA-512

Key Considerations

» The selected hashing algorithm applies only to newly created usernames. Existing usernames retain the
hash algorithm used at the time of creation.

» Passwords for previously configured usernames remain encrypted with their original hash algorithm.

Benefits

While MD5 has been widely used for hashing passwords in Linux-based systems, it has notable vulnerabilities:
» Collision Attacks: Different inputs can generate the same hash.
» Preimage Attacks: The original input can potentially be deduced from the hash.

With advancements in computational power, these vulnerabilities make MD5 unsuitable for modern systems. SHA-
512, being a part of the SHA-2 family, offers significantly stronger cryptographic security, making it the preferred
choice for password hashing.

Configuration

This steps provides a standardized approach to configuring sha-512 on OcNOS routers.

Topology

The topology represents a network device running OCNOS, with sha-512 password encryption implemented for
secure communication and authentication.
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Configuration Snapshot:

OcNOS

Figure 23. SHA-512 Password Encryption Topology

The steps include enabling password encryption:

1. Enter Configuration Mode
# configure terminal

2. Configure the password user encryption.
(config) # user password encryption default sha-256

(config)# commit

(config) # exit

— . Note: By default, SHA-512 with MD5 is enabled.

—7

3. Create a new user with password:
#configure terminal

(config)# username test2 password testl234
(config) #commit

(config) #exit

Configuration Snapshot:

user password encryption default sha-256

username test2 password encrypted $5$dV7Df2V1$yaAyIm7g8HE2mfKuBlJ2LdHYUNLG8KnP6vIwI8W6tQ7

username test3 password encrypted

$6SnVoAfXI0$1sZI4H3M09B3I. fRELBMLPWTdfAzzEXCua5STcoaemaSHIt2hctR01.Jy3PyCS3utW6fGYbc8ZBINQ3cC7.dlml

Validation

To verify the hash algorithm used for passwords, use the show running-configand show user password

encryption commands.

ocnos#sh running-config user-management

user password encryption default sha-256

username test2 password encrypted
$55dV7Df2V1SyaAyIm7g8HE2mfKuBl1J2LAHYUNLG8KnP6ovIw98W6tQ7

The prefix $6$ indicates SHA-512.

—_— Note: If $13 indicates md5, or $5% indicate SHA-256.

ocnos#show user password encryption
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Implementation Examples

Implementation Examples

To create a new username with a MD5 hashing algorithm, use the following commands. Once committed, the

password is hashed and stored securely:

OcNOS (config) #username admin password testl1234
OcNOS (config) #commit

CLI Commands

Password encryption feature introduces the following configuration commands:

* user password encryption default

* show user password encryption

user password encryption default

Use this command to configure the hash algorithm for encrypting user passwords. Changes apply only to new

usernames.

Use the no form of this command to disable the hash algorithm for encrypting user passwords.

Command Syntax

user password encryption default (md5|sha-256|sha-512)
no user password encryption default (md5|sha-256|sha-512)

Parameters

md5
Sets MD5 as the hash algorithm.

sha-256
Sets sha-256 as the hash algorithm.

sha-sha-512
Sets SHA-512 as the hash algorithm.

Default

SHA-512

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 6.6.0.

Examples

To configure SHA-256 as the default algorithm:
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show user password encryption

OcNOS (config) #user password encryption default sha-256

OcNOS (config) #commit

To remove SHA-256 as the default algorithm:

OcNOS (config) #no user password encryption default
OcNOS (config) #commit

show user password encryption

Use this command to display the currently configured hash algorithm.

Command Syntax

show user password encryption

Parameters

None

Default

SHA-512

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 6.6.0.

Examples

To show password encryption:

OcNOS#show user password encryption
Username password hash algorithm: sha-512
OcNOS#
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| USER MANAGEMENT COMMAND REFERENCE

User Managemient 373
clearaaalocal userlockout username . ... .. . 374
AebUg USEr-MOMt | 375
SNOW USEIr-ACCOUNT ... e 376
USEIMAIME ..o 377

© 2025 IP Infusion Inc. Proprietary 372



OcNOS DC System Management User Management

User Management

This chapter is a reference for user management commands.

This chapter includes these commands:

clear aaa local USer IoCKOUL USEINaMIE ... . 374
AEDUG US -Gt 375
SNOW USBI-aCC0UNt . 376
US BN AMIE o 377
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clear aaa local user lockout username
Use this command to unlock the locked user due to three times wrong password login attempt.
Command Syntax

clear aaa local user lockout username USERNAME

Parameters

USERNAME
User name; length 2-15 characters

Command Mode

Execution mode
Applicability
This command was introduced before OcNOS version 1.3.

Example

#clear aaa local user lockout username testuser
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debug user-mgmt

debug user-mgmt

Use this command to display user management debugging information.

Use the no form of this command stop displaying user management debugging information.

Command Syntax

debug user-mgmt
no debug user-mgmt

Parameters

None

Default

None

Command Mode

Execution mode and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#debug user-mgmt

#config t
(config) #debug user-mgmt
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show user-account

Use this command to display information about all users or a given user.

Command Syntax

show user-account (WORD]|)

Parameters

WORD
User name

Command Mode

Privileged execution mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#show user-account
User:userl

roles: network-operator
User:user2

roles: network-operator
User:user3

roles: network-operator
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username

username

Use this command to add a user or to change a user password.

The role parameter maps to privilege levels in the TACACS+ server as shown in the table below.

Table 21. Role/privilege level mapping

Role Privilege level

Network administrator | 15

Network engineer 14
Network operator 1t0 13
Network user 0 or greater then 15

Use the no form of this command to remove a user.

Command Syntax

username USERNAME
username USERNAME password (encrypted|) PASSWORD
username USERNAME role (network-admin|network-engineer|network-operator|network-user)

username USERNAME role (network-admin|network-engineer|network-operator|network-user) password

(encrypted|) PASSWORD
username disable-default

no username disable-default
no username USERNAME

Parameters

USERNAME
User name; length 2-15 characters

encrypted
Encrypted password

PASSWORD
Password; length: 8-32 characters. Password must contain at least:
- One uppercase letter
- One lowercase letter
- One digit
- One special character (acceptable special characters: ~ 1@#$%*&*(){}'l],.\"<\+-_:; ),

__I Note: The following characters are not acceptable in passwords: '=?|>

network-admin

Network administrator role with all access permissions that can make permanent changes to the

configuration. Changes persist after a reset/reboot of the switch.

Only network administrators can manage other users with the enable password (page 1444),

Authentication, Authorization and Accounting (page 217), RADIUS Commands (page 255), and TACACS+

Commands (page 237).
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network-engineer
Network engineer role with all access permission that can make permanent changes to the configuration.
Changes persist after a reset/reboot of the switch.

network-operator
Network operator role with all access permissions that can make temporary changes to the configuration.
Changes do not persist after a reset/reboot of the switch.

network-user
Network user role with access permissions to display the configuration, but cannot change the
configuration.

disable-default
This option is used to disable the implicit configuration of default user by the system. This command can be
executed only by users with “network-admin” privileges. When this option is configured, explicit
configuration of default user will be rejected. If default-user is explicitly configured using “username” CLI, it
should be removed using “no username USERNAME” before configuring “disable-default”.

Default

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.
Example

#configure terminal
(config) #username fred smith password Fredl23$
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| DHCP CONFIGURATION

DHCP Client ConfigUIration ... . 380
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DHCP Client Configuration for IPV4 . 380
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BN S 390
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DHCP Client Configuration

Overview

Dynamic Host Configuration Protocol (DHCP) protocol is used for assigning dynamic IP addresses to systems on a
network. Dynamic addressing allows a system to have an IP address each time it connects to the network. DHCP
makes network administration easier by removing the need to manually assign a unique IP address every time a
new system is added to the network. It is especially useful to manage mobile users. Once a system is configured to
use DHCP, it can be automatically configured on any network that has a DHCP server.

DHCP uses a client-server model, in which the DHCP server centrally manages the IP addresses used in the
network. DHCP clients obtain an IP address on lease from the DHCP server.

DHCP Client Configuration for IPv4

Before configuring the DHCP in client, make sure that DHCP server is ready and also dhcpd is running on the server
machine.

Figure 24. DHCP sample topology

xel

Switch

Remote
machine

#configure terminal Enter Configure mode.

Enable the feature dhcp. This will be enabled by

(config) #feature dhcp
default.

Specify the interface(xe1) to be configured and enter

(config) #interface xel ]
the interface mode.

The client requests for the IP address to the server,
once it receives the acknowledgment from the server, it
assigns the IP address to the interface in which this
command is enabled.

(config-if) #ip address dhcp
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(config if)#exit Exit interface mode.

Commit the candidate configuration to the running

(config) #commit ! .
configuration.

(config) #interface eth0 Enter management interface mode.

The client requests for the IP address to the server,
(config-if) #ip address dhcp once it receives the Acknowledgment from the server, it
assigns the IP address to the management interface.

(config if) fexit Exit interface mode.

, , Commit the candidate configuration to the running
(config) #commit

configuration.
Validation Commands
#show running-config dhcp
interface xel
ip address dhcp
|
ip dhcp relay information option
#sh ip interface brief
Interface IP-Address Admin-Status Link-Status GMPLS Type
ethO 10.12.44.20 up up -
lo 127.0.0.1 up up =
lo.4 127.0.0.1 up up =
vlanl.l unassigned up down -
xel/1 2.2.2.3 up up -
xel/2 unassigned down down -
xel/3 unassigned down down -
xel/4 unassigned up down =
xe2 *40.40.40.40 up down -
xe3/1 20.20.30.1 up up =

DHCP Client Configuration for IPv6

Before configuring the DHCP in client, make sure that DHCP server is ready and also dhcpd is running on the server
machine.

Figure 25. DHCP sample topology

/ \

Switch

Remote
machine

#configure terminal Enter Configure mode.

Enable the feature dhcp. This will be enabled by

(config) #feature dhcp
default.

Specify the interface(xe1) to be configured and enter

(config) #interface xel
the interface mode.
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The client request for name-server configured in
server

(config-if) #ipvé dhcp client request dns-nameserver

(config-if) #ipv6 dhcp client request domain-search The client request for domain names with ip

The client request for Ntp server details configured in
server

(config-if) #ipv6 dhcp client request ntp-server

(config-if) #ipv6 dhcp client request rapid-commit Enables rapid commit option

(config-if) #ipvé dhcp client request vendor-
specific-information

The client request for vendor specific information

Set duid type for DHCP Client. Possible values are Iit

(config-if) #ipvé dhcp client duid 11t I
or

Max time that the client process should wait for the
(config-if) #ipv6 dhcp client dad-wait-time 300 duplicate address detection to complete before
initiating DHCP requests. Values range from 1 - 600

The client requests for the IP address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

(config-if) #ipvé address dhcp

(config if)#exit Exit interface mode.

Commit the candidate configuration to the running

(config) #commit . .
configuration.

(config) #interface eth0 Enter management interface mode.

The client requests for the IP address to the server,
once it receives the Acknowledgement from the
server, it assigns the IP address to the management
interface.

(config-if) #ip address dhcp

(config if)#exit Exit interface mode.

, , Commit the candidate configuration to the running.
(config) #commit

configuration
Validation Commands
OcNOS#show ipvé interface brief
Interface IPv6-Address Admin-Sta
tus
ce20 fe80::each:7aff:fe28:a67b [up/up]
ce2l feB80::each:7aff:fe28:a67c [up/down]
ethO feB80::each:7aff:fe8e:c365 [up/up]
*3001::1
xel feB80::each:7aff:fe28:a66b [up/up]
OcNOS#show ipvé dhcp vendor-opts
Interface name vendor-opts
xel 0:0:9:0f:0:1:0:c:48:65:6c:6c:6£:20:77:6£:72:6c:64:21
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Validation Commands

OcNOS#show running-config dhcp
interface ethO
ip address dhcp

interface xel

ipvé
ipvé
ipv6
ipvé6
ipve
ipvé
ipvé6
ipv6

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

address dhcp

client
client
client
client
client
client
client

request dns-nameserver

request domain-search

request ntp-server

request rapid-commit

request vendor-specific-information
duid 11t

dad-wait-time 300
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DHCP Server Configuration

DHCP Server Configuration

Overview

A DHCP Server is a network server that automatically provides and assigns IP addresses, default gateways and
other network parameters to client devices. It relies on the standard protocol known as Dynamic Host Configuration

Protocol or DHCP to respond to broadcast queries by clients.

DHCP Server Configuration for IPv4

Before configuring make sure that DHCP server is ready.

Topology

Figure 26. DHCP IPv4 topology

DHCP Client

Configuration

DHCP IPv4 Client Interface

DHCP Server

#configure terminal

Enter Configure mode.

(config) #interface xel

Specify the interface (xe1) to be configured and enter
the interface mode.

(config-if) #ip address dhcp

The client requests for the IP address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

(config-if) #ip dhcp client request dns-nameserver

The client requests for the DNS name server.

(config-if) #ip dhcp client request ntp-server

The client requests for the NTP server .

(config-if) #ip dhcp client request host-name

The client requests for the Name of the client.

(config-if) #ip dhcp client request log-server

The client requests for the log server.

(config if) #exit

Exit interface mode.

DHCP IPv4 Server Interface

#configure terminal

Enter Configure mode.
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Specify the interface (xe2) to be configured and enter

(config) #interface xe2 .
the interface mode.

(config-if) #ip address 10.10.10.1/24 Configure the IP address to the server interface.

The client requests for the IP address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

(config-if) #ip address dhcp

(config if)#exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running

configuration.
DHCP IPv4 Server Feature
#configure terminal Enter Configure mode.
(config) #ip vrf vrfl Configure IP VRF name.

(config-vrf) #ip dhcp

server max-lease—time 100 Configure max lease time.

(config-vrf) #ip dhcp server default-lease-time 100 Configure default lease time.

(config-vrf) #ip dhcp server pool test Configure DHCP server pool name.

(dhcp-config) #network 3.3.3.0 netmask 255.255.255.0 Configure network and netmask.

dhcp-config) #address range low-address 3.3.3.1 .
éighﬁjaddresg) 3.3.3.4 N Configure address IPv4 range.

, IPv4 DHCP Server option to provide router details to
(dhcp-config) #routers 3.3.3.1

a DHCP client.
(dhcp-config) #boot-file test Configure boot-file name.
(dhcp-config) #host-name dhcp-server Configure host name.
(dhcp-config) #ntp-server 4.4.4.5 Configure NTP server.
(dhcp-config) #log-server 5.5.5.6 Configure log server.
(dhcp-config) #dns-server 5.5.5.5 Configure DNS server.
(dhcp-config) #tftp-server 5.5.5.6 Configure TFTP server.
(dhcp-config) #boot-file test Configure boot-file name.

DHCP Server Configuration for IPv6

Before configuring make sure that DHCP server is ready.
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Topology
Figure 27. DHCP IPv6 topology
DHCP Client DHCP Server
Configuration

DHCP IPv6 Client Interface

#configure terminal

Enter Configure mode.

(config) #interface xed?7

Specify the interface (xe47) to be configured and
enter the interface mode.

(config-if) #ipvé address dhcp

The client requests for the IPv6 address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

(config-if) #ipv6 dhcp client request dns-nameserver [ The client requests forthe DNS name server.
(config-if) #ipvé dhcp client request ntp-server The client requests for the NTP server.
(config-if) #ipvé dhcp client request domain-search The client request for IPv6 domain search.
(config-if) #ipv6 dhcp client request vendor- The client request for IPv6 vendor-specific-
specific-information information.

(config-if) #ipvé dhcp client request rapid-commit The client request to enable rapid-commit.

(config if) #exit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running
configuration.

DHCP IPv6 Server Interface

#configure terminal

Enter Configure mode.

(config) #interface xe2

Specify the interface (xe2) to be configured and enter
the interface mode.

(config-if) #ipvé address dhcp

The client requests for the IPv6 address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

(config-if) #ipv6 address 2001::1/64

Configure the IPv6 address to the server interface.

(config if) #ipvé dhcp

server

Configure an interface as a DHCP server starting
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interface.

(config if)#exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running

configuration.

DHCP IPv6 Server Feature
#configure terminal Enter Configure mode
(config) $ip vrf vrfl Configure IP VRF name
(config-vrf) #ipv6 dhcp server preference Configure IPv6 DHCP server preference
(config-vrf) #ipvé dhcp server rapid-commit Configure IPv6 DHCP server rapid-commit
(config-vrf) #ipvé dhcp server pool test Configure IPv6 DHCP server pool name
(dhcp6-config) #network 2001:: netmask 64 Configure IPv6 network and netmask
éfgﬁ?g&gigi%ﬁgf?f;j range low-address 2001::1 Configure IPv6 address range
(dhcp6-config) #vendor-options 00:00:09:bf:63 ConﬁgurelPVGvendoropﬁon
(dhcp6-config) #ntp-server 4001::1 Configure IPv6 NTP server
(dhcp6-config) #dns-server 3001::1 Configure IPv6 DNS server
(dhcp-config) #log-server 5.5.5.6 Configure log server
(dhcp6-config) #domain-name abcd Configure domain name
(dhcp-config) #tftp-server 5.5.5.6 Configure TFTP server
(dhcp-config) #boot-file test Configure boot-file name

Validation

Client

OcNOS#sh running-config dhcp

interface ethO

ip address dhcp

|

interface xe2

ipvée dhcp client request dns-nameserver
ipv6é dhcp client request domain-search
ipv6 dhcp client request ntp-server
ipv6 dhcp client request rapid-commit
ipv6é dhcp client request vendor-specific-information
ipvé address dhcp

OcNOS#show ipvé int br

Interface IPv6-Address Admin-Sta
tus

ced9 unassigned [up/down]
ethO feB80::e69d:73ff:fe05:8100 [up/up]
lo i:1 [up/up]
lo.management 39 [up/up]
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xed5 unassigned [up/down]
xed6 unassigned [up/down]
xed’7 *2001::124

fe80::e69d:73ff:fe84:8137 [up/up]
xed8 unassigned [up/down]

Server
OcNOS#show running-config dhcp
interface ethO

ip address dhcp

1

1

ipv6é dhcp server rapid-commit

ipvé dhcp server preference
ipv6 dhcp server pool test

network 2001:: netmask 64

address range low-address 2001::1 high-address 2001::124
vendor-options 00:00:09:bf:63

ntp-server 4001::1

dns-server 3001::1

domain-name abcd
interface xe2

ipv6 dhcp server

1
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DHCP Server Group

Overview

Dynamic Host Control Protocol (DHCP) Group provides the capability to specify multiple DHCP servers as a group
on the DHCP relay agent and to correlate a relay agent interface with the server group. When the interface receives
request messages from clients, the relay agent forwards the message to all the DHCP servers of the group. One or
multiple DHCP servers in the group process the request and respond with an offer to the client. The client reviews
the offer and sends the request message to the chosen server to obtain the network configuration that includes an
IP address. The illustration below shows a DHCP client sending a request message to a DHCP relay agent that
forwards the message to the three servers in the DHCP server group to get their network configuration. The DHCP
client and DHCP relay agent run OcNOS, but the DHCP servers can be OcNOS or Linux devices.

Figure 1-1: DHCP server group

OcNOS

DHCP Server 1

DHCP Server 2
DHCP Client

Maximum 8 DHCP servers
can be configuredin a '
DHCP servergroup ., .°'

DHCP server group

Feature Characteristics

This feature enables the configuration of the DHCP server group and attaches it to a DHCP relay agent through the
CLI and the NetConf interface. A DHCP server group can be attached with multiple DHCP relay uplink interfaces,
but at a given time, a single DHCP relay uplink interface is allowed to be attached with a single DHCP server group.
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The attachment of the DHCP relay uplink interface to another DHCP server group dissociates its attachment with
the earlier attached DHCP server group.

This feature helps to configure DHCP IPv4 and IPv6 groups and attach server IP addresses to the group. Creating a
maximum of 32 IPv4 and 32 IPv6 groups per VRF is allowed, and configuring 8 DHCP servers is permitted for each
DHCP server group.

Benefits

The DHCP relay agent forwards the request message from the DHCP client to multiple DHCP servers in the group.
Forwarding the request message to multiple DHCP servers increases the reliability of obtaining the network
configuration.

Configuration

Before configuring the DHCP client and the DHCP relay agent, make sure that DHCP server is configured and the
dhcpd service is running in the DHCP server.

Topology

In the below example, DHCP server1 and DHCP server2 (OcNOS or Linux devices) are connected to the DHCP
relay agent (an OcNOS device), and the DHCP relay is connected to a DHCP client (an OcNOS device). The DHCP
client sends discover message to the DHCP servers through the DHCP relay agent.
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Figure 1-1: DHCP server group topology

DHCP server-1

xe11 " DHCP relay

DHCP server-2

DHCP Server-1 Configuration for IPv4
This section shows how to configure the DHCPv4 Server-1.

DHCPv4 Server-1

xel1b

DHCP client

OcNOS#configure terminal

Enter configure mode.

OcNOS (config) ip dhcp server pool DHCP-Server-1

Configure DHCP server group for server in global
mode.

OcNOS (dhcp-config) #network 10.10.10.0 netmask
255.255.255.0

Configure network 10.10.10. 0 and netmask
255.255.255.0.

OcNOS (dhcp-config) #address range low-address
10.10.10.1 high-address 10.10.10.254

Configure address range from 10.10.10.1 to
10.10.10.254.

OcNOS (dhcp-config) #dns-server 192.2.2.2

Configure the DNS server192.2.2.2.
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OcNOS (dhcp-config) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (dhcp-config) fexit

Exit DHCP config mode.

OcNOS (config) #ip dhcp server pool DHCP-SER

Configure DHCP server group for client in global
mode.

OcNOS (dhcp-config) #network 20.20.20.0 netmask
255.255.255.0

Configure network 20.20.20. 0 and netmask
255.255.255.0.

OcNOS (dhcp-config) #address range low-address
20.20.20.1 high-address 20.20.20.30

Configure address range from 20.20.20.1 to
20.20.20.30.

OcNOS (dhcp-config) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (dhcp-config) fexit

Exit dhcp config mode.

OcNOS (config) #interface xe8

Enter interface mode xe8.

OcNOS (config-if) #ip address 10.10.10.2/24

Configure IP address on the interface xe8.

OcNOS (config-if) #ip dhcp server

Server should be configured on the interface while
connected to the relay.

OcNOS (config-if) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config-if) #exit

Exit interface mode.

OcNOS (config) #ip route 20.20.20.0/24 10.10.10.3

Configure static route of 20.20.20.0/24 by next
hop interface 10.10.10. 3.

OcNOS (config) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config) #exit

Exit config mode.

Validation

The below shows the running configuration of the DHCPv4 Server-1 node:

OcNOS#show running-config dhcp
interface ethO
ip address dhcp
I
I

ip dhcp server pool DHCP-Server-1
network 10.10.10.0 netmask 255.255.255.0

address range low-address 10.10.10.1 high-address 10.10.10.254

dns-server 192.2.2.2
ip dhcp server pool DHCP-SER
network 20.20.20.0 netmask 255.255.255.0

address range low-address 20.20.20.1 high-address 20.20.20.30

interface xe8

ip dhcp server
|

OcNOS#

DHCP Server-2 Configuration for IPv4

This section shows how to configure the DHCPv4 Server-2.
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DHCPv4 Server-2

OcNOS#configure terminal

Enter configure mode.

OcNOS (config) #ip dhcp server pool DHCP-Server-2

Configure DHCP server group for server in global
mode.

OcNOS (dhcp-config) #network 40.10.10.0 netmask
255.255.255.0

Configure network 40.10.10. 0 and netmask
255.255.255.0.

OcNOS (dhcp-config) #address range low-address
40.10.10.1 high-address 40.10.10.254

Configure address range from 40.10.10.1to
40.10.10.254.

OcNOS (dhcp-config) #dns-server 192.2.2.2

Configure DNS server192.2.2.2.

OcNOS (dhcp-config) #ip dhcp server pool DHCP-SER

Configure DHCP server group for client in global
mode.

OcNOS (dhcp-config) #network 20.20.20.0 netmask
255.255.255.0

Configure network 20.20.20. 0 and netmask
255.255.255.0.

OcNOS (dhcp-config) #address range low-address
20.20.20.1 high-address 20.20.20.30

Configure address range from 20.20.20.1 to
20.20.20.30.

OcNOS (dhcp-config) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (dhcp-config) #exit

Exit DHCPv6 config mode.

OcNOS (config) #interface xell

Enter interface mode xel1l.

OcNOS (config-if) #ip address 40.10.10.2/24

Configure IP address 40.10.10.2/24 on the
interface xel1l.

OcNOS (config-if) #ip dhcp server

Server should be configured on the interface while
connected to the relay.

OcNOS (config-if) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config-if) #exit

Exit interface mode.

OcNOS (config) #ip route 20.20.20.0/24 40.10.10.3

Configure static route 20.20.20.0/24 by next hop
interface 40.10.10. 3.

OcNOS (config) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config) #exit

Exit config mode.

Validation

The below shows the running configuration of the DHCPv4 Server-2 node:

OcNOS#show running-config dhcp
interface eth0
ip address dhcp
!
|

ip dhcp server pool DHCP-Server-2
network 40.10.10.0 netmask 255.255.255.0

address range low-address 40.10.10.1 high-address 40.10.10.254

dns-server 192.2.2.2
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ip dhcp server pool DHCP-SER

network 20.20.20.0 netmask 255.255.255.0

address range low-address 20.20.20.1 high-address 20.20.20.30
interface xell

ip dhcp server
|

OcNOS#

DHCP Relay Agent Configuration for IPv4
This section shows how to configure the DHCPv4 relay agent.

DHCPv4 Relay Agent

OcNOS#configure terminal

Enter configure mode.

OcNOS (config) #ip dhcp relay server-group dhcp-
relay-gp

Configure relay server-group group name in global
mode.

OcNOS (dhcp-relay-group) #server 10.10.10.2

Configure server 10.10.10. 2.

OcNOS (dhcp-relay-group) #exit

Exit DHCP relay group.

OcNOS (config) #interface xelb

Enter interface mode xe15.

OcNOS (config-if) #ip address 20.20.20.2/24

Configure IPv4 address 20.20.20.2 on the
interface xel5.

OcNOS (config-if) #ip dhcp relay

Relay should be configured on the interface
connecting to the client.

OcNOS (config-if) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config-if) #exit

Exit interface mode.

OcNOS (config) #interface xe8

Enter interface mode xe8.

OcNOS (config-if) #ip address 10.10.10.3/24

Configure IPv4 address 10.10.10. 3 on the
interface xe8.

OcNOS (config-if) #ip dhcp relay uplink

Configure relay uplink on the device connecting the
server.

OcNOS (config-if) #ip dhcp relay server-select dhcp-
relay-gp

Configure relay server-select group name on the
device connected to the server.

OcNOS (config-if) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (config-if) #exit

Exit interface mode.

OcNOS (config) #ip dhcp relay server-group dhcp-
relay-gp

Configure relay server-group group name in global
mode.

OcNOS (dhcp-relay-group) #server 40.10.10.2

Configure IPv4 DHCP server address 40.10.10.2
on the server group.

OcNOS (dhcp-relay-group) #commit

Commit the candidate configuration to the running
configuration.

OcNOS (dhcp-relay-group) #exit

Exit DHCP relay group.

OcNOS (config) #interface xell

Enter interface mode xel1.
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Configure IPv4 address 40.10.10.3 on the

OcNOS (config-if) #ip address 40.10.10.3/24
interface xel1.

OCNOS (con£ig-if) #ip dhcp relay uplink Configure relay uplink on the device connecting the

server.
OcNOS (config-if) #ip dhcp relay server-select dhcp- Configure relay server-select group name on the
relay-gp device connected to the server.

Commit the candidate configuration to the running

OcNOS (config-if) #commit . .
configuration.

OCNOS (config-if) #exit Exit interface mode.

Validation

The below shows the running configuration of the DHCPv4 relay agent node:

OcNOS#show running-config dhcp
interface eth0
ip address dhcp
|
|

ip dhcp relay server-group dhcp-relay-gp
server 10.10.10.2
server 40.10.10.2
interface xe8
ip dhcp relay uplink
ip dhcp relay server-select dhcp-relay-gp
|
interface xell
ip dhcp relay uplink
ip dhcp relay server-select dhcp-relay-gp
!
interface xel5
ip dhcp relay
!
OcNOS#
OcNOS#
OcNOS#show ip dhcp relay
DHCP relay service is Enabled.
VREF Name: default
Option 82: Disabled

Interface Uplink/Downlink

xe8 Uplink

xell Uplink

xel5 Downlink

Interface Group-Name Server

xell dhcp-relay-gp 10.10.10.2,40.10.10.2
Incoming DHCPv4 packets which already contain relay agent option are FORWARDED u
nchanged.
OcNOS#

DHCP Client Configuration for IPv4

This section shows how to configure the DHCPv4 Client.
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DHCPv4 Client

OcNOS#configure terminal Enterconﬁgurernode_
, Enable the feature DHCP. This will be enabled by
OcNOS (config) #feature dhcp
default.
OcNOS (config) #int xel5 Enter interface mode xel5.

The client requests for the IP address to the server,
once it receives the acknowledgment from the server,
it assigns the IP address to the interface in which this
command is enabled.

OcNOS (config-if) #ip address dhcp

Commit the candidate configuration to the running

OcNOS (config-if) #commit .
configuration.

OcNOS (config-if) #exit Exit interface mode.

Validation

The below shows the running configuration of the DHCPv4 client node:

OcNOS#show running-config dhcp
interface ethO
ip address dhcp
|
interface xel5
ip address dhcp

OcNOS#show ip interface brief

'*' - address is assigned by dhcp client

Interface IP-Address Admin-Status Link-Status
cdl unassigned up down
cd3 unassigned up down
cel unassigned up down
ce2 unassigned up down
ethO *10.12.121.156 up up
lo 127.0.0.1 up up
lo.management 127.0.0.1 up up
xed unassigned up down
xeb unassigned up down
xeb unassigned up down
xe’7 unassigned up down
xe8 unassigned up down
xe9 unassigned up down
xel0 unassigned up down
xell unassigned up down
xel2 unassigned up down
xel3 unassigned up down
xeld unassigned up down
xelb *20.20.20.1 up up
xel6 unassigned up down
xel7 unassigned up down
xel8 unassigned up down
xel9 unassigned up down
xe20 unassigned up down
xe2l unassigned up down
xe22 unassigned up down
xe23 unassigned up down
xe24 unassigned up down
xe25 unassigned up down
xe26 unassigned up down
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xe27
OcNOS#--
OcNOS#
OcNOS#show ip int xel5 br

unassigned up

'*' - address is assigned by dhcp client

Interface IP-Address Admin-Status
xel5 *20.20.20.1 up
OcNOS#

DHCP Server-1 Configuration for IPv6

This section shows how to configure the DHCPV6 Server-1.

DHCPv6 Server-1

down

Link-Status
up

OcNOS#configure terminal

Enter configure mode.

OcNOS (config) #ipv6 dhcp server pool DHCPv6-Server-1

Configure DHCP server group for server in global
mode.

OcNOS (dhcpb6-config) #network 2001:: netmask 64

Configure network 2001 : : and netmask 64.

OcNOS (dhcp6-config) #address range low-address
2001::1 high-address 2001::124

Configure address range from 2001: :1 to
2001::124.

OcNOS (dhcp6-config) #ipvée dhcp server pool DHCPv6-
SER

Configure DHCP server group for client in global
mode.

OcNOS